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LLMs are increasingly applied to cybersecurity workflows, where they are expected to
translate analysts’ intent into tool invocations. However, existing evaluations focus on
knowledge-based assessments or end-to-end agentic tasks, and do not directly measure
LLMs’ ability to generate executable commands for real-world cybersecurity tools. This
gap is critical because cybersecurity operations rely on strict command-line interfaces
(CLIs), where minor syntax errors, incorrect flag—value bindings, or argument misorder-
ing can invalidate execution. We introduce KaliBench, a fine-grained benchmark and
dataset for natural-language—to—CLI translation on Kali Linux, comprising 8,504 query—
command pairs spanning 1,642 tools across 23 capability dimensions and 5 security phases.
KaliBench is constructed via a manuscript-grounded pipeline with deterministic canonical-
ization and alias-aware evaluation, enabling precise and reproducible assessment of tool
selection and argument construction. To ensure both semantic correctness and practical
executability, we develop a multi-stage verification pipeline that combines LLM-based
validation, sandboxed terminal execution, and human-in-the-loop refinement. Building
on these fine-grained, deterministic signals, KaliBench further enables runtime-free ver-
ifiable rewards for training. Across three evaluation modes and 24 configurations of
general-purpose and security-focused open-weight models, no open-weight model exceeds
429% exact-command accuracy in the unrestricted setting, highlighting the difficulty of
accurate CLI-based cybersecurity tool use without explicit tool hints. We further show that
supervised fine-tuning and reinforcement learning with verifiable rewards derived from
KaliBench significantly improve an 8B model and achieve performance comparable to a
685B MoE model.
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Figure 1: Why KaliBench Matters? KaliBench enables fine-grained, verifiable evaluation and
runtime-free reward training for translating analyst intent into executable Kali commands.


https://risys-lab.github.io/KaliBench/
https://github.com/RISys-Lab/KaliBench
https://arxiv.org/abs/2610.02206v1

1 Introduction

Large language models (LLMs) are increasingly adopted in cybersecurity workflows, ranging from
interactive assistants to autonomous agents [40]. Early benchmarks in this domain primarily focus on
knowledge-based assessment, testing models’ understanding of cybersecurity concepts via multiple-
choice [36, [19] or structured-answer questions [14, 3. More recent benchmarks move toward
end-to-end agentic evaluation, measuring model performance in complex environments such as
autonomously solving CTF-style challenges [32| |45]]. While these benchmarks provide valuable
insight into what LLMs know and how they behave in integrated workflows, they do not directly
evaluate whether models can generate correct invocations of concrete cybersecurity tools in isolation.

This limitation is consequential because modern security operations rely heavily on large, het-
erogeneous command-line toolchains. Kali Linux, a widely used platform among cybersecurity
practitioners, provides access to over 2,000 pre-installed security tool packages [31]]. In practice,
analysts must translate high-level goals (e.g., “scan this subnet for SMB misconfigurations™) into
precise command-line invocations of tools such as Nmap for scanning, Metasploit for exploitation,
and Volatility for memory forensics. Although LLMs with function-calling capabilities aim to auto-
mate this process, CLIs are unforgiving: minor errors in argument order, flag spelling, alias misuse,
or tool misinterpretation can invalidate execution. This motivates a central question: Can current
LLMs reliably translate natural-language security requests into exact, executable CLI commands?

While function-calling benchmarks for LLMs have matured rapidly [[17, 10} 21} 20, [28]], evaluating
cybersecurity tool invocation poses distinct challenges. Existing benchmarks primarily assume
schema-defined tools, in which functionality and parameters are explicitly specified via JSON
schemas or APIs. In contrast, cybersecurity tooling is dominated by CLIs, such as the Kali Linux
toolset, where enumerating hundreds of tool schemas in a model prompt is impractical in typical
deployment settings due to context length limitations. As a result, Natural-Language-to-CLI (NL—to—
CLI) evaluation is effectively schema-free: models must infer appropriate tools and arguments and
generate syntactically correct, executable commands rather than populate structured fields.

To address this gap, we develop KaliBench, a fine-grained benchmark for NL-to—CLI cyberse-
curity tool use on Kali Linux. As shown in Fig. |1} KaliBench maps analyst intent to exact CLI
commands, decomposing tool selection and argument construction for fine-grained, verifiable eval-
uation. It organizes tools across capability dimensions and security phases and is constructed via
a manuscript-grounded pipeline. To ensure data quality, we employ a multi-stage verification pro-
cess combining LLM-based validation, sandboxed execution, and human-in-the-loop refinement,
producing semantically correct and executable commands.

KaliBench provides fine-grained supervision over tool selection and argument construction. We
evaluate models under three settings, unrestricted, restricted, and hinted, which vary the degree of tool
information provided. This structured formulation further enables runtime-free verifiable rewards,
allowing training without command execution. Using this framework, we evaluate 24 configurations
of general-purpose and security-focused open-weight models and find that performance remains
limited, with argument construction as the primary bottleneck. We further show that Supervised
Fine-Tuning (SFT) and Reinforcement Learning with Verifiable Rewards (RLVR) improve an 8B
model and achieve performance competitive with substantially larger models. Our main contributions
are summarized as follows:

* A fine-grained benchmark for schema-free NL-to-CLI evaluation. KaliBench is, to the best
of our knowledge, the first benchmark for evaluating LLMs on cybersecurity tool invocation in
schema-free CLI settings, comprising 8,504 query—command pairs over 23 capability dimensions
and five security phases, split into 5,000 evaluation and 3,504 training samples after deduplication.

* A verified and executable dataset. We construct a high-quality dataset through a multi-stage
verification pipeline that ensures both semantic correctness and practical executability.

* Runtime-free verifiable rewards. We show that deterministic CLI structure enables verifiable
reward signals without runtime execution, supporting scalable reinforcement learning.

* Fine-grained evaluation and training gains. We evaluate over 20 LLMs under three settings and
identify argument construction as the primary bottleneck. Training with supervised fine-tuning and
reinforcement learning using KaliBench rewards improves an 8B model’s mean Total Score across
the three evaluation modes by 7.5 percentage points.
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Figure 2: KaliBench end-to-end pipeline for NL-to-CLI evaluation on Kali Linux. The bench-
mark is constructed via LLM-based data generation, multi-round verification-regeneration, and
representative-sample selection. Evaluation applies alias-aware parsing and fine-grained scoring over
tools, arguments, and dimensional categories.

2 Related Work

LLMs and Cybersecurity Benchmarks. Early evaluations of LLMs focused on general-purpose
knowledge as measured by MMLU [11]. HELM [18] later introduced a unified evaluation framework
that aggregates benchmarks across broader dimensions. Although these evaluations characterize over-
all language understanding, they do not account for the domain-specific requirements or operational
constraints encountered in cybersecurity settings.

As aresult, several domain-specific benchmarks have been proposed to evaluate LLMs in cybersecu-
rity contexts. Benchmarks such as SecEval [16], CyberMetric [36], CyberBench [19], SECURE [3],
CS-Eval [44], SecBench [14], and CTI-Bench [1]] primarily assess cybersecurity knowledge through
multiple-choice, true/false, short-answer, or other classification-style questions spanning software
and network security, cryptography, industrial control systems, and cyber-threat intelligence. While
these benchmarks provide useful insight into models’ conceptual understanding, they largely evaluate
knowledge recall and static reasoning rather than concrete operational behavior.

More recent work moves beyond static question answering toward agentic evaluation, where models
interact with complex environments or autonomously solve multi-step tasks. For example, CyBench
[45] and NYU-CTF Bench [32] evaluate LLMs in end-to-end security scenarios via Capture-the-Flag
(CTF) challenges, while DefenderBench [46] studies language agents in enterprise-style cybersecurity
environments with realistic defensive and offensive workflows. However, end-to-end task performance
jointly depends on planning, environment interaction, observation interpretation, tool invocation,
and error recovery, making it difficult to attribute failures to individual components. KaliBench
complements these benchmarks by isolating command generation and separately evaluating tool
selection, optional arguments, and positional arguments.

Function-Calling Benchmarks and Evaluations. Beyond agentic evaluation, a growing body of
work studies LLMs’ ability to invoke external tools through explicit function-calling benchmarks.
Benchmarks such as BFCL [28]], ToolSandbox [21]], StableToolBench [[10], and HammerBench [38]]
evaluate tool use across single-turn, multi-turn, conversational, and agentic settings, emphasizing
structured, schema-defined APIs and deterministic validation for general-purpose tool invocation. As
a result, these benchmarks assume that tools and parameters are specified through explicit schemas,
and do not consider settings where tools must be inferred from a shared CLI. To the best of our
knowledge, no existing benchmark directly evaluates natural-language—to—CLI translation for real-
world cybersecurity tools under such schema-free conditions, or provides fine-grained, alias-aware
assessment of command correctness. KaliBench addresses this gap by enabling systematic evaluation
of exact, executable CLI command generation for real-world cybersecurity toolchains.
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Figure 3: KaliBench Structure and Representative Sample. KaliBench is a structured benchmark
of Kali Linux tools organized along the security attack lifecycle. It comprises 5 security phases and
23 functional dimensions. The dataset sample includes natural-language queries and decomposed
ground-truth commands. See Appendix |E| for a detailed view of examples of all 23 dimensions.

3 KaliBench

KaliBench is a fine-grained benchmark and dataset that serves as a translation layer between natural-
language cybersecurity queries and executable Kali Linux commands, spanning 1,642 tools and
8,504 query—command pairs. Figure[2]illustrates the end-to-end pipeline for constructing, verifying,
evaluating, and training with KaliBench. The pipeline proceeds in four stages: (1) we extract
tool names, flag—value pairs, and documented aliases from official Kali Linux manuscripts, and
use them as structured signals to guide LLM-based data generation; (2) generated candidates are
iteratively filtered through LLM-based verification, sandboxed terminal execution, and human-in-the-
loop evaluation; (3) the verified dataset is deduplicated and split into evaluation and training sets,
enabling fine-grained evaluation across multiple metrics and capability dimensions; and (4) using the
training split and verifiable reward signals, we demonstrate that parameter efficient post-training with
supervised fine-tuning and reinforcement learning significantly improves model performance.

1. Data Generation. We curate official documentation for Kali Linux tools from the Kali Linux
repository [15]]. The source corpus comprises 2,372 tools described in structured Markdown, each
specifying long and short options and relevant aliases. The documentation also provides a metapack-
age taxonomy, which we use to annotate each tool with its cybersecurity capability and functional
dimension. We process the corpus at the tool level. For each tool, we use Qwen3-Max [30] to
generate 10-13 natural-language query—command pairs, along with structured annotations including
the tool name, optional arguments as alias-aware flag—value pairs, and positional arguments. These
ground-truth command components enable fine-grained analysis of model performance in tool selec-
tion, argument construction, and syntactic validity under UNIX shell conventions. Representative
examples are shown in Fig. [3] illustrating the diversity of KaliBench across security phases and
functional dimensions. This stage produces 27.7K query—command pairs covering all documented
tools. More details about the data generation process can be found in Appendix [B]

2. Data Verification, Cleaning, and Deduplication. Despite grounding data generation in official
Kali Linux tool manuscripts using a state-of-the-art model (Qwen3-Max), hallucination remains a
major challenge. Our initial manual inspection shows that over 50% of generated commands contain
hallucinated or misspelled options (e.g., --silent instead of --silence). To address this issue, we
adopt a multi-stage human-in-loop verification pipeline that ultimately retains 8,504 high-quality
query—command pairs after cleaning and deduplication.

LLM-as-Verifier. We prompt an LLM with the query, the generated_command, and the corre-
sponding tool_manuscript, and task it with verifying (i) whether all flags and arguments are



documented, and (ii) whether the command faithfully implements the query using only supported
functionality. After the first verification round, 53.8% of generated examples are filtered out. This
leaves 413 tools (17.4%) without valid pairs; to preserve coverage, we iteratively regenerate and
re-verify the data. The resulting LLM-validated dataset contains 14.5K query—command pairs, with
47.65% of the initial data removed. The prompt details are provided in Appendix [C.2]

Terminal Verification. To further ensure the executability of ground-truth commands, we perform
system-level validation by executing each LLM-verified command in a controlled sandbox. Specif-
ically, we run each command inside a Docker container provisioned with a Kali-linux-everything
image and record its outputs, including stdout, stderr, exit code, and execution timeouts. Because
command parameters are synthetic (e.g., addresses, devices, paths, and files may not exist in the
sandbox), we apply a rule-based filtering pipeline based on observed execution outputs. Commands
are rejected when execution logs indicate errors caused by hallucinated tools or invalid arguments
that were not detected by the LLM-as-Verifier. This process filters out 11.95% of the LLM-verified
commands. Further details of the terminal verification process are provided in Appendix [E]

Human-in-the-loop Evaluation. As a final verification step, we perform human-in-the-loop evalua-
tion by analyzing model failures in the hinted setting (see the Evaluation Protocol). We focus on cases
where even the strongest evaluated model fails to generate a correct command despite having access
to tool documentation, as these cases are more likely to reflect issues in the dataset rather than model
limitations. We use an Al agentﬂ to produce initial verdicts by cross-checking the semantic alignment
among the query, generated command, ground-truth command, and tool documentation. Human
reviewers then examine these verdicts to identify query ambiguities and labeling errors. This process
reveals that an additional 4.9% of the verified dataset is invalid due to: (a) Malformed CLI options
(e.g.,"--g’ instead of the documented ‘-g’), (b) Omission of arguments explicitly required by the
query (e.g., generating ‘<tool> completion’ instead of the query-required ‘<tool> completion
bash’), and (c) Semantic mismatches in argument use (e.g., choosing a flag whose effect does not
match the requested operation, swapping the positions of input and output operands, or supplying a
filesystem path where the command expects a URL). Detailed cases can be found in Appendix [F

Deduplication and Train—test Split. To construct a compact yet semantically diverse evaluation set,
we perform semantic selection using the SemHash framework [37]]. Each record is represented as a
semantic unit [query, tool_name, ground_truth_command]. Records are embedded into a dense
vector space, clustered via approximate nearest-neighbor search, and grouped when pairwise cosine
similarity exceeds 0.90. From each cluster, we retain representative examples selected by SemHash.
The final cleaned and deduplicated dataset contains 8.5K verified query—command pairs (30.7% of
the original 27.7K generated data), forming a high-quality and executable benchmark for NL-to—CLI
evaluation. We then sample from this dataset to construct an evaluation set of 5,000 examples
(covering all 1,642 tools) and a training set of 3,504 examples (covering 962 tools), prioritizing full
tool coverage in the evaluation set while reserving a smaller training split for studying generalization.

3. Evaluation Protocol. For each query in the evaluation set, models are prompted to generate an
executable Kali Linux CLI command under three settings that vary the amount of tool information
provided: (1) Unrestricted, where the model receives only the natural-language query and must infer
both the appropriate tool and its arguments; (2) Restricted, where the model is additionally provided
with a randomly sampled list of 20 candidate tool names that includes the correct tool, reducing the
tool-selection search space while still requiring correct argument construction; and (3) Hinted, where
the model further receives the official documentation of the candidate tools, approximating schema-
based function-calling benchmarks in which tool functionality and parameters are explicitly specified.
Details of the structured prompting format and prompt templates are provided in Appendix [C.3}

Command Parsing. Model outputs are parsed using Python’s shlex library for lexical analysis
of shell-style syntax, enabling faithful emulation of Kali Linux command parsing under UNIX
conventions without executing commands. Because KaliBench explicitly records the ground-truth
tool_name, optional arguments (as alias-aware flag—value pairs), and ordered positional arguments
for each example, we can perform deterministic, component-wise scoring. A CLI command follows
the general form <tool_name> <args>, where arguments are either optional or positional. Optional
arguments begin with -- or - and may take values; their order is flexible and aliases are permitted.
Positional arguments consist only of values and must appear in a fixed order. See Fig. [3|for illustration.

lOpenAlI Codex with GPT-5.4 Thinking|
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Evaluation Metrics. We report a set of fine-grained, component-level metrics, including ool
Accuracy (correct tool selection), Optional-Argument F1 (alias-aware matching of optional flag
names), Positional-Argument FI (multiset matching of positional argument values), Total Score
(mean of tool and argument scores), and Exact Correct, which equals 1 only when the tool and
all arguments exactly match the ground truth. These metrics enable detailed analysis of model
performance across tool selection and argument construction. Details of the metric definitions and
calculations are provided in Appendix [[}

Capability Taxonomy and Security-Phase Annotation. To enable structured, domain-aware analysis
beyond raw command correctness, we leverage capability metadata derived from Kali Linux’s of-
ficial kali-tools metapackage taxonomy, which organizes offensive and defensive tools into 23
functional capability dimensions spanning the full cybersecurity workflow. Inspired by the Lockheed
Martin Cyber Kill Chain [13], we group these dimensions into five security phases: Reconnais-
sance & Initial Access (information-gathering, 802-11, rfid, bluetooth, sdr, social-engineering),
Vulnerability Analysis (vulnerability, fuzzing, web, database, voip), Exploitation & Payload Delivery
(exploitation, sniffing-spoofing, hardware, wireless), Post-Exploitation & Lateral Movement (post-
exploitation, passwords, windows-resources, crypto-stego), and Defensive Analysis & Reporting
(reverse-engineering, forensics, reporting, gpu). Although some capabilities span multiple stages,
each dimension is assigned a primary functional role for clarity, enabling aggregation of evaluation
metrics across coherent capability dimensions and security phases and supporting systematic analysis
of model performance in natural-language—to—CLI translation across different cybersecurity contexts.

4. Training Protocol. Our training data support LLM post-training via Supervised Fine-Tuning
(SFT) and Reinforcement Learning with Verifiable Rewards (RLVR). We adopt the same prompt
template used during evaluation, with the query, a randomly sampled list of candidate tools, and
tool documentation as inputs. We concatenate data from all three evaluation settings, resulting in
3,504 x 3 = 10,512 training samples. Additional details are provided in Appendix[G.2}
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the ground-truth command as the target output. The
model is trained to generate the correct command given
the query and optional tool information.
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ground-truth commands are validated during data construction via sandboxed execution, rewards can
be computed without executing model outputs, enabling efficient RL without runtime. We include a
formatting reward to enforce output structure.

4 Experiments

Experiment Setup. All evaluations of open-source models were conducted on an NVIDIA A100
multi-GPU cluster using the vLLM inference engine, with selected large models evaluated via
external APIﬂ We evaluate 14 general-purpose models: Llama3. I-Instruct (8B) [8], Qwen-3 (8B,
32B; with and without reasoning) [41]], Mistral-3.2 (24B) [23l], Gemma-3 (27B) [35l], GPT-OSS
(20B, 120B) (277), LLaMA-3.3-Instruct (70B) [22l], Qwen-2.5-Instruct (72B) [29], Qwen3-Coder-Next
(80B) [4]], and DeepSeek-V3.2 (685B) (6], GLM-5.2 (753B) [[1] along with 7 cybersecurity-oriented
models: Foundation-Sec-Instruct (8B) [|39]], Foundation-Sec-Reasoning (8B) [42l], Llama-Primus-
Base/Merged (8B) and Llama-Primus-Nemotron (70B) [43]], and RedSage-Ins/DPO (8B) [34], as well
as three variants of a cybersecurity-oriented model further fine-tuned on KaliBench. Models with

20penRouter: https://openrouter.ai/
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Table 1: Open-weight model query-to-command performance across three modes. Columns
report Unrestricted (U), Restricted (R), and Hinted (H). T indicates thinking-enabled models, and *
denotes cybersecurity-tuned models. Bold/underline mark the best and second-best within each size
group. Models are sorted by Averaged Total Score. MoE parameters use Total/Active (e.g., 685/37B).

| Size | Exact Correct (%) | Tool Acc. (%) Optional F1 (%)  Positional F1 (%) | Total Score (%)
| ® |U R HJ|U R H U R H U R H|U R H Ag
Compact Models (< 8B)

Model

Foundation-Sec-Ins* 8 147 19.1 562 | 665 925 868 335 374 756 53.0 60.0 813|510 633 812 652
Llama3.1-Ins 8 125 182 627 | 61.7 937 954 324 372 827 535 619 858|492 643 880 672
Llama-Primus-Base* 8 158 193 603 | 67.3 90.7 941 36.6 392 808 563 619 840|534 639 863 679
Foundation-Sec-Rsn*" 8 133 186 66.6 | 67.0 928 959 348 39.1 855 530 579 862|516 633 892 68.0
Llama-Primus-Merged* 8 163 210 652 | 662 934 952 367 40.8 841 56.6 632 871|532 658 888 69.3
RedSage-DPO* 8 182 254 68.1 | 66.8 95.1 957 40.1 46.1 854 567 659 885|545 690 899 7I.1
Qwen3 8 183 241 731 | 689 956 963 393 434 882 585 656 905|555 682 91.6 71.8
Qwen3' 8 209 277 809 | 703 957 962 429 472 924 599 665 934|577 698 940 738
RedSage-Ins* 8 [19.7 26,1 672|679 946 953 424 469 850 588 664 883|564 693 895 717
RedSage-K (GRPO)* 8 28.1 330 667 765 933 93.1 51.7 537 848 739 77.0 884 | 674 746 888 769
RedSage-K (SFT)* 8 306 344 77.1 781 959 971 528 552 90.5 669 684 920|659 732 932 774
RedSage-K (SFT+GRPO)*f 8 322 374 694 779 950 925 561 579 865 769 809 89.1|703 779 893 79.2
Mid-size Models (20-32B)
Gemma-3-it 27 189 240 705 | 734 973 870 409 442 831 602 663 884|581 692 862 712
GPT-0SS* 20/3.6 | 19.6 246 78.1 | 723 951 959 422 456 913 571 636 920|572 681 93.0 728
Mistral-Small-3.2 24 207 274 799 | 706 956 962 443 482 915 626 692 932|592 71.0 937 746
Qwen3 32 206 277 798 | 735 963 955 434 489 912 628 699 934|599 717 934 750
Qwen3' 32 240 309 818 | 724 96.8 952 472 51.6 924 653 714 940 | 61.6 733 939 763
Large-scale Models (> 70B)
Llama-Primus-Ins* 70 188 250 712 | 728 964 921 419 463 881 596 670 902|581 69.9 90.1 727
Llama-3.3-Ins 70 226 287 777 |72.1 965 941 457 499 O91.7 619 681 9251599 715 927 747
GPT-0OSS' 120/5.1 | 240 320 809 | 73.6 956 960 480 529 922 614 687 927|610 724 936 757
Qwen3-Coder-Next! 80/3 262 31.0 799 | 741 96.8 964 488 519 914 639 707 932|623 731 936 763
Qwen2.5-Ins 72 254 302 80.6 | 760 974 96.8 477 S51.1 915 67.0 722 933|636 736 938 77.0
DeepSeek-V3.2 685/37 | 33.0 402 845 | 758 983 971 570 620 935 688 754 941 | 672 78.6 949 80.2
GLM-5.2f 753 413 520 748 | 863 942 949 753 719 884 513 788 906 | 71.0 817 913 813
Metric Average | - 223 283 731 720 952 946 451 487 878 61.1 682 90.1 | 594 707 908 73.6

72B or more parameters were evaluated through the OpenRouter API; all other models are obtained
from their official Hugging Face repositories under their respective licenses and evaluated under a
fixed inference configuration; details are in Appendix [G.1]

Training Setup. We employ parameter-efficient fine-tuning using LoRA [12] with Unsloth [5]]. We
select the best-performing 8B cybersecurity-tuned model RedSage-Ins as the backbone. Using the
training dataset described in Sec. |3} we train three variants, collectively referred to as RedSage-K:
(1) SFT, (2) RLVR with Group Relative Policy Optimization (GRPO) [33]], and (3) SFT followed by
GRPO (SFT+GRPO). All models are trained on a single H200 GPU (141GB VRAM) with a total
batch size of 32 for two epochs; details are in Appendix |[G.2}

4.1 Model Performance Across Three Modes

Table E] summarizes per-model performance under three modes: Unrestricted (U), Restricted (R), and
Hinted (H). We report Exact Correct (EC), Tool Accuracy (TA), Optional-Argument F1 (Opt-F1),
Positional-Argument F1 (Pos-F1), Total Score (TS), and Average TS (Avg.). We analyze key patterns
with respect to tool information, model type and scale, and post-training on KaliBench.

Impact of Evaluation Modes. The three evaluation modes reveal a clear separation between
tool selection and argument construction. Transitioning from U to R substantially improves TA
(72.0%—95.2% on average), indicating that constraining the candidate tool space largely resolves
tool-selection errors. However, this shift yields only modest gains in Opt-F1, Pos-F1, and EC,
indicating that correct tool selection alone does not ensure accurate argument generation. The metric
averages further reveal a hierarchy of difficulty: optional-argument prediction is the most challenging,
followed by positional-argument prediction. In contrast, H produces the largest improvements,
increasing Opt-F1 from 45.1% to 87.8%, Pos-F1 from 61.1% to 90.1%, TS from 59.4% to 90.8%,
and EC from 22.3% to 73.1%. These gains indicate that tool hints resolve ambiguities in argument
selection, ordering, and formatting, and suggest that existing models lack sufficient domain knowledge
to construct accurate commands without tool documentation. Overall, R primarily improves which
tool to use, whereas H improves how the command is constructed; without hints, open-weight models
still struggle with accurate argument generation, the primary bottleneck.



Impact of Model Type and Scale. Cybersecurity-oriented models (*) do not consistently outper-
form strong general-purpose models on query-to-command generation, but their advantages become
more apparent in less-guided settings. In the compact regime, RedSage-Ins* achieves higher TS than
non-thinking Qwen3 in both U and R (56.4% vs. 55.5% and 69.3% vs. 68.2%), suggesting that
domain-specific training provides useful priors when models must infer command structure with
limited support. In contrast, general-purpose models perform better in H, where Qwen3 surpasses
RedSage-Ins* (91.6% vs. 89.5%), indicating stronger instruction-following and context utilization
under richer guidance. Overall, cybersecurity-oriented models are more effective in under-specified
settings, while general-purpose models better exploit explicit hints. Reasoning-enabled variants (1)
further improve argument-level performance, particularly in Opt-F1, Pos-F1, and EC. For example,
Qwen3' improves Avg from 71.8% to 73.8% over Qwen3 and achieves strong H-mode results (94.0%
TS, 80.9% EC), highlighting the role of reasoning in intent decomposition and context utilization.
Finally, while performance generally improves with scale, gains are uneven. For example, Qwen3*
(8B) outperforms larger models, including Gemma-3-it (27B) and Llama-Primus-Ins* (70B), in
Avg. These results suggest that effective NL-to—CLI generation depends on domain knowledge,
instruction-following, reasoning, and task alignment, rather than scale alone.

Proprietary Models and Scaffolded Inference. Our main evaluation emphasizes open-weight
models because local deployment is particularly important in cybersecurity, where queries, target
information, and operational data may be sensitive and cannot always be shared with proprietary APIs.
To assess whether KaliBench remains challenging for stronger proprietary models and scaffolded
systems, we additionally evaluate GPT-5.6-Sol [26], Claude Opus 5 [2]], and OpenAl Codex [24]],
powered by GPT-5.5 [25] with xhigh reasoning effort. We evaluate all systems on the 5,000 test
queries in the Unrestricted setting.

As shown in Table[2] GPT-5.6-Sol achieves the highest T,p1e 2: Proprietary models and scaffolded
full-set Exact Correct of 61.68%, followed by Codex inference in Unrestricted mode.

at 51.68% and Claude Opus 5 at 44.02%. All three out-

erform GLM-5.2, the strongest evaluated open-weight
p g p g Model Answered EC (%) EC (%)

model in this setting, which achieves 41.32%. Re- queries (all 5K)
sponse coverage, however, varies across systems: GPT-

. . GPT-5.6-Sol 4,988 61.83 61.68
5.6-Sol answers 4,988 of 5,000 queries, compared with Claude Opus 5 3675 5080  44.02

4,633 for Codex and 3,675 for Claude Opus 5. These
coverage differences suggest that provider-specific
safety restrictions influence cybersecurity-related usage. EC (Exact Correct) is computed over answered queries;
For example, Claude Opus 5 achieves 59.89% EC on  the EC (all 5K) counts blocked or missing outputs
answered queries but answers only 73.50% of the test 25 incorrect. For Codex, we use its scaffolded CLI
set, re ducing its full-set EC to 44.02%. Moreover, de- workflow and score only the final submitted command.
spite the gains over open-weight models, the highest full-set accuracy among these systems is 61.68%,
indicating that KaliBench remains unsaturated and that exact command generation is challenging.
Complete metrics and reporting details are provided in Appendix [M]

Codex (GPT-5.5) 4,633 5577  51.68

Impact of KaliBench Post-training. Post-training on the KaliBench training split substantially
improves compact models. The three RedSage-K variants achieve Avg scores of 76.9, 77.4, and 79.2,
with RedSage-K (SFT+GRPO) ranking third in Avg among all evaluated open-weight models, only
1.0 point below DeepSeek-V3.21 despite using an 8B backbone. The methods exhibit complementary
strengths: RedSage-K (SFT) attains the best compact-model TA across all modes, shows stronger
gains in Opt-F1, and delivers the largest improvements in H, suggesting that supervised fine-tuning
effectively learns tool mapping and benefits from contextual hints. In contrast, RedSage-K (GRPO)
shows stronger gains in Pos-F1 and TS under U and R, but is weaker in H.

Combining both methods, RedSage-K (SFT+GRPO) yields the best compact-model U/R TS and
EC, demonstrating the benefit of combining SFT and RLVR under limited guidance. However,
RedSage-K (GRPO) and RedSage-K (SFT+GRPO) slightly reduce H-mode TS relative to the original
RedSage-Ins model. Our paired analysis identifies argument-construction errors and regressions
on previously solved examples, with SFT initialization mitigating these regressions (Appendix [I).
Overall, KaliBench post-training enables compact models to approach larger ones in cybersecurity
tool use under less-guided settings.
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Figure 5: Performance across security dimensions and modes. (a) Performance over 23 dimensions
and 5 phases per mode. Box plots show distributions (Q1-Q3), with whiskers for min/max. (b,c)
Total Score and Exact Correct (%) across modes; dotted lines indicate inter-mode gaps.

4.2 Fine-Grained Performance and Robustness Analysis

Dimension-wise and Tool-level Analysis. Figure[5{(a) reports TS performance across 23 capability
dimensions, five security phases, and three evaluation modes, aggregated over all evaluated models.
Performance varies across dimensions, but relative difficulty remains broadly consistent across
modes, suggesting that additional tool information improves overall scores without fundamentally
changing which dimensions are harder. Dimensions such as gpu and crypto-stego consistently achieve
higher scores, whereas 802-11 and wireless show lower minima, especially in U and R modes. We
also observe mode-specific deviations, such as hardware in H mode, where performance remains
comparatively lower, likely reflecting the difficulty of longer or more complex tool descriptions.

From a distributional perspective, variability decreases as tool information increases. The U mode
shows the widest spread across models, reflecting high variance without tool guidance; R reduces
this variability by constraining tool selection; and H further stabilizes performance across most
dimensions. However, H narrows variance without eliminating dimension-level gaps, suggesting that
documentation improves argument construction but does not fully resolve interface complexity. At the
phase level, Reconnaissance and Vulnerability Analysis are relatively stable, while Post-Exploitation
and Defensive Analysis show greater variation, likely due to more heterogeneous CLI structures.

At the tool level, performance differences largely reflect CLI interface complexity. Tools with simple
invocation patterns and well-defined defaults (e.g., truecrypt2john, jsql) are handled reliably, whereas
those with irregular or uncommon options (e.g., nikto, hashrat) remain challenging due to precise
flag—value binding and strict syntax. Additional full statistics are provided in Appendix [K] confirming
that tool-level difficulty is driven more by interface complexity than model-specific limitations.

Mode-wise Performance Trends. Figure Ekb,c) visualizes the distributions of Total Score and
Exact Correct across the three evaluation modes. Both metrics improve consistently from U to R to
H, with H achieving the strongest results. This supports our earlier finding that tool documentation
provides the largest gains, primarily by improving argument prediction, the main bottleneck in
accurate command construction.



The two metrics exhibit different patterns of cross-model dispersion. The Total Score range narrows
from 21.8 — 18.4 — 13.7 percentage points across U, R, and H. In contrast, the Exact Correct range
remains wide at 28.8, 33.8, and 28.3 percentage points, respectively. This suggests that providing
tool information brings models closer together in Total Score, while substantial differences in exact
command correctness persist.

Common Failure Pattern Analysis. Weak query-to-command performance primarily stems from
accumulated errors in command construction, particularly with optional arguments. Across models,
we observe four recurring patterns: (i) long—short option misuse, where alias forms are mixed (e.g.,
--domain/-d), producing invalid commands; (ii) option hallucination, where positional arguments
are treated as flags or nonexistent aliases inferred (e.g., ‘st --client’); (iii) hallucinated long options,
where tools with only short flags lead to invented long forms; and (iv) erroneous option names, where
singular—plural confusion produces incorrect variants (e.g., --symlink vs. --symlinks).

Robustness to Query Variation. Since KaliBench T,pje 3. Average change in Total Score,
queries are synthesized from tool documentation, we ex-
amine the sensitivity of model performance to changes
in query wording and presentation. We evaluate eight
model configurations under three query variations: Para-
phrase (uses synonyms and alternative phrasing); Infor-

in percentage points, relative to original
queries across eight model configurations.

Query style Ures. Res. Hinted

mal (adopts conversational wording); and Messy (intro- Paraphrase  +0.61 +0.22  -0.09
duces linguistic and formatting noise, such as grammat- Informal -0.55 048 -0.28
ical errors, omitted prepositions or verbs, and incorrect Messy 320 -140  -1.07

word choices).

Table [3] shows that paraphrases have little overall effect and slightly improve performance in the
Unrestricted and Restricted settings. Informal queries introduce a small but consistent degradation.
Messy queries cause the largest drop across all settings, especially in the Unrestricted setting. Hinted
mode shows the smallest decline under messy inputs (1.07 percentage points), suggesting that access
to full tool documentation mitigates, but does not eliminate, the impact of noisy wording. The eight
configurations and their model-level results for the Messy variation are detailed in Appendix [N]

5 Discussion and Conclusion

KaliBench exposes a clear gap between LLMs’ general cybersecurity knowledge and their ability
to generate exact, executable CLI commands. Our results show that tool selection and argument
construction are fundamentally different challenges: restricting candidate tools largely resolves
tool-selection errors, while argument-level correctness, especially for optional flags and flag—value
bindings, remains the primary bottleneck. Providing tool documentation results in the largest gains,
indicating that failures often stem from limited domain knowledge rather than intent understanding.
These findings highlight the importance of evaluating tool use at the command-structure level in
schema-free settings, where models must infer tools and syntax without explicit APIs.

Beyond evaluation, KaliBench enables effective model improvement through fine-grained, runtime-
free verifiable rewards. Post-training with SFT and RLVR substantially improves compact models,
allowing an 8B model to approach much larger systems. Despite these advances, limitations remain,
including the focus on single-turn command generation and reliance on documentation-grounded data.
Future work should extend to multi-step workflows, retrieval-augmented tool use, and environment-
aware evaluation. Overall, KaliBench provides a practical benchmarking and training framework for
advancing the reliable and executable use of LLM-based cybersecurity tools.
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(d) We recognize that reproducibility may be tricky in some cases, in which case
authors are welcome to describe the particular way they provide for reproducibility.
In the case of closed-source models, it may be that access to the model is limited in
some way (e.g., to registered users), but it should be possible for other researchers
to have some path to reproducing or verifying the results.

5. Open access to data and code

Question: Does the paper provide open access to the data and code, with sufficient instruc-
tions to faithfully reproduce the main experimental results, as described in supplemental
material?

Answer: [Yes]
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results.
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benchmark).

* The instructions should contain the exact command and environment needed to run to
reproduce the results. See the NeurIPS code and data submission guidelines (https:
//neurips.cc/public/guides/CodeSubmissionPolicy) for more details.

* The authors should provide instructions on data access and preparation, including how
to access the raw data, preprocessed data, intermediate data, and generated data, etc.

* The authors should provide scripts to reproduce all experimental results for the new
proposed method and baselines. If only a subset of experiments are reproducible, they
should state which ones are omitted from the script and why.

* At submission time, to preserve anonymity, the authors should release anonymized
versions (if applicable).

* Providing as much information as possible in supplemental material (appended to the
paper) is recommended, but including URLSs to data and code is permitted.

6. Experimental Setting/Details

Question: Does the paper specify all the training and test details (e.g., data splits, hyperpa-
rameters, how they were chosen, type of optimizer) necessary to understand the results?

Answer: [Yes]

Justification: The dataset splits, evaluation protocol, and training methods are described
in Section 3. Model configurations and detailed training hyperparameters are provided in
Appendix G.

Guidelines:

* The answer [N/A] means that the paper does not include experiments.

* The experimental setting should be presented in the core of the paper to a level of detail
that is necessary to appreciate the results and make sense of them.

* The full details can be provided either with the code, in appendix, or as supplemental
material.

7. Experiment Statistical Significance

Question: Does the paper report error bars suitably and correctly defined or other appropriate
information about the statistical significance of the experiments?

Answer: [Yes]
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Justification: The paper provides information about variability through distributional statis-
tics. In particular, Figure 5 reports box plots (Q1-Q3 with min/max whiskers) across all
models, security dimensions, and mode settings.

Guidelines:

* The answer [N/A] means that the paper does not include experiments.

* The authors should answer [ Yes] if the results are accompanied by error bars, confidence
intervals, or statistical significance tests, at least for the experiments that support the
main claims of the paper.

* The factors of variability that the error bars are capturing should be clearly stated (for
example, train/test split, initialization, random drawing of some parameter, or overall
run with given experimental conditions).

* The method for calculating the error bars should be explained (closed form formula,
call to a library function, bootstrap, etc.)

* The assumptions made should be given (e.g., Normally distributed errors).

¢ It should be clear whether the error bar is the standard deviation or the standard error
of the mean.

e It is OK to report 1-sigma error bars, but one should state it. The authors should
preferably report a 2-sigma error bar than state that they have a 96% CI, if the hypothesis
of Normality of errors is not verified.

» For asymmetric distributions, the authors should be careful not to show in tables or
figures symmetric error bars that would yield results that are out of range (e.g., negative
error rates).

o If error bars are reported in tables or plots, the authors should explain in the text how
they were calculated and reference the corresponding figures or tables in the text.

8. Experiments Compute Resources

Question: For each experiment, does the paper provide sufficient information on the com-
puter resources (type of compute workers, memory, time of execution) needed to reproduce
the experiments?

Answer: [Yes]

Justification: We have provided the GPU model, memory, and the amount of compute
required for the experiment (Section 4: Experiments, Appendix [G.2). The full research
project required the same compute as reported in the paper.

Guidelines:

* The answer [N/A] means that the paper does not include experiments.

 The paper should indicate the type of compute workers CPU or GPU, internal cluster,
or cloud provider, including relevant memory and storage.

* The paper should provide the amount of compute required for each of the individual
experimental runs as well as estimate the total compute.

* The paper should disclose whether the full research project required more compute
than the experiments reported in the paper (e.g., preliminary or failed experiments that
didn’t make it into the paper).

9. Code Of Ethics

Question: Does the research conducted in the paper conform, in every respect, with the
NeurIPS Code of Ethics https://neurips.cc/public/EthicsGuidelines]?

Answer: [Yes]

Justification: We carefully checked the NeurIPS Code of Ethics and discussed in Appendix
A: Ethical Statement that this paper does not raise any ethical issues.

Guidelines:
* The answer [N/A] means that the authors have not reviewed the NeurIPS Code of
Ethics.
o If the authors answer , they should explain the special circumstances that require a

deviation from the Code of Ethics.
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10.

11.

12.

* The authors should make sure to preserve anonymity (e.g., if there is a special consid-
eration due to laws or regulations in their jurisdiction).

Broader Impacts

Question: Does the paper discuss both potential positive societal impacts and negative
societal impacts of the work performed?

Answer: [Yes]
Justification: We discuss the potential societal impacts in Appendix A: Ethical Statement.
Guidelines:

* The answer [N/A] means that there is no societal impact of the work performed.

e If the authors answer [N/A] or , they should explain why their work has no societal
impact or why the paper does not address societal impact.

» Examples of negative societal impacts include potential malicious or unintended uses
(e.g., disinformation, generating fake profiles, surveillance), fairness considerations
(e.g., deployment of technologies that could make decisions that unfairly impact specific
groups), privacy considerations, and security considerations.

* The conference expects that many papers will be foundational research and not tied
to particular applications, let alone deployments. However, if there is a direct path to
any negative applications, the authors should point it out. For example, it is legitimate
to point out that an improvement in the quality of generative models could be used to
generate Deepfakes for disinformation. On the other hand, it is not needed to point out
that a generic algorithm for optimizing neural networks could enable people to train
models that generate Deepfakes faster.

* The authors should consider possible harms that could arise when the technology is
being used as intended and functioning correctly, harms that could arise when the
technology is being used as intended but gives incorrect results, and harms following
from (intentional or unintentional) misuse of the technology.

« If there are negative societal impacts, the authors could also discuss possible mitigation
strategies (e.g., gated release of models, providing defenses in addition to attacks,
mechanisms for monitoring misuse, mechanisms to monitor how a system learns from
feedback over time, improving the efficiency and accessibility of ML).

Safeguards

Question: Does the paper describe safeguards that have been put in place for responsible
release of data or models that have a high risk for misuse (e.g., pre-trained language models,
image generators, or scraped datasets)?

Answer: [Yes]

Justification: The paper discusses potential dual-use risks of the cybersecurity benchmark
and describes several release-related precautions in Appendix A: Ethical Statement.

Guidelines:

e The answer [N/A] means that the paper poses no such risks.

* Released models that have a high risk for misuse or dual-use should be released with
necessary safeguards to allow for controlled use of the model, for example by requiring
that users adhere to usage guidelines or restrictions to access the model or implementing
safety filters.

 Datasets that have been scraped from the Internet could pose safety risks. The authors
should describe how they avoided releasing unsafe images.

* We recognize that providing effective safeguards is challenging, and many papers do
not require this, but we encourage authors to take this into account and make a best
faith effort.

Licenses for existing assets

Question: Are the creators or original owners of assets (e.g., code, data, models), used in
the paper, properly credited and are the license and terms of use explicitly mentioned and
properly respected?

Answer: [Yes]
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13.

14.

Justification: Appendix A: Ethical Statement documents the existing assets used in this
work, credits their original sources, and states the applicable licenses and terms of use; we
listed the evaluated model details in Appendix|[G.1]

Guidelines:

* The answer [N/A] means that the paper does not use existing assets.

* The authors should cite the original paper that produced the code package or dataset.

* The authors should state which version of the asset is used and, if possible, include a
URL.

* The name of the license (e.g., CC-BY 4.0) should be included for each asset.

* For scraped data from a particular source (e.g., website), the copyright and terms of
service of that source should be provided.

 If assets are released, the license, copyright information, and terms of use in the
package should be provided. For popular datasets, paperswithcode.com/datasets
has curated licenses for some datasets. Their licensing guide can help determine the
license of a dataset.

* For existing datasets that are re-packaged, both the original license and the license of
the derived asset (if it has changed) should be provided.

* If this information is not available online, the authors are encouraged to reach out to
the asset’s creators.

New assets

Question: Are new assets introduced in the paper well documented and is the documentation
provided alongside the assets?

Answer: [Yes]

Justification: The paper introduces KaliBench as a new benchmark asset, and Appendix
A: Ethical Statement documents its construction, intended use, licensing, and release
considerations. Besides, Section 3 describes the benchmark’s construction, data structure,
verification, splits, and evaluation protocol.

Guidelines:

» The answer [N/A] means that the paper does not release new assets.

* Researchers should communicate the details of the dataset/code/model as part of their
submissions via structured templates. This includes details about training, license,
limitations, etc.

* The paper should discuss whether and how consent was obtained from people whose
asset is used.

* At submission time, remember to anonymize your assets (if applicable). You can either
create an anonymized URL or include an anonymized zip file.

Crowdsourcing and research with human subjects
Question: For crowdsourcing experiments and research with human subjects, does the paper

include the full text of instructions given to participants and screenshots, if applicable, as
well as details about compensation (if any)?

Answer: [N/A]

Justification: Appendix A: Ethical Statement states that no data were collected from human
subjects and no external annotators were involved; the paper does not include crowdsourcing
or human-subject research.

Guidelines:

* The answer [N/A] means that the paper does not involve crowdsourcing nor research
with human subjects.

* Including this information in the supplemental material is fine, but if the main contribu-
tion of the paper involves human subjects, then as much detail as possible should be
included in the main paper.

* According to the NeurIPS Code of Ethics, workers involved in data collection, curation,
or other labor should be paid at least the minimum wage in the country of the data
collector.
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15. Institutional review board (IRB) approvals or equivalent for research with human
subjects

Question: Does the paper describe potential risks incurred by study participants, whether
such risks were disclosed to the subjects, and whether Institutional Review Board (IRB)
approvals (or an equivalent approval/review based on the requirements of your country or
institution) were obtained?

Answer: [N/A]

Justification: Appendix A: Ethical Statement states that no data were collected from
human subjects and no external annotators were involved; therefore, this work does not
involve human-subject research or crowdsourcing.

Guidelines:

* The answer [N/A]| means that the paper does not involve crowdsourcing nor research
with human subjects.

* Depending on the country in which research is conducted, IRB approval (or equivalent)
may be required for any human subjects research. If you obtained IRB approval, you
should clearly state this in the paper.

* We recognize that the procedures for this may vary significantly between institutions
and locations, and we expect authors to adhere to the NeurIPS Code of Ethics and the
guidelines for their institution.

* For initial submissions, do not include any information that would break anonymity (if
applicable), such as the institution conducting the review.

16. Declaration of LLLM usage

Question: Does the paper describe the usage of LLMs if it is an important, original, or
non-standard component of the core methods in this research? Note that if the LLM is used
only for writing, editing, or formatting purposes and does not impact the core methodology,
scientific rigor, or originality of the research, declaration is not required.

Answer: [Yes]

Justification: The paper clearly describes the use of LLMs as a core component, including
their roles in data generation, verification (LLM-as-verifier), and model training (SFT and
RL with verifiable rewards), as detailed in Section 3.

Guidelines:

* The answer [N/A] means that the core method development in this research does not
involve LLMs as any important, original, or non-standard components.

* Please refer to our LLM policy in the NeurIPS handbook for what should or should not
be described.

A Ethical Statement

Existing Assets. All data used in this work are derived from publicly available Kali Linux tool
manuals and documentation. This source repository is part of the Kali Linux documentation project
and is licensed under the GNU General Public License v3.0. Model inference was performed either
offline in a controlled environment or via APIs. Open-weight models and proprietary API services are
subject to their respective model licenses and provider terms. Except for our KaliBench post-trained
variants, we did not perform additional fine-tuning on KaliBench.

New Assets. KaliBench is intended for research purposes only and is released under the CC BY-
NC 4.0 license. KaliBench is released together with documentation describing the structure of the
benchmark, dataset fields, data construction and verification pipeline, train—test splits, evaluation
protocol, licensing terms, intended use, limitations, and responsible-use guidelines. Since the dataset
is derived from publicly available Kali Linux documentation and contains no personally identifiable
information or human-subject data, no individual consent is required. We also provide release notes
and usage instructions to support reproducible and responsible use of the benchmark.
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Artifact availability. The public repository provides code and instructions for data generation, fil-
tering, verification, evaluation, and post-training, including SFT and GRPOE] Croissant metadata was
also provided with the OpenReview submission to support machine-readable dataset documentation.

Human Subjects. The KaliBench dataset contains no personally identifiable information. No data
were collected from human subjects, and no external annotators were involved in data creation or
evaluation. All human-in-the-loop verification is conducted by the authors solely for internal data
quality control; no external annotators, crowd workers, or human subjects were involved.

Social Impact. The main positive societal impact of this work lies in improving the reliability
evaluation of large language models in cybersecurity settings. This work helps reduce the risk that
security-oriented LLMs generate incorrect commands or mislead users before real-world deployment,
and can support the development of more reliable defensive tools for legitimate scenarios such as
security education, vulnerability assessment, incident response, and digital forensics. This work
does not introduce new attack techniques, vulnerability exploitation methods, or end-to-end attack
automation workflows. The data are primarily derived from publicly available Kali Linux tool
documentation. KaliBench focuses only on single-command-level translation and evaluation, and
does not provide multi-step attack chains, target-environment-adaptive attack procedures, or end-
to-end automated penetration capabilities. Therefore, we believe that KaliBench does not directly
introduce new security threats.

LLM Usage. LLMs were used for query—command generation, documentation-grounded verification,
and preliminary assessment of suspicious examples, with final manual-review decisions made by
the authors. LLMs were also used for language editing of the manuscript. All experimental design,
analysis, and conclusions were produced and verified by the authors.

B CLI Command Generation

KaliBench focuses on deterministic natural-language-to-CLI translation at scale within Kali Linux
(~2,372 tools). It defines reviewer-checkable canonicalization rules that specify:

i. Ordering: the command begins with the tool name, followed by all long flags, then all short
flags (lexicographically), then flags with values, and finally positional arguments in document

order.
ii. Flag syntax: flags and their values are space-separated (e.g., ‘--opt value’, ‘-s value’).
Equals-style bindings (e.g., ‘--opt=value’) are allowed. Boolean flags take no value.

iii. Quoting and aliasing: quoting is applied only when required (e.g., values containing whitespace
or shell meta-characters). Aliases (e.g., ‘--help’ vs. ‘-h’) are normalized, but the model must
output a single canonical form—preferably the long-flag variant.

To ensure unambiguous extraction, all CLI predictions are enclosed within a standardized
<output> </output> tag. This enables robust isolation and symbolic comparison of the core
command.

In all, these constraints enable scalable and accurate evaluation by supporting diverse arguments and
alias combinations in the data generation process, ensuring reproducibility through exact parse-tree
matching.

C Prompt Templates

In this section, we list the three prompt templates used in our study, corresponding to the query-
command generation, LLM-assisted data verification, and model evaluation.

C.1 Prompt for Generating the Query-Command Pairs

This prompt defines a controlled data generation setting for constructing a cybersecurity command
benchmark from official Kali/Linux tool documentation. The model is instructed to synthesize

3https://github.com/RISys-Lab/KaliBench
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natural-language queries that uniquely determine a single, canonical shell command, together with
structured argument annotations. Strict constraints enforce faithfulness to documented tool capa-
bilities, deterministic command formatting, and explicit parameter specification, thereby reducing
ambiguity and unsupported behaviors. The resulting dataset enables reliable evaluation of command
generation, argument parsing, and hallucination under reproducible conditions.

System Instruction

“You are generating a cybersecurity tool benchmark dataset. Your task is to convert seed
documentation of Kali/Linux tools into a structured JSON dataset...

| -

Goal

The goal is to generate a JSON array where each entry consists of: 1.An unambiguous natural
language query 2.The exact ground-truth shell command 3.The canonical tool name 4.Parsed
optional arguments (flag—value mapping) 5.0rdered positional arguments.

| /
-

Hard Constraints
1. Use only tools, flags, and behaviors explicitly documented in the seed.

2. Commands must follow deterministic canonicalization (tool — long flags — short flags
— value flags — positional arguments).

3. No invented flags, pipelines, subshells, or implicit defaults.

4. Each query must admit exactly 1 valid command, with aliases documented.

-
&

Unambiguity Enforcement

To ensure a single correct answer:

* All required parameters must be explicit; vague phrasing (e.g., “quick”, “default”) is
forbidden.

* A uniqueness self-check is required (no alternative command fits the query).

Output Format

|
&

The output must be a JSON array, where each item strictly follows:

{
"query": "string",
"ground_truth_command": "string",
"tool_name": "string",
"optional_args": { "flagl|alias":
"value or null" 7},
"positional_args": ["argl", "arg2"]
}

No additional text is permitted.

-
-

C.2 Prompt for LLM-assisted Data Verification

The following prompt is designed for dataset cleaning and validation by instructing the model to act
as a strict CLI command verifier. Given a <natural language query>, a <corresponding ground-truth
command>, and <the official usage documentation of a specified tool>, the model evaluates whether
the command is valid or hallucinated. The verification focuses on flag existence, argument correctness,
and functional alignment with the documented capabilities of the tool. The output consists of a binary
verdict accompanied by a concise justification, enabling reliable filtering of erroneous or unsupported
command annotations.
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System Instruction

“You are a meticulous CLI command verifier. Verify whether the query—ground truth pairs
(query, ground_truth_command) are accurate or hallucinated based on the provided <Tool
L Documentation>.”

-

Verification Criteria

The model must carefully check:

1. Whether every flag and argument in the ground-truth command appears in the tool
usage documentation and is used correctly.

2. Whether the command can reasonably implement the requested query using only the
capabilities described in the usage documentation.

3. If any flag does not exist or the requested behavior is unsupported, the command should
be classified as hallucinated.

-
&

Output Format

The model must reason step-by-step and produce the following structured output:

### Reasoning
<Step-by-step reasoning>

### Output JSON

{

"verdict": "ACCURATE"/"HALLUCINATED",
"reasons": "<short explanation>"

}

S~
-

C.3 Prompt for Model Evaluation

The following prompt tells the model how to analyze a query and generate corresponding CLI
commands in Unrestricted mode for evaluation. The model is instructed to act as a cybersecurity
function-calling agent with direct access to a Kali/Linux execution environment. Given a user query,
the model is required to output a single, executable shell command that precisely accomplishes the
requested task. The prompt enforces strict constraints on tool selection, argument completeness,
and option—value correctness, while explicitly prohibiting explanatory text or non-command output.
This design enables controlled evaluation of the model’s accuracy and completeness in generating
real-world security-related commands. System prompts for Restricted and Hinted modes are similar
as that of unrestricted. The only difference is that these two modes embed a subset of <“a group of
tool names"> and < “a group of tool names with their corresponding usage manuscripts'> in the Task
Definition Part.

System Instruction

“You are a cybersecurity function-calling AI model. You have access to the run_terminal.
Execute a shell command in a Kali/Linux terminal and return stdout, stderr, and exit code.”
\

Task Definition

|

“Given a <USER QUERY>, generate the single most accurate shell command using any appro-
priate Kali/Linux tool(s) to solve the query.”

-
&

Command Generation Constraints

1. Use the correct command-line tool(s) appropriate for the task.

2. Include all required optional arguments (flags beginning with - or --).

3. Correctly pair option keys and values (e.g., --port 80, -A INPUT).

4. Preserve all positional arguments (e.g., IP addresses, filenames, interfaces).
5. Do not invent flags or options that do not exist in real Kali/Linux tools.

s
-
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(a) information-gathering

3. Exploitation & Delivery ALIAS

(a) exploitation

4. Post-exploit. & Lateral Movement

(c) windows-resources

Query: “Retrieve computer data from the domain ‘corp.local'
while resolving IP addresses of computer objects via nslookup on
the domain controller.”

GT_emd: impacket-GetADComputers ~resolvelP corp.local

Query: “Enumerate all installed plugins on the
WordPress site at hitp://wordpress local"

Tool_name: wpscan
Optional_args: {"cn
ttp://wordpresslocal}
Positional_args: []

G

md: wpscan --enumerate p --url
local

(b) 802-11

Enumerate all installed plugins on the WordPress site at
hitp://wordpress.

Tool_name: wpscan
Optional_args: {"-enumerate'
“hitp://wordpress.local”}
Positional_args: []

el

GT_emd: wpscan --enumerate p --url http://wordpress.local

y: "List all wireless devices and their block status using
eikill with JSON output format.™

json | -I": null}
ist"]

GT_emd: rfkill —json list

(b) sniffing-spoofing

() rfid

Query: “Scan for high-frequency RFID tags and display their
type and UID.”

Tool_name: proxmark3
Optional_args: {"~cmd": "h search"}
nal_args: ["/dev/ityACMO"]

GT_emd: proxmark3 /dev/ityACMO —-cmd "hf search”

Query: “Run llvm-reduce on ‘cra
interestingness test named repro.sh. g *~argl
valuel” 1o the test seript, and limit reductions to 2
threads

Tool_name: Ilvm-reduce
Optional_args: {"j": "2", "~test": "repro.sh", "~

2" "--arg] valuel"}
Positional_args: ["crash.I"]

GT_em: Ilvm-reduce - 2 ~test repro.sh —test-arg "~
-arg] valuel crash.Il

'Use webspy to monitor HTTP traffic from the host
192.168.1.100 using the default network interface.”

Tool_name: webspy
Optional_args: {}

Positional_args: ["192.168.1.100"]

GT_emd: webspy 192.168.1.100

(¢) hardware

(d) bluetooth

Query: “Start scanning for nearby Bluctooth devices and display
their addresses and names.

GT_emd: bluctoothet] scan on

uery: “Scan http:/test.site using wafw00f with
maximun verbosity and do not follow HTTP
redirects.

Tool_name: w;
Optional_args:
" null}

Positional_args: ["http: /test site”]

" null, “~~verbose |

GT_cmd: wafiw00f —noredirect -verbose
htp:/fest.site

Query: "Use qemu-systerm-arm to emulate a system with 2 CPU
threads, 1024 MB RAM, and load the device tree blob
“board dib”.”

‘Tool_name: gemu-system-
" 72", "mi"; "1024", "-dtb": "board.dib"}

Optional_arg: v
Positional_args: []

GT_emd: qemu-system-arm -smp 2 -m 1024 -dtb board.dtb

(d) wireless

() sdr

Query: "Use sakis3g o initiate an interactive connection session.”

Tool_name: sakis3g
Optional_ars
Positional_args: [

interactive": null}
‘conneet”]

GT_ema: sakis3g —interactive connect

Quer ‘Use rtlsdr-scanner to scan from 100 MHz to 200 MHz
with 5 sweeps, saving results to output.rfs.csv

Tool_name: rtlsdr-scanner
end | €": "200", “--start | -s": "100", “--

Positional_args: ["outputfs.csv"],

GT_cmd: rtlsdr-scanner --end 200 —start 100 --sweeps 5
outputrfs.csv

Query: "Use sqlmap to enumerate all databases
available on the backend database of the vulnerable
web application at hitp://testsite/item.php?id=1."

Tool_name: sqlmap
Optional_args: {"-u""
“htip://testsite/item.php?id=1", "-dbs": null}
Positional_args: [|

GT_ema: sqlmap -u "http://testsite/item. php?id=1"
~-dbs

(a) post-exploitation

Query: “Create an access point on channel 6 with ESSID
"TotallyNotATrap', enable the Caffe Latte WEP attack, set the
WEP flag in beacons to 1, and use interface wlan0mon.”

GT_cmd;
p

irbase-ng —channel 6 —essid TotallyNotATrap —
ep-flags 1 wlanOmon

Query: “Display the privileges of user eve'as they would apply to
the command cat Jete/shadow’, using non-interactive mode.”

‘Tool_name: sudo
Optional_args: {
—other-user | -U"
Positional_args: "cat

~list | -1": null, "--non-interactive | -n"; null,
e

, "fetc/shadow"]

GT_emd: sudo -Jist —non-interactive -U eve cat fetc/shadow

Query: "Run ripinsertsound with the -v flag on the
stapler.wav file found in /usr/share/rtpinsertsound.”

Tool_name: rtpinsertsound
Optio verbose | -v": null}

["/usr/share/ripinsertsound/stapler.wav"]

GT_emd: ripinsertsound —verbose
just/share/ripinsertsound/stapler.way

(b) passwords

Query: "Run nerack with maximum speed template (-T5), targeting
SSH on 10.0.0.5, using usernames from users.txt and passwords from
pass.txt, and stop after first successful login.”

Tool_name: nerack
Optional_arg
Positional_args:

null, T
"sshi//10.0.0.5")

GT_emd: nerack £ -T5 -P pass.txt -U users.txt sshi//10.0.0.5

Query: "Parse the Windows SAM re
Tocal user accounts for forensic analy:

try hive to enumerate

Tool_name:
Optional_args:
Positional_args: []

", "-p": "samparse"}

GT_cmd: regripper - SAM -p samparse

(d) erypto-stego

v: "Extract encrypted hidden data from secret jpg using
with the passphrase mypassword.”

nal_a £': "secret jpg’

rgs p": "mypassword"}
Positional_args: ["extract"]

GT_em: steghide extract -5f secret jpg -p mypassword

(a) reverse-en

ering

‘Disassemble the dex file app.dex into smali files in the
‘output_smali’, forcing overwrite if it already exists.”

Tool_name: d2j-baksmali
Optional_ar, orce | -1 null, *~output | 0" "output_smali"}
Positional_args: ["app.dex”]

GT_emd: d2j-baksmali —force —output output_smali app.dex

(b) forensics

uery: "Convert malware.dex’ to Java without decoding any
resources and suppress all source decompilation, saving only the
resource-less structure.

Tool_name: jadx
al_ary

no-res | -r": null, "~no-sre | -s": null}
"malware.dex"]

GT_emd: jadx —no-res --no-src malware.dex

(c) reporting

‘Record my desktop with a delay of 5 seconds before
starting, output the video as ‘demo.ogv', and disable sound
recording”

Tool_name: recordmydesktop
elay'"

. "--no-sound": null,

GT_em
demo.ogy

: recordmydesktop ~delay § -

o-sound —output

(d) gpu

Query: "Crack SHAI password hashes from hashes.txt using GPU
device 0 and the wordlist wordlisttxt with oclgausserack.*

Tool_name: oclgausserack
Optional_ar, "
Positional_arg:

", "wordlist o]

GT_emd:

clgausserack -d 0 -t shal hashes.txt wordlisttxt

Figure 6: Overview of KaliBench samples.

Representative examples spanning all five security
phases and 23 evaluation dimensions are shown. Zoom in for finer details.

N

6. Do not include explanations, commentary, or extraneous text.

7. Missing flags, incorrect option-value pairs, or omitted positional arguments are penalized.

J

<output>
[command]

</output>
N

Output Format

D KaliBench Samples in Detail

This section provides a detailed overview of KaliBench. As illustrated in Figure [f] the benchmark is
structured around five core security phases, covering 23 fine-grained evaluation dimensions. Each
instance consists of a natural language query, its corresponding tool invocation (including optional
and positional arguments), and a ground-truth command. This design enables systematic evaluation
of a model’s ability to interpret, decompose, and execute security-oriented tasks. Overall, KaliBench
captures a diverse range of real-world security workflows.

E Terminal verification Details

We perform sample-wise terminal verification by executing each ground_truth_command in a
controlled Docker sandbox (with Kali Linux environment). For each command, we create an isolated
working directory to avoid side effects, and run it via subprocess with a fixed timeout and resource
limits. During execution, we capture stdout, stderr, exit_code, and runtime signals.
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After execution, we assign labels based on simple rules:

e PASS_EXECUTED: exit code =0
e TIMEOUT: command exceeds time limit
REJECT_HALLUCINATED_TOOL: tool not found (e.g., exit code 127 or error patterns)

REJECT_HALLUCINATED_PARAMETER: invalid or unsupported options detected
from error messages

PASS_RUNTIME_ERROR: non-zero exit code without clear hallucination signals

We use regex-based pattern matching on stderr/stdout to detect tool and parameter errors, ensur-
ing that obvious hallucinations can be filtered out even if the command executes.

A brief Pseudo-code can further show our execution process:

# Input: JSONL dataset of query-command pairs
# Output: execution logs with classification labels
for each row in dataset:

# 1. Prepare command

cmd = row["ground_truth_command"]

# 2. Create isolated sandbox
workdir = create_sandbox(cmd)

# 3. Execute command with timeout

result = run(cmd, timeout=20s, in workdir)
stdout, stderr = result.stdout, result.stderr
exit_code = result.exit_code

# 4. Classify execution outcome
if result.timed_out:
label = TIMEQUT

elif exit_code == 127 or match(tool_error_pattern, stderr, stdout):
label = REJECT_HALLUCINATED_TOOL

elif match(parameter_error_pattern, stderr, stdout):
label = REJECT_HALLUCINATED_PARAMETER

elif exit_code ==
label = PASS_EXECUTED

else:
label = PASS_RUNTIME_ERROR

# 5. Save execution log

save {
command, stdout, stderr,
exit_code, label, workdir

}

This process filters out commands with hallucinated tools or invalid parameters, while retaining
executable commands and partially valid ones that are syntactically correct but may fail at runtime
due to placeholder inputs (e.g., using non-existent targets such as curl https://example.com).

F Representative Invalid Cases Identified During Manual Review

To further substantiate the error types summarized in the main text, we provide representative invalid
cases identified during manual review.
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(a) Malformed CLI options. For the query “Launch debug_me via qemu-aarch64_be and
wait for a GDB connection on port 1234,” the correct command is “qemu-aarch64_be -g 1234
debug_me”, whereas the annotated ground truth uses the malformed option --g instead of -g.

(b) Omission of query-required arguments. For the query “Generate shell completion script
for kustomize so it can be used with bash,” the correct command is “kustomize completion
bash”, but the annotated ground truth uses only “kustomize completion” and omits the shell
argument, which is specifically asked by the query.

(c) Semantic mismatches in argument use. We observe three common subtypes. First, the anno-
tated command may use a flag with the wrong function: for the query ‘“Run Git with the working
directory set to /home/user/project,” the correct command is “git -C /home/user/project
status”, while the ground truth uses work-tree, which changes the repository work tree rather than
the working directory. Second, the annotated command may reverse operand order: for the query “con-
verting mac.txt to unix3.txt”, the correct form is dos2unix -n mac.txt unix3.txt, while
the ground truth swaps input and output. Third, the annotated command may use the wrong ar-
gument type: for the query "Execute svnsync’s ’sync’ subcommand on the local mirror located at
’/srv/svn/replica’, the correct command is "svnsync sync file:///srv/svn/replica”, while the ground
truth supplies the plain path “/srv/svn/replica” where a URL is required.

G Experiment Details

G.1 Evaluated Model Details.

We evaluated open-source models with diverse sizes and architectures from 8B to 753B parameters.
Models were either run locally using weights obtained from their official Hugging Face repositories
or accessed via APIs. Table [Z_f] summarizes the evaluated models, their parameter counts, inference
modes, and Hugging Face repositories.

We used a fixed temperature of 0.2 and a maximum context length of 16,384 tokens, reserving
8,192 tokens for the input and 8,192 tokens for the output. When the combined prompt and tool
documentation exceeded the reserved input budget, the tool documentation was truncated to fit within
the input limit. Models with fewer than 72B parameters were evaluated on our 4x A100 GPU server
using the vLLM inference engine with BF16 precision. Models with 72B or more parameters were
evaluated through the OpenRouter API.

G.2 Training Setup.

We fine-tuned RedSage-Qwen3-8B-Ins using parameter-efficient LoRA adapters on a single
NVIDIA H200 GPU. For both SFT and GRPO training, we used LoRA rank 64, LoRA alpha
128, and zero LoRA dropout, applying adapters to the attention and MLP projection layers: gq_proj,
k_proj,v_proj,o_proj, gate_proj,up_proj, and down_proj. Training used bfloat16 precision,
gradient checkpointing, and the 8-bit AdamW optimizer with learning rate 5 x 1075, weight decay
10~3, Adam betas (0.9,0.999), gradient clipping at 1.0, and a linear learning-rate schedule with
10% warmup. We trained for 2 epochs. The software stack included Transformers 4.57.6, Unsloth
2026.4.6, PEFT 0.19.1, and Python 3.12.13.

For the SFT model, we trained from the RedSage-Qwen3-8B-Ins checkpoint with a per-device
batch size of 4 and gradient accumulation of 8, giving an effective batch size of 32. The maximum
sequence length was 16,384 tokens, with packing disabled and padding-free training enabled. The
SFT objective used the standard negative log-likelihood loss. SFT training required ~32 minutes.

For the GRPO-trained model, we used the same optimizer, LoORA, precision, and batch settings as SFT.
GRPO used 8 generations per prompt, a generation batch size of 32, and group-based reward scaling.
The maximum prompt length was 5,549 tokens, and the maximum completion length was 6,739
tokens. We used the BNPO-style GRPO loss with clipping parameter e = 0.2 and KL coefficient
B = 0.001. Generation during GRPO was accelerated with colocated vLLM, using tensor parallel
size 1 and GPU memory utilization 0.3. GRPO training required ~28 hours when initialized directly
from RedSage-Qwen3-8B-1Ins, and ~17 hours when initialized from our SFT checkpoint.
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Model Name Size Inference Hugging Face Repository

Llama3.1-Instruct 8B  local vLLM meta-llama/Llama-3.1-8B-Instruct
Foundation-Sec-Instruct 8B  local vLLM fdtn-ai/Foundation-Sec-8B
Foundation-Sec-Reasoning 8B  local vLLM fdtn-ai/Foundation-Sec-8B-Reasoning
Llama-Primus-Base 8B  local vLLM trend-cybertron/Llama-Primus-Base
Llama-Primus-Merged 8B  local vLLM trendmicro-ailab/Llama-Primus-Merged
RedSage-Qwen3-8B-Ins 8B  local vLLM RISys-Lab/RedSage-Qwen3-8B-Ins
RedSage-Qwen3-8B-DPO 8B  local vLLM RISys-Lab/RedSage-Qwen3-8B-DPO
RedSage-K (SFT) 8B  local vLLM RISys-Lab/RedSage-K-SFT
RedSage-K (GRPO) 8B  local vLLM RISys-Lab/RedSage-K-GRPO
RedSage-K (SFT+GRPO) 8B  local vLLM RISys-Lab/RedSage-K-SFT-GRPO
Qwen-3-8B 8B  local vLLM Qwen/Qwen3-8B
GPT-OSS-20B 21B  local vLLM openai/gpt-0ss-20b
Mistral-3.2-24B 24B  local vLLM mistralai/Mistral-Small-3.2-24B-
Instruct-2506
Gemma-3-27B 27B  local vLLM google/gemma-3-27b-it
Qwen-3-32B 32B local vVLLM Qwen/Qwen3-32B
LLaMA-3.3-Instruct 70B  local vLLM meta-llama/Llama-3.3-70B-Instruct
Llama-Primus-Nemotron-70B-Instruct 71B  local vLLM trend-cybertron/Llama-Primus-
Nemotron-70B-Instruct
Qwen-2.5-Instruct 72B  OpenRouter API |Qwen/Qwen2.5-72B-Instruct
Qwen3-Coder-Next 80B  OpenRouter API |Qwen/Qwen3-Coder-Next
GPT-OSS-120B 120B  OpenRouter API |openai/gpt-oss-120b
DeepSeek-V3.2 685B OpenRouter API |deepseek-ai/DeepSeek-V3.2
GLM-5.2 753B OpenRouter API |zai-org/GLM-5.2

Table 4: Evaluated open-weight model configurations, parameter counts, inference platforms, and
model sources. The inference platform used for each configuration is specified in the table.

H Model Performance Difference across Execution Modes

Table [5] provides a model-wise decomposition of performance changes across execution modes,
complementing the raw-score analysis in Table[T]

A consistent pattern is that improvements in tool selection do not propagate proportionally to exact
command correctness. Although Tool A; is large across all models (23.2 pp on average), Exact
A; remains much smaller (5.9 pp on average). This indicates that even if the tool name can be
settled, the remaining errors are still dominated by argument selection, value binding, and command
formatting. Thus, restricted mode mainly reduces tool-choice ambiguity, but does not substantially
solve command construction.

The restricted-to-hinted transition shows the opposite behavior. Tool Ay is small, unstable, and often
negative: 11 out of 24 models show degraded Tool Accuracy after adding full tool manuscripts, with
Gemma-3-it-27B dropping by 10.3 pp. In contrast, argument-related metrics improve substantially,
with Optional F1 increasing by about 39.1 pp and Positional F1 by about 21.9 pp on average. This
asymmetry suggests that tool manuscripts are not primarily useful for identifying tools; instead, they
help models resolve optional-argument ambiguity, flag selection, value specification, and positional
ordering.

Exact Correct further confirms this mechanism. Exact A, averages 44.8 pp, nearly eight times larger
than Exact Ay, showing that argument correction is far more effective than tool disambiguation for
producing fully correct commands. Model-wise, the largest Exact gains are more closely associated
with large Optional A, than with large Tool A1, suggesting that optional-argument modeling is the key
factor determining whether partial command understanding becomes exact command reconstruction.

The RedSage-K variants show a distinct delta pattern: despite strong raw performance in the U and
R settings, they benefit less from mode switching than many baselines. In particular, RedSage-K
(GRPO) and RedSage-K (SFT+GRPO) exhibit smaller Optional, Positional, Total, and Exact As
than strong general-purpose models. This suggests that KaliBench post-training improves intrinsic
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https://huggingface.co/meta-llama/Llama-3.1-8B-Instruct
https://huggingface.co/fdtn-ai/Foundation-Sec-8B
https://huggingface.co/fdtn-ai/Foundation-Sec-8B-Reasoning
https://huggingface.co/trend-cybertron/Llama-Primus-Base
https://huggingface.co/trendmicro-ailab/Llama-Primus-Merged
https://huggingface.co/RISys-Lab/RedSage-Qwen3-8B-Ins
https://huggingface.co/RISys-Lab/RedSage-Qwen3-8B-DPO
https://huggingface.co/RISys-Lab/RedSage-K-SFT
https://huggingface.co/RISys-Lab/RedSage-K-GRPO
https://huggingface.co/RISys-Lab/RedSage-K-SFT-GRPO
https://huggingface.co/Qwen/Qwen3-8B
https://huggingface.co/openai/gpt-oss-20b
https://huggingface.co/mistralai/Mistral-Small-3.2-24B-Instruct-2506
https://huggingface.co/mistralai/Mistral-Small-3.2-24B-Instruct-2506
https://huggingface.co/google/gemma-3-27b-it
https://huggingface.co/Qwen/Qwen3-32B
https://huggingface.co/meta-llama/Llama-3.3-70B-Instruct
https://huggingface.co/trend-cybertron/Llama-Primus-Nemotron-70B-Instruct
https://huggingface.co/trend-cybertron/Llama-Primus-Nemotron-70B-Instruct
https://huggingface.co/Qwen/Qwen2.5-72B-Instruct
https://huggingface.co/Qwen/Qwen3-Coder-Next
https://huggingface.co/openai/gpt-oss-120b
https://huggingface.co/deepseek-ai/DeepSeek-V3.2
https://openrouter.ai/z-ai/glm-5.2

Table 5: Performance deltas across execution modes. We report differences between three execution
modes: Unrestricted (U), Restricted (R), and Hinted (H). A; denotes (R—U), Ay denotes (H—R),
and Az denotes (H—U), all measured in percentage points (pp). T indicates thinking-enabled models,
and * denotes cybersecurity-tuned models. Bold/underline mark the largest and second-largest deltas
within each size group. Model order follows Table|[T]

Model | Size Tool score A (pp) Optional F1 A (pp)  Positional F1 A (pp) Total score A (pp) Exact A (pp)
| | A A Ay Ay A, As Ay Ay A3 Ay Ay Az | A Ay A
Compact Models (< 8B)

Foundation-Sec-Ins* 8 26.00 -570 2030 3.90 3820 4210 7.00 2130 2830 1230 17.90 3020 | 440 37.10 41.50
Llama3.1-Ins 8 32.00 1.70 3370 480 45.50 5030 840 2390 3230 1510 2370 3880 | 570 44.50 50.20
Llama-Primus-Base* 8 2340 340 2680 2.60 41.60 4420 560 2210 27770 10.50 2240 3290 | 3.50 41.00 44.50
Foundation-Sec-Rsn* 8 25.80 3.10 2890 430 4640 50.70 490 2830 33.20 11.70 2590 37.60 | 5.30 48.00 53.30
Llama-Primus-Merged* 8 27.20 1.80 29.00 4.10 4330 4740 6.60 2390 30.50 12.60 23.00 35.60 | 4.70 4420 48.90
RedSage-DPO* 8 28.30 0.60 28.90 6.00 39.30 4530 9.20 22.60 3180 14.50 2090 3540 | 7.20 4270 49.90
Qwen3 8 26.70 070 27.40 4.10 44.80 4890 7.10 2490 3200 1270 2340 36.10 | 580 49.00 54.80
Qwen3f 8 25.40 0.50 2590 430 4520 4950 6.60 2690 3350 12.10 2420 3630 | 6.80 5320 60.00
RedSage-Ins* 8 |26.70 0.70 27.40 450 38.10 42.60 7.60 2190 29.50 1290 2020 33.10 | 6.40 41.10 47.50
RedSage-K (GRPO)* 8 1680 -020 16.60 200 31.10 33.10 3.10 1140 1450 720 1420 2140 | 490 33.70 38.60
RedSage-K (SFT)* 8 17.80 120 19.00 240 3530 37.70 1.50 23.60 25.10 7.30 20.00 27.30 | 3.80 42.70 46.50
RedSage-K (SFT+GRPO)* 8 17.10 250 1460 1.80 28.60 3040 400 820 1220 7.60 11.40 19.00 | 520 32.00 37.20
Mid-size Models (20-32B)
Gemma-3-it 27 2390 -1030 13.60 330 3890 4220 610 22.10 2820 11.10 17.00 28.10 | 5.10 46.50 51.60
GPT-0OSS' 20/3.6 | 22.80 0.80 23.60 340 4570 49.10 650 28.40 3490 1090 2490 3580 | 500 53.50 58.50
Mistral-Small-3.2 24 25.00 0.60 25.60 390 4330 4720 6.60 24.00 30.60 11.80 22.70 34.50 | 6.70 52.50 59.20
Qwen3 32 2280 -0.80 2200 550 4230 4780 7.10 2350 30.60 11.80 21.70 33.50 | 7.10 52.10 59.20
Qwen3f 32 2440 -1.60 22.80 440 4080 4520 610 22.60 28.70 11.70 20.60 3230 | 6.90 50.90 57.80
Large-scale Models (> 70B)
Llama-Primus-Ins* 70 23.60 -430 1930 440 41.80 4620 740 2320 30.60 11.80 20.20 32.00 | 620 4620 5240
Llama-3.3-Ins 70 2440  -2.40 2200 420 41.80 4600 620 2440 30.60 11.60 21.20 32.80 | 6.10 49.00 55.10
GPT-OSS' 120/5.1 | 22.00 040 2240 490 3930 4420 730 2400 3130 1140 21.20 32.60 | 8.00 4890 56.90
Qwen3-Coder-Next! 80/3 | 2270 -0.40 2230 3.10 39.50 42.60 6.80 2250 2930 10.80 20.50 31.30 | 4.80 4890 53.70
Qwen2.5-Ins 72 2140  -0.60 20.80 3.40 4040 4380 520 21.10 2630 10.00 20.20 30.20 | 4.80 50.40 55.20
DeepSeek-V3.2 685/37 | 2250  -1.20 21.30  5.00 31.50 36.50 6.60 18.70 2530 11.40 1630 27.70 | 7.20 4430 51.50
GLM-5.21 753 7.90 070 8.60 -340 16,50 13.10 27.50 11.80 39.30 10.70 9.60 20.30 | 10.70 22.80 33.50
Metric Average | - 2319 -058 2262 362 39.13 4275 7.13 21.89 29.01 1131 20.14 3145| 593 4480 50.73

Table 6: Effect of RLVR on RedSage-K across evaluation modes. Scores are Total Score percent-
ages. A denotes the change from the original RedSage-Ins model in percentage points.

Mode RedSage-Ins RedSage-K (GRPO) Agreo RedSage-K (SFT+GRPO)  Agprigrro
Unrestricted 56.36 67.40 +11.04 70.31 +13.95
Restricted 69.31 74.65 +5.34 77.93 +8.62
Hinted 89.53 88.77 -0.76 89.34 -0.19

command understanding, but the RedSage-K variants may be less effective at exploiting full tool
documentation, consistent with their weaker Hinted-mode gains in the main results.

Overall, the delta analysis shows that NL-to-CLI errors are not reduced uniformly across components.
The main model-wise differentiator is not the magnitude of tool-selection gains, but how efficiently
models use documentation to repair argument errors and produce exact commands.

I RLVR Failure Analysis

Our paired analysis of all 5,000 evaluation examples across the three settings identifies three recurring
RLVR failure modes: invalid optional arguments or option—value pairs, incorrect positional-argument
construction, and regressions on examples already solved by the baseline. The model often selects
the correct tool but generates incorrect argument forms, such as msfvenom -list-formats instead
of msfvenom -list formats.

Although the GRPO and SFT+GRPO variants of RedSage-K improve Total Score in U and R, they
reduce it in H by 0.76 and 0.19 percentage points, respectively, relative to the original RedSage-Ins
model. In H, the GRPO variant corrects 537 baseline exact-match failures but regresses on 562
baseline successes. The degradation is concentrated in commands requiring optional arguments or a
mixture of optional and positional arguments.

SFT initialization mitigates these regressions. Compared with GRPO alone, SFT+GRPO improves
Total Score by 2.91 points in U and 3.28 points in R, while reducing H-mode exact-match regressions
from 562 to 488.
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Figure 7: Coverage of CLI options in KaliBench (Evaluation Subset). While common flags (e.g.,
-help, -verbose) appear frequently, many functional tool-specific options also occur across the
dataset.

Across security dimensions, both RLVR variants show broad improvements in U and R. We find no
robust evidence of a dimension in which RLVR systematically fails to improve; the small variations
in H do not form a consistent dimension-specific pattern.

J Analysis of CLI Option Distribution

To assess whether KaliBench captures meaningful CLI behaviors rather than being dominated by
generic flags, we analyze option frequencies across evaluation, train, and full sets. In all, there are
3,074 different optional arguments in the evaluation set, 2,739 in the train set, and 4,378 in the full
set. Figure[7]shows the top 40 options in the evaluation subset. As expected, broadly supported meta-
flags such as --verbose|-v and --help|-h appear most frequently. However, the distribution
also covers security-relevant CLI patterns, including network and web parameters (--port|-p,
--domain|-d, --url|-u), interface/address controls (--interfacel|-i, --dst-addr|-d), and
data/output handling flags (--file|-£, --format|-f, --output|-o, --reportformat).

This distribution confirms that KaliBench does not collapse into trivial command templates. Although
generic flags are frequent due to broad tool support, many options correspond to functional behaviors
such as scanning configuration, target selection, credential or hash handling, and other core Kali Linux
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Table 7: Best- and worst-representative tools aggregated from the scoring files of all models.

title avg_total avg tool avg_optional avg_positional avg_exact count score_sum
Best Reps
d2j-std-apk 1.000 1.000 1.000 1.000 1.000 72 5.000
rfdump 1.000 1.000 1.000 1.000 1.000 72 5.000
truecrypt2john  1.000 1.000 1.000 1.000 1.000 72 5.000
jsql 0.998 1.000 0.995 1.000 0.995 216 4.989
reconspider 0.998 1.000 1.000 0.993 0.993 288 4.984
Worst Reps
steghide 0.560 1.000 0.347 0.333 0.319 72 2.560
above 0.490 0.747 0.357 0.368 0.319 288 2.281
exiflooter 0.491 0.719 0.379 0.375 0.191 288 2.155
hashrat 0.464 0.524 0.273 0.593 0.184 288 2.038
nikto 0.347 0.986 0.012 0.042 0.000 72 1.386

Notes: count denotes the number of times that a tool appears in the files. score_sum is the unweighted sum of
all averaged metrics.

workflows. These security-specific flags demonstrate that KaliBench covers diverse and operationally
meaningful command patterns, making it suitable for evaluating fine-grained CLI generation in
realistic cybersecurity settings.

K Complete List of Best-Worst Performed Tools

Table [/| reports representative high- and low-performing tools after aggregating scores across 24
open-weight model configurations and three evaluation modes. For each tool, scores are averaged
over all associated evaluation records.

High-performing tools show consistently strong performance across all sub-metrics. For example,
d2j-std-apk, rfdump, and truecrypt2john achieve perfect average scores, while jsql and
reconspider remain near-perfect with avg_exact scores of 0.995 and 0.993, respectively. Their
high avg_optional and avg_positional scores indicate that the evaluated models reliably construct
arguments for these tools.

By contrast, low-performing tools reveal substantial weaknesses in argument generation. Although
their avg_total scores range from 0.347 to 0.560, their Exact scores remain much lower. The clearest
example is nikto, which has near-perfect tool identification (avg_tool = 0.986) but zero exact
correctness (avg_exact = 0.000), alongside very low avg_optional and avg_positional scores (0.012
and 0.042). Similar gaps appear for steghide, above, and exiflooter, showing that strong
performance on an individual component is insufficient for complete command correctness.

L Details about Metrics Calculation

L.1 Command-level Scoring for Evaluating Models

For each example, we extract the predicted command from the <output> tag and parse both the
ground-truth and predicted commands into: <tool name>, <optional flags>, and <positional argu-
ments> to know which flags take values and which flags are aliases.

Tool score Tool_score is a binary indicator: it is 1 if the predicted tool name exactly matches the
ground-truth tool name, and O otherwise.

Optional-argument F1. Ground-truth optional flags are grouped into alias sets (e.g., *-h’ | ‘-=-help’).
A predicted flag is counted as correct for a group if it matches any alias in that group. Let G be
the number of ground-truth groups, Npq be the total number of predicted optional flags, and H
be the number of ground-truth groups that are “hit” by at least one predicted alias. We define
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precisionopl = H/Nyreq and recalloy = H /G, and compute

2 x precision ; X recallyp

opt

optional_f1 = —
precision,, + recalloy

If both ground truth and prediction have no optional flags, we set optional_fI to 1; if ground truth
command has no optional flags while the predicted command has, we set it to 0.

Positional-argument F1. The ground-truth and predicted positional arguments form 2 sets. We
match each predicted argument to an identical ground-truth argument at most once: every successful
match counts as a true positive 7' P; any remaining unmatched predicted arguments are false positives
F'P; and any remaining unmatched ground-truth arguments are false negatives F'N. We then define
precision, = T'P/(T'P + FP) and recallpos = TP/(T'P + FN), and compute

2 precision  recallyos

po:

itional_f1 = ’
positional_ + recallygs

precision,,

If both lists are empty, we set positional_f1 to 1; if exactly one is empty, we set it to 0.

Total score and Exact match Total score is the average of tool score, optional f1 and positional
f1. And Exact match evaluates end-to-end command correctness which is 1 for generating a correct
canonicalized command, and O for any error in parameters.

L.2 Dimensional Score Calculation

To analyze model performance across functional security domains, we leverage Kali’s metapackage
taxonomy (Section [3) to assign each tool to one or more of D = 23 capability dimensions. Each
query—command pair is therefore annotated with a multi-hot vector v(¥) {0,1}P indicating the
dimensions to which its ground-truth tool belongs.

For each evaluation instance i, we project its scalar prediction score s(*) € [0, 1] onto the correspond-
ing capability dimensions by element-wise multiplication:

s — () . @
This assigns the score s to all dimensions associated with the tool, while all other dimensions

receive zero. Summing s(¥) over all instances yields per-dimension performance scores for each
model, enabling fine-grained analysis across the 23 cybersecurity capability dimensions.

Example. Consider a tool that is associated with three capability dimensions in Kali’s taxonomy,
corresponding to dimensions 2, 4, and 6 out of the total D = 23. Its multi-hot encoding vector is
therefore ' [

v =(0,1,0,1,0,1,0,...,0) € {0,1}%,
where the nonzero entries indicate the relevant capability dimensions and all remaining positions are
zero. If the model assigns this instance a scalar prediction score s(*) = 0.8, the projected dimensional
score vector becomes

s =0.8-vl) =(0,0.8,0,0.8,0,0.8,0,...,0).
Thus, the same prediction score is assigned to each of the associated capability dimensions (2, 4, and

6), while having no effect on the others. Aggregating such vectors across all evaluation instances
yields cumulative performance scores for each capability dimension.

M Detailed Results for Proprietary Models and Agentic Scaffold

Table [§]reveals a different component-score pattern from the aggregate open-weight results: both
standalone proprietary models achieve lower Pos-F1 than Opt-F1 despite high tool-selection accuracy.
This pattern also appears in the Codex configuration, suggesting that argument construction remains
challenging across both standalone and scaffolded settings. Moreover, Exact Correct (EC) reflects
the joint correctness of the entire command construction process, requiring correct tool selection,
flag—value bindings, and positional arguments. Errors across these components accumulate, yielding
EC scores below the lowest component score for all three modes. These findings underscore the
value of fine-grained evaluation in explaining the gap between individual component performance
and complete command correctness.
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Table 8: Complete results for proprietary models and agentic scaffolds in the Unrestricted
setting. We used the following abbreviations: Tool Accuracy (TA), Optional-Argument F1 (Opt-F1),
Positional-Argument F1 (Pos-F1), Total Score (TS), and Exact Correct (EC). All metric scores are
percentages. Bold shows the best.

Answered Blocked / TA Opt-F1 Pos-Fl TS EC EC

Model / Scaffold

queries Missing Answered All SK
GPT-5.6-Sol 4,988 (99.76%) 12 (0.24%) 92.54 8742 71.51 83.83 61.83 61.68
Claude Opus 5 3,675 (73.50%) 1,325 (26.50%) 90.67  85.95 68.57 81.73 59.89  44.02
Codex (GPT-5.5, xhigh) 4,633 (92.66%) 367 (7.34%) 91.28 8239 63.46 79.04 55.77 51.68

Model Performance Degradation under Messy Queries

Drop from clean queries; closer to 0 indicates greater robustness

! Mean: 3.20

Llama3.1-Ins (8B) 4.23
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Figure 8: Model-wise Sensitivity to Messy Queries
N Model-wise Sensitivity to Messy Queries

We examine whether sensitivity to messy user queries is shared across the evaluated model configura-
tions. Under the Unrestricted setting, we compare each configuration’s Total Score on Messy Query
inputs with its own performance on the corresponding Clean Query inputs.

Fig[8]shows that every tested configuration experiences a decrease in Total Score. Most configurations
lose approximately 3 percentage points, while the two most sensitive configurations lose more than 4
percentage points. Even the smallest observed decrease is 1.98 percentage points. This consistent
trend across the tested configurations suggests that degradation to messy queries is not confined to
a single model family, and how to deal with messy user queries remain a systematic challenge for
natural-language-to-CLI translation task.

O Limitations

KaliBench is designed as a deterministic and reproducible benchmark for evaluating NL—to—CLI
function calling, and it inherits several limitations intrinsic to the CLI ecosystem and its documentation
sources. Ground-truth commands are derived from Kali Linux tool manuals available at dataset
construction time. As these manuals evolve across versions through the addition, deprecation,
renaming, or reinterpretation of flags, some canonicalized commands may become outdated as
upstream documentation changes. In practice, such effects are limited, as tools often maintain
backward compatibility, and evaluation in the hinted setting is further insulated from drift by explicitly
providing models with the tool documentation to follow.

In addition, real-world tool documentation may occasionally contain inconsistencies or errors. For
example, the regtree manual lists the -V option with conflicting semantics (-V, --no-values and
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-V, --version), and several tools in the Impacket family document atypical short-option forms (e.g.,
-aesKey) that differ from common usage conventions (e.g., --aesKey). Such cases reflect the
diversity and historical evolution of CLI interfaces rather than issues specific to KaliBench, and they
make fully deterministic canonicalization inherently approximate when documentation diverges from
observed behavior or when multiple variants coexist.

Our LLM-as-Verifier pipeline substantially filters hallucinated flags and arguments by grounding
validation in official manuals, but it remains imperfect; human verification of a random subset
indicates that residual errors are limited. Similarly, the alias-aware scoring mechanism relies on
semi-automatically extracted alias groups and cannot capture all historical, distribution-specific, or
community-adopted variants.

Taken together, these considerations position KaliBench as a controlled and well-defined abstraction
of real-world CLI tool invocation. It is designed to support systematic, fine-grained evaluation of
NL-to-CLI translation, while complementing execution-based or agentic evaluations in operational
cybersecurity environments.
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