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Abstract—Federated Learning (FL) is a privacy-oriented learn-
ing paradigm that enables collaborative model training while
keeping training data local to participating clients. However, it
does not guarantee that clients submit policy-compliant con-
tributions or that aggregators process admitted contributions
correctly. Existing verifiable FL systems tailor validation rules
to specific FL settings, learning workflows, and cryptographic
constructions, limiting their applicability across network topolo-
gies, participant roles, and aggregation semantics. In this pa-
per, we present PoCoFL, a policy-compliant federated learning
framework that separates three aspects: (i) FL type, (ii) pol-
icy semantics, and (iii) cryptographic realisation. We provide
a formalisation that captures client and aggregation require-
ments as policy-dependent relations. Clients prove compliance of
their contributions using commitments and non-interactive zero-
knowledge proofs, while aggregators prove that the recorded set
of admitted contributions was processed according to the selected
aggregation policy. We demonstrate PoCoFL through four formal
instantiations: (i) vanilla, (ii) continual, (iii) personalised, and
(iv) threshold-encrypted federated learning. We evaluate the
effects of policy enforcement on the learning objectives of vanilla,
personalised, and continual FL. We further implement proof-
of-concept realisations of all four instantiations, demonstrating
the versatility and practical feasibility of PoCoFL. Overall,
these results show that PoCoFL can capture complex policy
representations while remaining network-topology agnostic.

Index Terms—{federated learning, verifiable computation, pol-
icy compliance, zero-knowledge proofs

I. INTRODUCTION

FL is well suited to privacy-sensitive domains such as
healthcare because it enables several institutions to train a
shared model without centrally collecting their patient data.
Keeping data at its source can reduce unnecessary transfers
and support data-protection principles such as data minimisa-
tion under the General Data Protection Regulation (GDPR) [[1]].
Nevertheless, data locality alone does not make the learning
process trustworthy [2]]. A coordinating server may omit, mod-
ify, or incorrectly aggregate client contributions, while a faulty,
malicious, or compromised client may submit an unreliable
update [3], [4]. Secure aggregation can conceal individual
contributions, but does not establish that they were generated
correctly or are suitable for inclusion [5], [6]. Likewise, an
admissibility check certifies only the conditions it explicitly
encodes. We therefore express the required guarantees as poli-
cies, making the scope of verification explicit and interpreting
compliance relative to the selected conditions.

These policies depend on the federated-learning setting.
Server-assisted, personalised, continual, decentralised, and
other FL paradigms differ in participant roles, retained state,
aggregation semantics, and trust assumptions [7]]-[|12]]. For ex-

ample, server-assisted settings may require both confidentiality
of client contributions and evidence of correct aggregation,
while decentralised settings distribute these responsibilities
among peers. Personalized and continual settings may addi-
tionally require policies over client-specific models or retained
state. Hence, admissibility and aggregation correctness cannot
be defined uniformly, but must reflect the selected execution
context.

Existing work addresses individual parts of this problem
through secure aggregation, validation mechanisms, and veri-
fiable computation [2]]. However, existing constructions com-
monly bind the verified conditions, learning workflow, and
cryptographic techniques to a particular protocol. Supporting
a different topology, state model, aggregation rule, or notion
of admissibility may therefore require a new construction and
security analysis. We use policies as a common abstraction.
The FL setting fixes the execution context, policies specify
the conditions to be enforced, and compatible cryptographic
mechanisms provide evidence that these conditions hold.

We address this limitation by introducing PoCoFL, a generic
policy-compliant FL framework. The central idea is to separate
three aspects: (i) the FL type and participant roles that define
the execution context, (ii) the policy requirements governing
client and aggregation actions, and (iii) the cryptographic
mechanisms used to prove compliance. Client contributions
carry evidence that they satisfy the applicable client policy,
while aggregation results carry evidence that the applicable ag-
gregation policy was followed. This provides update admissi-
bility, aggregation correctness with respect to the recorded set
of admitted contributions, and policy-relative privacy. PoCoFL
is network-topology agnostic because policies are instantiated
according to the selected FL type, and cryptographically agile
because policy semantics are separated from the compatible
mechanisms used to enforce them. The framework does not
assume that every mechanism can be replaced independently,
but permits compatible cryptographic realisations that preserve
the required functionality, security guarantees, and policy
semantics. This separation also provides a common interface
between machine learning and applied cryptography. Machine-
learning researchers can define policies over local training, ro-
bustness, personalisation, retained state, or aggregation, while
cryptographers can develop compatible components or secure-
computation mechanisms that realise these policies under
different security and efficiency requirements.

Contribution. Our contributions are as follows.
« We identify five requirements for policy-compliant and veri-
fiable FL and introduce a generic proof-carrying framework
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Fig. 1. PoCoFL system model linking FL settings, policy predicates, and
verifiability guarantees.

that separates the FL type, policy semantics, and compatible
cryptographic realisation.

« We formalise update admissibility, aggregation correctness,
and policy-relative privacy through security games, and
prove that the framework provides these properties under
the stated cryptographic assumptions.

« We instantiate and implement PoCoFL for vanilla, person-
alised, continual, and threshold-Homomorphic Encryption
(HE) FL, thereby demonstrating its practical feasibility. We
evaluate the impact of policy enforcement on learning under
model-poisoning attacks in the first three settings. We also
benchmark the computational and communication overhead
of policy verification across all four scenarios.

Roadmap. The remainder of the paper is organised as follows.
Sec. [l| presents the system model, requirements, and threat
model. Sec. introduces the framework, its components, and
generic execution. Sec. formalises the security guarantees
and provides the associated proofs in Appendix [C} Sec. [V]
presents representative framework instantiations and Sec.
provides their evaluation. Secs. and discuss the
framework and related work, respectively. Finally, Sec.
concludes the paper.

II. SYSTEM MODEL, REQUIREMENTS, AND THREAT
MODEL

This section establishes the setting in which the framework
operates. We first describe the participating entities and FL
settings, then derive the policy-compliance requirements, and
finally define the adversarial model and the security properties
targeted by the framework.

A. System Model

In our system model, we consider the standard entities
involved in an FL setting, namely clients and aggregators.
Depending on the selected FL type, a participant may realise
one of these roles or both. A client holds a private local
dataset and uses it to train a local model without directly
disclosing the underlying data. An aggregator receives the
resulting client contributions, such as local model parameters
or updates, and combines them according to the prescribed
aggregation rule. Whenever a client or an aggregator verifies a

proof, it additionally acts as a verifier. The verifier is therefore
a logical role and does not require a separate trusted entity.
We assume that communication between participating entities
is established over authenticated and confidential channels.

Keeping the local data at the clients prevents its direct
disclosure, but does not by itself guarantee that the result-
ing contribution is policy-compliant. A malicious client may
submit a malformed or policy-violating contribution, while a
malicious aggregator may omit, duplicate, substitute, modify,
or incorrectly weight admitted contributions. Our framework
therefore associates client-side and aggregation-side actions
with policies that specify the conditions under which these
actions are considered compliant. PoCoFL aims to make
compliance with these policies verifiable while preserving the
confidentiality of protected local data and other private policy-
relevant inputs. For further adversarial details, we refer the
reader to Sec.

Supported FL types. Our system model supports different
FL types, as illustrated in Fig.|1] The selected type determines
the participating roles, communication pattern, retained state,
and aggregation semantics, while the corresponding policies
determine which properties of these actions need to be verified.
Single server-assisted types. In server-assisted types, a logical
aggregation service coordinates the training rounds, commu-
nicates the shared training state to the clients, receives their
contributions, and produces the state used in the subsequent
round. The classic FL [7], [8] the clients collaboratively train a
shared model. Each client computes a local contribution from
its private data, and the aggregator combines the admitted
contributions according to the prescribed aggregation rule.
The corresponding policies can specify the conditions under
which a client contribution is admissible and how the admitted
contributions must be aggregated. In this work, we refer to this
classic FL setting as VanillaFL. VanillaFL is applicable, e.g.,
in the healthcare domain, where multiple hospitals collabora-
tively train a common model on medical data such as X-ray
images while keeping patient data local and contributing to
the improvement of the shared global model.

Meanwhile, in PersonalizedFL [9]], collaborative learning is
extended with client-specific models or personalisation state.
This allows each client to adapt the knowledge obtained
through federation to its local data distribution, task, or
application, while still benefiting from the contributions of
other clients. Policies may additionally govern the relationship
between the local personalised state and the shared global
state. Personalisation is particularly relevant when hospitals
serve populations with varying demographic characteristics
or use distinct imaging protocols. Personalised FL enables
models to adapt to each hospital’s local data distribution while
leveraging knowledge shared across institutions [[13]].

In ContinualFL [10], [14], [15], clients learn from a se-
quence of tasks or evolving data distributions. A client may
therefore retain information across tasks or training rounds
so that subsequent training can preserve previously acquired
knowledge, limit forgetting, or enforce continuity between
successive local states. When required, this retained state can



be included as policy-relevant state and governed by the corre-
sponding verification policy. Healthcare can benefit from con-
tinual FL, where hospitals collaboratively extend diagnostic
models to recognise new diseases by sharing knowledge across
institutions. The objective is to learn successive tasks while
limiting forgetting of previously acquired knowledge [[16].
Decentralised and multi-aggregator types. PoCoFL is not
restricted to a single distinguished aggregation server. For in-
stance, participants may communicate directly with their peers,
perform local training, aggregate received contributions, and
therefore act as both clients and aggregators while maintaining
their own evolving model states. The same policy abstraction
can govern both the contributions produced by a participant
and the aggregation actions it performs.

In such a setting, the aggregation or coordination func-
tionality is shared among multiple parties. These parties may
divide the aggregation task, jointly execute the prescribed
computation, or collectively authorise the resulting model. A
concrete realisation may additionally employ cryptographic
mechanisms to prevent a single party from independently
recovering protected client contributions or controlling the
resulting aggregate. The corresponding policies can specify
conditions on participation, admissibility, aggregation, quo-
rum, and correctness.

The types above are representative rather than exhaustive. A
further FL setting can be supported by defining its participating
roles, round structure, policy-relevant state, communication
pattern, and aggregation semantics. These elements determine
the execution structure of the instantiation, while the policy
layer determines which client-side and aggregation-side prop-
erties are required for compliance. We provide the formal
framework in Sec. [[II}

Policy selection and verifiable evidence. Once the FL type
has fixed the participating roles, round structure, retained
state, communication pattern, and aggregation semantics, a
realisation selects the policies governing its client and aggre-
gation actions. Each policy associates an action with a policy
predicate that specifies the conditions under which the action
is considered policy-compliant. A predicate may combine
multiple verification conditions over the policy-relevant inputs
and state.

The participant performing the action attaches verifiable
evidence showing that the corresponding predicate is satisfied.
The designated verifier checks this evidence when processing
the protocol message and accepts the action only if the re-
quired policy conditions hold. Depending on the instantiation,
clients and aggregators may therefore act as both producers
and verifiers of such evidence. In this way, PoCoFL separates
the FL-specific execution structure from the policies that define
compliance. The formal policy representation and generic
verification procedures are defined in Sec.

B. Policy-Compliance Requirements

Based on the system model, we identify five requirements
to realise the policy-compliant and verifiable FL. Framework.
The selected FL type determines the admissible learning, role,

state, and topology semantics, whereas the applicable policies
determine which concrete client and aggregation actions are
compliant within those semantics. We state the five require-
ments below:

(R1) Type-aware policy configuration. The framework
supports different FL types and network topologies. Each
FL type defines the basic execution structure, such as the
participant roles, communication pattern, retained state, and
aggregation semantics. Policies define the conditions that
must be satisfied within this structure, for example, which
participants are allowed and which aggregation rule must be
followed. The framework also supports reusable policies that
apply across different FL types, such as verifying that a score
is computed correctly and satisfies a given threshold. Thus,
policies may be either specific to an FL type or reusable across
multiple settings.

(R2) Verifiable client-policy compliance. Every client
contribution that may influence an aggregation result or a
participant’s model state should be accompanied by verifiable
evidence that it satisfies the selected client policy and the
active protocol context. The policy may govern, for example,
participant and round identifiers, model context, committed
private data, update bounds, loss conditions, neighbourhood
membership, or continuity with retained client state. This re-
quirement is formalised by Property (P1), update admissibility,
in Sec.

(R3) Verifiable aggregation-policy compliance. Every ag-
gregation result should be accompanied by verifiable evidence
that the aggregator followed the policy applicable to the
selected FL type. The policy may govern the recorded admitted
set, eligible participants or neighbours, participation threshold,
extracted aggregation values, assigned weights, aggregation
rule, and resulting model-state transition. This requirement is
formalised by Property (P2), aggregation correctness relative
to the recorded set, in Sec.

(R4) Private policy verification. A policy may depend on
private assets, such as a client’s local data, retained state,
commitment openings, randomness, or intermediate values.
The designated verifier should be able to establish policy
compliance without learning these assets beyond the public
statement and the compliance outcome. This requirement
is formalised by Property (P3), policy-relative privacy, in
Sec. Confidentiality of individual contributions during
aggregation is separate and may be provided by an auxiliary
mechanism selected by the realisation.

(R5) Cryptographic modularity and agility. The frame-
work should separate policy logic from its cryptographic real-
isation. Cryptographic mechanisms should be defined through
clear interfaces and may be replaced by compatible alternatives
that provide the required functionality and security guarantees.
Since some mechanisms depend on each other, replacing one
component may also require replacing related components.
The framework should also support cryptographic agility,
allowing its cryptographic realisation to evolve with new
security requirements and standards, including post-quantum
alternatives where appropriate. Such changes should preserve



the security properties of the framework and the semantics of
its policies.

C. Threat Model

We consider probabilistic polynomial-time (PPT) adver-
saries acting either as malicious clients or as a malicious
aggregation server.

Malicious clients (.A;). The adversary A; controls the
private inputs, state, randomness, and outgoing messages of
one or more malicious clients. Its objective is to have a
malformed or policy-violating contribution admitted for aggre-
gation. Depending on the selected FL type and client policy,
a bad contribution may, for example, be inconsistent with the
active model or round, exceed an allowed bound, or violate
a continual-learning condition. The adversary does not obtain
the datasets or private states of honest clients.

Malicious server (Ay). The adversary A5 controls the
aggregation server and may output an arbitrary admitted-
message record, aggregation result, and aggregation proof. It
may attempt to replay or modify client messages, duplicate or
substitute recorded contributions, change aggregation weights,
or compute a result inconsistent with the prescribed aggrega-
tion policy. It receives the public client messages but does not
obtain the private witnesses of honest clients.

Unless stated otherwise, we consider .4; and A, sepa-
rately and exclude collusion between malicious clients and
the server. The public parameters are honestly generated, and
protocol messages are bound to their claimed senders by the
authenticated-channel assumption.

Out-of-Scope. Denial-of-service attacks and omission before
an update becomes part of the public admitted-message record
are outside the scope of this work. Thus, aggregation cor-
rectness is relative to the record Adm; used for the round.
It does not prove that every submitted update was placed in
that record. A public append-only log or another auditable
submission mechanism can provide that additional guarantee.

1) Security Properties.: Under the adversarial model above,
the framework targets three guarantees.

(P1) Update admissibility. A client contribution is admitted
only if its sender and public context match the active client,
model, round, policy, and parameters. Its aggregation value
is well formed and its statement belongs to the language L4
induced by the applicable client policy.

(P2) Aggregation correctness relative to the recorded
set. An aggregation result is accepted only if the recorded list
Adm; contains pairwise-distinct admissible client messages
and the output is obtained by extracting every recorded contri-
bution exactly once, applying the prescribed aggregation rule
and weights, and applying the prescribed model-update rule.
This prevents omission, duplication, substitution, modification,
or reweighting within the recorded set.

(P3) Policy-relative privacy. For any two private client in-
puts that satisfy the same policy and induce the same declared
public information and compliance outcome, the resulting
verification transcripts are computationally indistinguishable
to any PPT verifier. Hence verification reveals no information

about the private policy witness beyond the public protocol
inputs and the compliance outcome.

III. FRAMEWORK DESCRIPTION

We now present PoCoFL.

To develop an intuitive understanding of our framework, it
is essential to first examine the rationale behind its design.
Our framework follows three high-level design principles.
First, it is fopology versatile, meaning that it can support
different FL types and network topologies, while the policies
are configured for the selected setting. This reflects Require-
ment (R1). Second, it is cryptographically agile, meaning
that the cryptographic mechanisms used for verification can
evolve with security requirements, provided that compatible
mechanisms preserve the meaning of the policies and the
required security guarantees. This reflects Requirement (RS).
Third, it provides policy compliance, meaning that client
contributions and aggregation results can be checked against
their applicable policies. This reflects Requirements (R2) and
(R3), while protecting private policy inputs as required by Re-
quirement (R4). These principles determine the six framework
components defined next.

A. Framework Components

PoCoFL consists of six components covering the FL setting,
governed objects and policies, and cryptographic mechanisms.
Formally, a framework instance is represented by the tuple

F = (Type, Asset, CS, II, Aux, D) . (D

We define the six components below:

1) FL Type (Type): The federated-learning type charac-
terises the learning setting and determines the high-level
structure of the training protocol. Different FL types may differ
in their participants, local computation, maintained state, and
aggregation behaviour.

Definition 1 (Federated learning type). The component Type
identifies the FL setting. It is selected from a family such as

Trr, = {VanillaFL, PersonalizedFL, ContinualFL, .. .}.

The selected type fixes the participating roles, the round
structure, the local state maintained by a client, and the ag-
gregation semantics. It does not fix a particular cryptographic
construction.

2) Assets (Asset): A protocol operates on a collection of
learning and cryptographic objects that are created, exchanged,
or verified during execution. We refer to these objects collec-
tively as the assets of the framework.

Definition 2 (Assets). The set Asset contains the objects on
which the framework operates:

Asset = {Obj" ObjcP},

Here, ObjFL contains FL objects, such as a global model, a
local model, a local update, a round identifier, and any state
required by Type. The set Obj“™P*° contains cryptographic
objects, such as public parameters, commitments, proofs, keys,

signatures, hashes, or ciphertexts.



3) Commitment Schemes (CS) : A commitment scheme
allows a party to commit to a value while keeping the value
hidden, while preventing the committed value from being
changed later [[17], [[18]]. We use commitments to bind private
objects to the values subsequently certified by the protocol.

Definition 3 (Commitment scheme). The commitment scheme
is CS = (Setupcg, Commit). It provides the following algo-
rithms:

PPcs Setupcs(l’\) and (c,r) < Commit(ppcg, m).

The value c binds a client to the message m, while r is
the opening information. The scheme is required to satisfy
correctness, hiding, and binding for the security parameter \.

When a policy requires commitments to an ordered collec-
tion M = (mW ... . m{), we write

(C, R) < Commit(ppcs, M)

as shorthand for applying the same commitment algorithm
independently to each entry, where

C=(W,....dY and R= (W .. r).

The Commit interface in our framework intentionally re-
turns both the commitment and its opening information to
support policy-dependent use across different realisations. The
opening information can remain in a private proof witness or
be explicitly provided to an aggregator with the committed
value when the selected policy requires opening.

4) Non-Interactive Zero-Knowledge (NIZK) proof system
(II): A non-interactive zero-knowledge proof allows a prover
to convince a verifier that a statement is true without reveal-
ing the corresponding private witness and without requiring
interaction beyond the proof itself [19].

Definition 4 (Non-interactive zero-knowledge proof system).
The proof system is a NIZK system

IT = (Setupyy, Prove, Verify)

for the policy-dependent relation family Re = {R¢}¢ca. For
each ¢ € ®, its algorithms are

ppy; < Setupp(1%), 7 I1.Prover,, (ppy, =, w) and

b« ILVerifyr  (pPr, 2, 7).

The public statement x contains the public assets associated
with a protocol action, while the witness w contains the
corresponding private assets and commitment openings. For
every ¢ € ®, the NIZK proves membership in the policy-
dependent relation Rg. In particular,

(x,w) € Ry <<= Predy(z,w)=1.

The proof system is required to provide completeness,

soundness, and zero knowledge.

5) Auxiliary Objects (Aux): Some realisations require ad-
ditional cryptographic primitives beyond the commitment
scheme and NIZK proof system. We collect such optional
realisation-specific functionality under the auxiliary compo-
nent.

Definition S (Auxiliary objects). The component Aux contains
optional cryptographic primitives used by a realisation of the
Sframework. Typical examples are

Aux = (Sig,H,HE, . ..).

Here, Sig, H, and HE denote optional signature, hash, and
homomorphic encryption mechanisms. A realisation may use
any subset of these components as required by its selected
policies. Each selected auxiliary primitive must specify the
correctness and security properties required by the realisation.
Any additional security guarantee provided through such a
primitive is conditional on its corresponding primitive-specific
assumptions, which must be stated by the concrete instantia-
tion.

6) Policy Set (®): Policies specify the conditions that pro-
tocol actions are required to satisfy. They provide a declarative
way to express when a client contribution or an aggregation
result is considered compliant.

Definition 6 (Policy). Let Asset denote the space of federated-
learning and cryptographic assets, including the public pa-
rameters used by the protocol, and let Aux denote the space of
optional realisation-specific auxiliary objects. A policy family
is a set ® = {¢1,...,6n}. Each policy ¢ € ® specifies a
deterministic polynomial-time predicate

Pred¢ : X¢ X W¢ — {0, 1},

where X C Asset™ x Aux”™ is the space of public statements,
and Wy C Asset™ x Aux™ is the space of private witnesses.

For x € Xy and w € Wy, the value Predy(x, w) = 1 means
that the assets and auxiliary objects represented by (x,w)
satisfy policy ¢. A policy may govern either a client action
or an aggregation action. Its predicate includes any required
consistency among the public and private assets represented
by the statement and witness.

B. Framework Realisation

The components defined above specify the building blocks
of a framework instance. A concrete realisation combines
compatible choices for these components into an executable
policy-compliant FL. protocol and specifies how participants
construct, certify, and verify policy-compliant actions. We first
translate each policy predicate into the relation recognised by
the proof system. We then describe the generic setup and the
client- and aggregator-side procedures that use these relations
during protocol execution.

1) Policy Relation Transformation: The proof system certi-
fies membership in a relation. We therefore associate each pol-
icy predicate with a relation and its corresponding language.



Definition 7 (Policy relation). For a policy ¢ € ®, the policy
predicate Predy induces the relation

Ry = {(z,w) € Xy x W, | Predg(z,w) =1}.
The language associated with Ry is
Ly ={x € Xy | Jw € Wy such that (x,w) € Ry} .

Therefore, proving compliance with policy ¢ amounts to
proving the statement x € Ly, or equivalently,

Jw € Wy : Predy(z,w) = 1.

The same transformation is used for client and aggregation
policies. In the generic algorithms below, ¢ € ® denotes the
client policy and 1) € ® denotes the aggregation policy. Both
belong to the same policy family P.

C. Framework Generic Algorithms

The policy relations defined above are used by the frame-
work through three generic procedures: (i) a one-time setup
procedure, (ii) a client-side procedure executed in each training
round, and (iii) an aggregator-side procedure.

The named procedures appearing in the algorithms, such as
LocalTrain, Aggregate, Update, and the auxiliary operations,
are abstract interfaces. Their concrete behaviour is determined
by the selected Type, policy family, and realisation. Thus, the
algorithms specify how learning and cryptographic compo-
nents are composed without fixing a particular FL algorithm or
cryptographic implementation. The symbol L denotes failure,
or the absence of an optional output when indicated by the
context.

1) Generic framework Setup.: Algorithm [l initialises the
framework before training begins. Let P = {CW};c; U
{A(j)}je J denote the set of participating clients and aggre-
gators. The setup derives the public parameters required by
the selected realisation and initialises any participant-specific
state required by its cryptographic mechanisms.

The realisation specification spec contains choices that are
not fixed directly by the framework tuple, such as model di-
mensions, identifiers, thresholds, and realisation-specific pro-
cedure parameters. The procedure ParamGen derives the
corresponding common parameters params. The commitment
scheme and NIZK proof system are then initialised indepen-
dently to obtain ppcg and ppr.

A realisation may additionally use optional mechanisms
from Aux. We write Aux = (Auxy,...,Aux;), where Aux
denotes the k-th optional mechanism used by the realisation.
For each such mechanism, Setup,,,, produces its public
parameters ppa,,, and, when required, private state Stk
for each participant P € P. A component that requires
no participant-specific state returns L for that state, while
a component requiring no setup may return a fixed public
description.

The framework combines these outputs into the public
parameter set ppr and the participant-specific setup state

Algorithm 1 Generic Setup for PoCoFL

Input: Security param 17, F = (Type, Asset, CS, I1, Aux, ®), par-
ticipant sets {C};c; and {AY)};¢;, realisation specification
spec

Output: pp and {st}s™"*}pep

P+ {C(i)}iEI @] {A(j)}je‘]

: Establish the required secure channels among P

params < ParamGen(1*, Type, Asset, ®, spec)

: PDcs + Setupcg(17)

: pppy < Setupp(1*)

for k=1,...,¢ do

PPauxy s {stﬁ“x’“ }Pep) < Setupa,,, (1*, P, params)
if Setupp,,, fails then
return |

10: end if

11: end for

12: PPauy (ppAqu e

13: for all P € P do

14: st (stAN L st

15: end for

16: ppx + (params, PPcs, PPy, PPAux)

17: Publish pp» and securely provide st3s""" to each P € P

18: Erase temporary setup randomness and unprescribed trapdoors

19: return (ppr, {st3""P}pep)

[N AN I

by

’ ppAuxe )

st’"P. Public parameters are made available to all partici-
pants, whereas private setup state is delivered only to the par-
ticipant for which it was generated. We assume authenticated
and confidential channels for this setup distribution and their
concrete establishment is deployment-specific and lies outside
the generic framework.

After setup, params denotes the public portion of ppr
required by a particular round operation. Temporary setup
randomness and any trapdoor information not explicitly as-
signed to a participant are erased. In the round algorithms
below, a participant is understood to have access to its assigned
setup state sts""” whenever required by a selected auxiliary
mechanism and this state is suppressed from the algorithm
inputs for readability.

2) Client Side execution.: Algorithm 2]describes how client
C constructs a proof-carrying message for round ¢. The
client first executes the local learning procedure prescribed
by Type to obtain its local contribution

u; ¢ < LocalTrain(Type, 6, D; +, params).

The object Obji 5 collects the learning state relevant to the
client policy, including the current model, local data, resulting
contribution, client identity, and round identifier.

For a client policy ¢, let M;; = (mﬁ% . 7mf;;?’)) denote
the ordered collection of objects that the policy requires the
client to commit to. Both the number of entries J4 and their
meaning are determined by ¢. The commitment procedure
produces the public commitments C}; ; and the corresponding
private opening information R; ;.

The policy may also require auxiliary mechanisms. We
write Auxg for the subset of auxiliary mechanisms used by ¢.
Applying these mechanisms to Objz % produces public outputs



Algorithm 2 Client C() in round ¢

Algorithm 3 Aggregator A(¥) in round ¢

Input: §, ¢ € ®, 0, and D, +
Output: Client message ;¢ or L

I g < LocaITraln(Type 0+, D; +, params)

2: Construct Obj,b,t from (Ht, Dty Ui, i,t)

3: Construct M; ; from Obj as prescribed by ¢
4: (Cit,Rit) < Commlt(ppcs7 M; )

50 (209, 20)) Apply(Auxg, Objf', params)
6: Tiy <+ (iyt, 0,0, Cig, 20, 4 ,params)

70 wit < (Obji’“ Mz,t, Rzyt, Z,EHV)

8: if R¢($i,t,wiyt) = 0 then

9: return L

10: end if

—
—_

o it < IL.Prover,, (PP, Zi,t, Wi,t)
creturn iy = (4,¢, Tie, i)

—_
[\

ZP* and private outputs Z”" and either collection may be

empty when no such output is required.
The client then forms the public statement

zig = (i,t,0,01,Ci, Z7y ® params)

and the private witness w; ; = (ObJZ Mg, Riyg, ZP”V) This
separation ensures that the verifier receives only the public
context, commitments, and permitted auxiliary outputs, while
the underlying learning objects, commitment openings, and
private auxiliary state remain in the witness.

Before producing a proof, the client checks that
(i, wir) € Ry. If the relation is not satisfied, the client
aborts and returns L. Otherwise, it generates a NIZK proof
;¢ for Ry and sends p; 4 = (¢,t, z; 4, ™). The witness w; 4
is never transmitted.

3) Aggregator side execution.: Algorithm [3| describes the
execution of aggregator A() in round t. It uses the client
policy ¢ to determine which submitted client messages may be
admitted and the aggregation policy ¥ to determine whether
the resulting aggregation action is compliant. The aggregator
maintains three synchronised records. The set /2™ contains
the identifiers of admitted clients, Adm; is the ordered record
of their accepted proof-carrying messages, and V; contains the
corresponding values used for numerical aggregation.

For each received message p;; = (i,t, 2,4, miy), the
aggregator first rejects duplicate client identifiers. It then
checks that the public statement is bound to the expected
client, round, policy, current model, and public parameters
through Ctx. The accompanying NIZK proof is verified under
II. Only after these checks succeed does the aggregator call
ExtractAggr,pe »(Zi,¢) to obtain the contribution v;; pre-
scribed by the selected FL type and client policy. If no valid
aggregation value can be obtained, the message is discarded.
Otherwise, the client identifier, message, and extracted value
are added consistently to I;;’dm, Admy, and V.

Once all candidate messages have been processed, the
participation predicate Parttype s checks whether the admitted
set satisfies the participation requirements of the selected FL
type and aggregation policy. If this condition fails, the round
aborts. The aggregator then computes the round aggregate.

Input: §, ¢,9 € @, Oy, and {pi¢ }ier,
Output: Aggregation message v; or L
4™ 0, Adm; < (), and V; < ()
for all ;= (4,¢, xs¢,mi¢) do
if i € 29 v Ctx(z4,) # (i,t, ¢, 0¢, params) then
skip to next client message
end if
if H.Verifde)(ppH,xi,t,wm) = 0 then
skip to next client message
end if
it < ExtractAggr, . ,(2it)
if v;+ = L then
skip to next client message

end 1f
Iad m

AN U ol ey

—_— = =
el

9™ U {3} and Vi[i] < vis
Append ,uzyt to Adm;
: end for
- if Partrype o (1397
return |
: end if
: Ay < ApplyAgg(Auxy, Aggregater, . ,,, Vi, params)
: Oes1 < Updater,, (6, Ay, params)
2 (2P, ZP™) « Apply(Auxy, 0, Adme, Vi, Ay, 0,41, params)
: 3B — (4, t, 0,0, 00, Admy, 041, ZP" params)
: wigg — (Vi, Ay, ZP™)
:if Ry (%8, wi®) = 0 then
return |
: end if
w88+ 1L Prover,, (ppyp, 2358, wite)
: return vy = (0, t, 3%, mie8)

—_

,params) = 0 then

O I I N R N R R R N
OO}]O\}{I-PMNMO\DOO}]

The procedure Aggregateqy,. ,, specifies the aggregation rule
prescribed by the FL type and policy, while ApplyAgg allows
the realisation to carry out that rule using any auxiliary
mechanism required by . When no auxiliary mechanism is
required, it reduces to the prescribed aggregation computation
itself. The resulting aggregate A, is applied to the current
model by Updateqy,, to obtain ;1.

The aggregation policy may require additional auxiliary
evidence or state. The subsequent call to Apply therefore
produces public outputs ZP*® and private outputs ZP™ used
in the aggregation statement and witness. The aggregator
forms 2% = ((,t, 0,4, 0, Adm;, 0,41, Z; “b params) and

Wit = (Vi, Ay, Z8).

The relation R, binds the aggregation result to the admitted
record and to the computation prescribed by the aggregation
policy. If (2788, w;®8) ¢ R, the aggregator aborts. Otherwise,
it generates 7~ and returns the proof-carrying aggregation
message v; = ({,t, 2758, 7;88). A verifier of v, first verifies
the client proofs contained in Adm; and then verifies the ag-
gregation proof 7;%€. Hence, the aggregation proof certifies the
aggregation action relative to the publicly recorded admitted
messages and it does not need to recursively verify the client
proofs within the aggregation circuit.

gg

IV. SECURITY ANALYSIS

We establish update admissibility, aggregation correctness,
and policy-relative privacy for one protocol round. The defini-



tions extend to polynomially many clients and rounds by the
standard union-bound and hybrid arguments. Sender identities
are authenticated as specified in the threat model, and a
corrupted participant receives its prescribed setup state.

a) Cryptographic assumptions.: Our generic guarantees
rely on standard properties of the commitment scheme and
NIZK proof system. Soundness of II is used to establish
update admissibility and aggregation correctness, while zero
knowledge of II together with hiding of CS establishes policy-
relative privacy. Completeness and correctness ensure accep-
tance of honestly generated messages. These are the assump-
tions used by the generic security reductions below. When a
concrete realisation provides an additional guarantee through
an auxiliary cryptographic primitive, that guarantee is addi-
tionally subject to the primitive-specific assumptions stated
by that realisation. Formal definitions of the cryptographic
notions are given in Appendix [C-A] Shared notation used by
the framework security games is given in Appendix
Update admissibility. A malicious client succeeds if it pro-
duces a message that passes the framework’s client-verification
procedure while being semantically invalid under the active
client policy. The formal experiment is given in Appendix|[C-C|

Theorem 1 (Update admissibility). For every PPT adversary
Ay, there exists a PPT adversary Bagm such that

AdvET (A) < Adviig, (V).

Consequently, the framework provides update admissibility
whenever 11 is sound.

The formal experiment, advantage definition, and proof are
given in Appendix
Aggregation correctness. A malicious aggregator succeeds
if it produces an aggregation message that passes framework
verification but is not semantically valid with respect to the
active aggregation policy and recorded admitted set. The
formal experiment is given in Appendix

Theorem 2 (Aggregation correctness). Let at most q(\) client
messages appear in Rec,. For every PPT adversary As, there
exist PPT adversaries By, ..., By and Bagg such that

a(N)
AdVIEE () < 37 AdviS (V) + Advitd ().
j=1

Hence the aggregation-correctness advantage is negligible
when q is polynomial and 11 is sound.

The formal experiment, advantage definition, and proof are
given in Appendix
Policy-relative privacy. The privacy experiment compares two
valid private client inputs that induce the same permitted
public context and asks whether a verifier can distinguish
which input generated the proof-carrying message. The formal
experiment is given in Appendix

Theorem 3 (Policy-relative privacy). For every PPT verifier
Ay, there exist PPT adversaries B,k o, Bhig, and By such
that

Adv%’jlb (\) < Advit g, (A) + Advie 5. (V)
+ Advﬁ‘,sz’l (\).

Consequently, the framework provides policy-relative privacy
when 11 is zero knowledge and CS is hiding.

The formal experiment, advantage definition, and proof are
given in Appendix

V. INSTANTIATION

We use these instantiations to show how the abstract inter-
faces of Sec. [l are specialised for different FL settings. Vanil-
laFL is presented here, while ContinualFL, PersonalizedFL
and a Threshold-HE realisation are given in Appendix
For each realisation, we specify the type-specific learning
and state semantics, the client policy, the value extracted for
aggregation, the aggregation policy, and any required auxiliary
mechanism. Generic proof and message construction follow
Algorithms 2] and [3]

a) Vanilla Federated Learning.: We instantiate Type =
VanillaFL with clients {C(V},c; and one aggregator A [7].
In round ¢, the aggregator distributes the current global model
0. Each client C(9 holds a local dataset D; of size n; = | D;|
and computes u;; < LocalTrain(VanillaFL, 6;, D;, params),
and 97;$t = Gt + Ujt-

Client policy. The client policy ¢iss € P requires the
submitted update to be bound to the client’s private dataset and
the resulting local model to satisfy a public loss threshold. The
committed collection is M;; = (D;,u;¢) and (Ciy, Rit) <
Commit(ppcs, M; +). The update u;; and dataset size n; are
public, whereas D; and R;, remain private. No auxiliary
mechanism is required.

The client predicate is

Predg, . (zi¢,wir) =1 <= C;; binds (D;,u, )

A Loss(60; + i, D;) < 7.

Thus, the relation binds the submitted update to the committed
dataset and checks the loss condition on the resulting local
model. Execution of LocalTrain itself is outside this policy.

Following Algorithm [2 the client proves the corresponding
relation and returns the proof-carrying message

Tt <— l_I.PFOVGfR(MOSS (ppH, Tit, wi7t), Hit = (’L7 t, Tit, ﬂ-i,t)~

Aggregation  policy. For every admitted client,
the type-and-policy extraction interface returns
vig = ExtractAggyaninafi g (Tit) = (4ig,ns), and
Vili] = (uit,n;). The aggregation policy tredavgy € @

applies weighted FedAvg [[8] to these extracted values. Let
Ny = paem M- The prescribed aggregate and next global
model are A; = Zieltadm %Ui,n and 041 = 6; + Ay



Accordingly, Predy,,.. (z%8, wi®) = 1 requires V; to

contain exactly the values extracted from Adm;, A; to equal
the prescribed FedAvg aggregate, and 6;;;1 to be obtained
from 6, and A,. Following Algorithm 3] the aggregator proves
Rprein,, and returns ;%8 IL.Prover, . (pppy, 7358, wiee)

and v, = (1, ¢, 2258, 72%8).

VI. EVALUATION

We evaluate four proof-of-concept realisations of the frame-
work described in Sec. [V] and Appendix [B] Our objective is
to demonstrate end-to-end policy verification and quantify its
computational and communication overhead, rather than to
optimise model accuracy or network performance.

A. Proof-of-Concept Implementation

Implementation. We implement the VanillaFL, Continu-
alFL, and PersonalizedFL realisations using Flower [20] for
FL execution and EZKL [21] for policy-proof generation
and verification. The orchestration and experimental logic are
implemented in Python, while EZKL uses its Rust backend
to construct circuits and generate proofs. The Threshold-HE
realisation instead uses its native group, range, and threshold-
decryption proof mechanisms. Further implementation details
are given in Appendix [B-C| The Threshold-HE research pro-
totype uses trusted-dealer key generation, and key-generation
and setup costs are excluded from the reported round-level
measurements.

Testbed and dataset. We evaluate the impact of policy
enforcement on model accuracy on a local laptop with an Intel
Core Ultra 7 165H processor and 32 GB RAM. Cryptographic
microbenchmarks run separately on an AWS EC2 instance
with an Intel Xeon Platinum 8488C processor, 32 vCPUs, and
approximately 248 GiB RAM. Clients execute sequentially,
generating one proof at a time with EZKL using 32 CPU
threads. We evaluate our implementation on MNIST [22] with
28 x 28 grayscale images across 100 clients. For policy-aware
testing, each client receives 600 distinct training images and
uses a batch size of 6 fresh images per round, without cross-
client overlap or reuse. VanillaFL uses an IID partition, while
PersonalizedFL uses two label-sorted shards per client, with
test data matching each client’s training-label distribution and
remaining disjoint from training data. ContinualFL uses IID
partitions with four sequential Permuted-MNIST tasks of 25
rounds each, where the first retains the original pixel order
and subsequent tasks use fixed permutations with unchanged
labels; earlier tasks are reevaluated to measure forgetting.
For EZKL benchmarks, the circuit input uses 4 images for
VanillaFL and ContinualFL, and 2 images for PersonalizedFL.

Experimental settings. We have two experimental settings:

(i) Policy-Aware Setting. In this setting, we execute 100
clients over 100 FL rounds to present the changes in accuracy
with policy compliance and without policy enforcement. These
experiments do not include cryptographic proof generation and
verification,, and they are evaluated separately through the
microbenchmarks. To demonstrate this, we allow 20% of the

clients to behave maliciously in two separate rounds and in-
troduce a fixed-target model-poisoning attack. Each malicious
client replaces its trained end model with an input-independent
classifier that always predicts digit 0, while retaining the
update structure required by the associated FL type, e.g., the
recurrence state in PersonalizedFL or the Fisher-information
state in ContinualFL. We fix the attack rounds across both
the policy-enforced and non-policy-enforced settings to ensure
a fair comparison. In the policy-enforced setting, the server
aggregates only updates that are policy-compliant, whereas
without policy enforcement, the server aggregates every re-
ceived update. Furthermore, the policy threshold is selected
by repetitive experiments. However, identifying an optimal
threshold for every FL type is outside the scope of this pa-
per. Instead, PoCoFL demonstrates the necessity of enforcing
policy compliance and its effect on preventing non-compliant
updates from influencing the global learning process.

(ii) Microbenchmarking. We benchmark our Proof-of-
Concept (PoC) with 5 clients and 5 rounds due to resource
limitations and we report the mean and sample standard
deviation for each measurement. Consequently, the client-
proof results are based on 25 proof-generation measurements
(five clients in each of 5 rounds), whereas the aggregation-
proof and cohort-admission results are each based on 5 round-
level measurements (one measurement per round). Throughout
the evaluation, we use the term evidence to denote proofs and
supporting cryptographic data. Proof generation includes wit-
ness construction and proving, but excludes circuit setup, local
training, and prover-side proof verification. Cohort admission
measures verification of all five client submissions in a round.
Threshold-HE uses five clients over five measured rounds,
yielding 25 client measurements. Three helpers participate in
3-of-3 threshold decryption, and aggregation and independent
saved-round validation each provide five measurements. All
roles execute sequentially on one machine, and all mea-
surements exclude transport and network costs. The reported
timings therefore represent computational overhead rather than
parallel, end-to-end round latency.

B. Protocol Overhead Analysis

Accuracy evaluation. Fig. [2| presents a comparison of
VanillaFL, ContinualFL, and PersonalizedFL under conditions
with policy enforcement (blue) and without enforcement (or-
ange), using five paired seeds. The shading indicates standard
deviation. In all paired comparisons, we list policy-enforced
results first. For VanillaFL (Fig. a)), accuracy at round 100
is 49.4% with enforcement and 33.1% without, representing
a gain of 16.3 percentage points. Under the evaluated attack,
PoCoFL enhances stability, whereas the absence of enforce-
ment leads to repeated declines and slower recovery. For
PersonalizedFL (Figs. b—d)), enforcement stabilizes client-
averaged personalized accuracy at approximately 90.5%, com-
pared to 83.7% without enforcement (Fig. b)). In contrast,
shared-reference accuracy is 36.9% with enforcement and
55.7% without (Fig. c)). The personalisation gain, defined
as personalised minus reference accuracy (Fig. [2(b) minus
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Fig. 2. Effect of policy enforcement under model-poisoning attacks in vanilla (a), personalised (b-d), and continual (e-h) FL. Shading denotes standard
deviation across five paired seeds. In (h), upper/lower triangles show policy enforcement on/off, respectively.

Fig. Pfc)), is 53.6 percentage points with enforcement and
28.0 without (Fig. |de)). These results indicate that, with-
out enforcement, improvements in global-reference accuracy
are accompanied by declines in personalised accuracy and
personalisation gain. In contrast, enforcement yields higher
personalised accuracy and a larger gain, demonstrating better
preservation of client-specific learning under attack and align-
ing with the intended personalization behavior. ContinualFL
(Figs. 2(e-h)) operates in a domain-incremental setting, where
clients train on each of four sequential tasks for 25 rounds
before transitioning to the next. Current-task accuracy after
Tasks 1 through 4 (Fig. e)) is 34.4% with enforcement
vs 28.9% without, 33.6% vs 23.5%, 29.3% vs 28.7%, and
21.4% versus 28.5%, respectively. Enforcement maintains
higher or comparable accuracy for Tasks 1 to 3 but yields
lower accuracy for Task 4, reflecting a trade-off between reten-
tion and adaptation. The mean seen-task accuracy (Fig. |2Kf))
after Tasks 1 to 4 is approximately (34.4,33.9,31.9,28.1)%
with enforcement and (28.9, 20.0, 24.3,27.7)% without. Thus,
enforcement enhances stability in earlier stages, although the
difference declines by Task 4. Forgetting (Fig. 2fg)) after
Tasks 2 to 4 is approximately (0, 1,2.5) percentage points with
enforcement, compared to (12,5,3.5) without enforcement.
Although forgetting increases with enforcement as tasks accu-
mulate, it remains lower at every evaluated task end, indicating
better preservation of prior knowledge under attack, rather
than consistently higher current-task accuracy. Figure [2J(h)
illustrates this retention pattern: the upper and lower triangles
represent results with and without enforcement, respectively.
With enforcement, Task 1 accuracy declines modestly from
34.4% after Task 1 to 32.9% after Task 4. In contrast, without
enforcement, Task 1 accuracy drops from 28.9% to 16.5%,
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Fig. 3. EZKL timing over five rounds at K = 5: (a) mean client-proof
generation, (b) aggregation-proof generation, (c) five-client cohort admission,
and (d) mean proof-verification time. Shading in (a) and error bars in (d)
show =+ one sample standard deviation.

13.7%, and then partially recovers to 18.8% after Tasks 1
to 4. Enforced Task 2 accuracy similarly decreases from
33.6% after Task 2 to 32.0% after Task 3 and 30.0% after
Task 4. The results for later tasks are subtle. For instance,
after Task 4, Task 3 accuracy is lower with enforcement
(28.0%) compared to without (33.3%). Overall, enforcement
primarily enhances retention and stability for earlier tasks
rather than improving accuracy for every task. The observed
degradation in later tasks may reflect the continual-learning
strategy’s inherent balance between stability and adaptation.
It is important to state that the scope of this work emphasizes
policy compliance rather than improving the local-learning and
aggregation strategies of each individual FL paradigm.




EZKL realisations. Fig. |3| reports the timing results for
the three EZKL-based realisations over five federated-learning
rounds. Fig. [3(a) shows the mean client-proof generation time
in each round for K = 5 clients, where each point averages the
five client proofs generated sequentially in that round. Across
all observations, the mean proof-generation time is 80.349 £+
0.333 s for VanillaFL, 541.652+73.508 s for ContinualFL, and
640.166+17.073 s for PersonalizedFL. The round-level means
remain relatively stable across the five rounds. Fig. [3[(b) reports
one aggregation-proof generation measurement per round. The
corresponding means are 121.175 &+ 0.506 s for VanillaFL,
568.800 £ 2.764 s for ContinualFL, and 523.948 & 0.765 s
for PersonalizedFL. Thus, the specialised ContinualFL and
PersonalizedFL. aggregation relations require approximately
4.69x and 4.32x the proving time of the VanillaFL relation,
respectively. Fig. [B[(c) shows the total server-admission time
for verifying all five client submissions in each round. Mean
cohort-admission time is 8.900 £ 0.043 s for VanillaFL,
28.332 £+ 0.218 s for ContinualFL, and 28.412 + 0.152 s for
PersonalizedFL. Finally, Fig. [3d) reports the mean proof-
verification time. Client-side proof verification takes 0.907 &
0.009 s for VanillaFL, 3.911 &£ 0.051 s for ContinualFL,
and 3.917 £ 0.039 s for PersonalizedFL. Aggregation-proof
verification takes 1.357 & 0.016 s, 2.810 £ 0.048 s, and
2.837 £ 0.037 s, respectively. These per-proof measurements
are distinct from the complete cohort admission shown in
Fig. Bc). Error bars in Fig. 3(d) show one sample stan-
dard deviation across 25 client proofs or five aggregation
proofs. Table [I| complements these timing results with the
circuit and communication costs. Client evidence occupies
41.59 KiB for VanillaFL, 2,188.70 KiB for ContinualFL, and
2,189.16 KiB for PersonalizedFL, while aggregation evidence
occupies 1,103.54 KiB, 2,176.80 KiB, and 2,174.72 KiB,
respectively. The table shows that the ContinualFL. and Person-
alizedFL policy relations require larger circuits and application
payloads (detailed discussion in App. [A).

Threshold-HE realisation. The Threshold-HE implemen-
tation results are also reported in Table[[} This implementation
uses native group, range, and threshold-decryption proofs
instead of an EZKL circuit. For 3-of-3 decryption, client
encryption and evidence generation require 2.491+0.019 s and
yield 199.98 KiB of decoded evidence within a 622.54 KiB
submission. The aggregator operation, which includes leader
aggregation and three helper authorisation/share-generation
calls, requires 31.274 £ 0.155 s, while independent saved-
round validation requires 7.274 + 0.080 s. Aggregator-side
evidence consists of the three helper-shares and occupies
772.31 KiB. The reported leader-helper exchange involves
9,940.97 KiB sent and 772.31 KiB received. Circuit rows
and the EZKL capacity parameter k£ are not applicable to
this native realisation, and its different proof mechanism and
measurement scope prevent direct comparison with the EZKL
results.

VII. DISCUSSION

PoCoFL separates FL type, policy semantics, and crypto-
graphic realisation, which allows learning requirements and
enforcement mechanisms to evolve within a unified frame-
work. The four instantiations demonstrate modularity across
various learning paradigms and participant topologies, includ-
ing multi-aggregator Threshold HE. The process of verifying
selected training and aggregation properties balances verifica-
tion coverage and proving cost, with the latter determined by
policy encoding rather than solely by the number of checks.
This separation gives machine learning researchers a common
interface to specify verifiable properties and cryptographers a
common interface to develop compatible enforcement mech-
anisms. Finally, the guarantees remain policy-relative and
adhere to the threat model described in Sec. including
aggregation correctness with respect to the recorded admit-
ted set. Ensuring confidentiality of individual contributions
requires appropriate auxiliary mechanisms when necessitated
by the chosen realisation. The ability to replace compati-
ble components establishes a foundation for crypto-agility,
including potential post-quantum realisations, although this
aspect is not evaluated experimentally. Appendix |A| provides
further discussion of policy costs, optimisation opportunities,
modularity, and adversarial scope.

VIII. RELATED WORK

In this work, we consider policy-compliant verifiability
in FL, where clients provide evidence that their contribu-
tions satisfy the applicable client policies and aggregators
provide evidence that the admitted contributions were pro-
cessed according to the prescribed aggregation policies. Re-
cent work systematises verifiability in privacy-preserving FL
by distinguishing claims about submission, admission, local
computation, aggregation, and finalisation [2]. We summarise
the systems most closely related to our work in Table
(see Appendices), with reference to Requirements (R1)—(RS)
introduced in Sec. Requirements (R2)—(R4) capture ver-
ifiable client-policy compliance, verifiable aggregation-policy
compliance, and private policy verification, whereas Require-
ments (R1) and (RS) capture type-aware policy configuration
and cryptographic modularity.

Several works combine secure aggregation with privacy-
preserving validation of client contributions. EIFFeL evaluates
programmable validity predicates using secret sharing, secret-
shared proofs, and verifiable secret sharing, and aggregates
only inputs that satisfy the selected predicate [6]. RoFL uses
homomorphic commitments and zero-knowledge arguments
to enforce norm bounds on protected updates [23[], while
ACORN combines secure aggregation, vector commitments,
and Bulletproofs to verify Lo, Lo, and L., constraints [24].
Similarly, BPFL and NoV encode magnitude, distance, and
direction conditions into privacy-preserving verification pro-
cedures [25]], [26]. These systems provide verifiable update
admissibility for concrete validity or robustness conditions.
However, they do not establish that the declared local training



TABLE I
AWS MICROBENCHMARKS WITH 28 x 28 INPUTS, FIVE CLIENTS AND FIVE MEASURED ROUNDS, WITH BOTH POLICIES ENABLED. TIMES ARE MEAN =+
SAMPLE STANDARD DEVIATION; SIZES ARE MEANS. 1/] DENOTE SENT/RECEIVED PAYLOADS.

S . Gen./op. Server-side Evidence Payload
Type Participant Policy k Rows N ©) validation (s) (KiB) (KiB)
Vanilla FL Client Predg, 20 455,104 25 80.349 £ 0.333 - 4159 1 104.80/client
1 523.99/cohort
Aggregator PrEderdAvg 21 1,619,920 5 121.175 % 0.506 8.900 + 0.043 1103.54 1 309.94/cohort
Continual FL Client Predgevc 22 3,320,727 25  541.652 & 73.508 - 2188.70 1 2,283.06/client
1 11,415.32/cohort
Aggregator Pred,jz,,:ed/_\Vg 22 3,229,170 5 568.800 + 2.764  28.332 £ 0.218 2176.80 1 310.47/cohort
Personalized FL Client Pred¢,pFedMe 22 3,102,752 25  640.166 £ 17.073 - 2189.16 I Tfi?fz;c/hegt [
,417.94/cohor
Aggregator Predy redme 22 3,230,605 5 523.948 + 0.765  28.412 £ 0.152 2174.72 1 311.51/cohort
Threshold HE FL.  Client Prede e o - - 25 2.491 £ 0.019 - 199.98 1 622.54/submission
) o 1 9,940.97/requests
Aggregators Predq/,'_lE_FedAvg - - 5 31.274 + 0.155 7.274 + 0.080 772.31 1 772.31/shares

procedure produced the submitted contribution, and their pred-
icates and aggregation procedures are designed for a particular
FL workflow.

A second line of work verifies the computation used to
produce a local model. PZKP-FL represents local training
and aggregation as zk-SNARK circuits and uses a smart
contract for proof verification [27]. Federify combines zk-
SNARKS, threshold ElGamal encryption, and blockchain con-
tracts to verify a specific Gaussian Naive Bayes training and
aggregation procedure [28]]. VeriDP proves the gradient, clip-
ping, averaging, and noise-generation steps of DP-SGD [29],
whereas VerifiableFL/ExclaveFL uses integrity-protected exe-
cution and remote attestation to construct an attested dataflow
over training and aggregation tasks [30]. These approaches
provide stronger evidence about procedure execution, but their
verification is bound to a particular learning algorithm, circuit,
or trusted-execution substrate.

Other works mainly address deviations by the aggregation
service. VerifyNet allows clients to check the algebraic con-
sistency of a returned aggregate using homomorphic hashing,
masking, and secret sharing [31]. However, under Require-
ment (R3), this does not prove the complete aggregation
procedure over an explicitly identified admitted set. zkFL
instead uses commitments, signatures, and Halo2 proofs to
certify aggregation over committed client contributions [3].
Takagi and Hasegawa combine secure aggregation, trusted
execution, and client auditing to verify the actions of a stateful
private-FL server [32]]. These systems protect against different
forms of aggregator deviation, but each considers a prescribed
aggregation workflow. Overall, existing proposals provide dif-
ferent combinations of update validation, local-computation
verification, aggregation verification, and privacy. EIFFeL is
particularly close to our work regarding programmable client-
side predicates, while PZKP-FL, Federify, and VerifiableFL
provide evidence for both local and aggregation computations.
Our distinction is therefore not that prior work lacks config-
urable checks or verifiable computation. Rather, to the best

of our knowledge, none of the systems considered provides
a common abstraction in which both client and aggregation
requirements are represented as policy-dependent relations, the
selected FL type, topology, and state semantics form part of the
policy context (Requirement (R1)), and the policy semantics
are separated from the compatible cryptographic mechanisms
used to enforce them (Requirement (RS)). Our instantiations
apply this abstraction across vanilla, personalised, continual,
and threshold-encrypted FL (multiple aggregator topology-
setting). The resulting guarantees remain policy-relative, since
the framework proves the execution of LocalTrain only
when that computation is explicitly encoded by the selected
policy, and aggregation correctness is established relative to
the recorded admitted set. In tandem, our solution provides
crypto-agility, i.e., by preserving the same policy while inter-
changing the underlying cryptographic scheme provided that
schemes compose together.

IX. CONCLUSION

In this paper, we introduced PoCoFL, a framework that
allows the definition of policies based on which policy-
compliant FL settings can be instantiated. To this end, we pro-
vided a thorough formalisation of PoCoFL by specifying the
necessary components and abstractions to support modularity
and crypto-agility. In addition, we demonstrated the versatility
of the framework through several FL instantiations, namely
Vanilla FL, Continual FL, Personalised FL, and Threshold HE-
based FL. In tandem, we provided a thorough security analysis
showing that PoCoFL achieves three main security properties:
(1) update admissibility, (ii) aggregation correctness relative
to the recorded set, and (iii) policy-relative privacy. Finally, to
demonstrate that PoCoFL is not only a theoretical construction,
we implemented proof-of-concept realisations of all presented
instantiations, benchmarked their performance, and reported
the resulting computational and verification overheads.
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We provide an anonymised prototype and scripts for repro-
ducing the experiments at |https://anonymous.4open.science/
r/Verifiable-FL-Framework-E6BB/. The artefact contains the
implementations used in the evaluation together with scripts
for reproducing the reported timing, proof-size, payload, and
circuit measurements.

LLM USAGE CONSIDERATIONS

The authors used Al-based tools to revise text, improve
flow, check grammar, remove awkward phrasings and check
notation consistency. We also used Al-based tools to generate
some icons for Fig. [T} During artefact development, Al-based
tools were used for implementation support, including script-
ing, debugging, resolving syntax and integration issues, and
assisting with the processing and visualization of experimental
data. In particular, such assistance was used when integrating
the Flower and EZKL frameworks. All technical decisions,
implementations, experimental configurations, analyses, and
conclusions were reviewed and validated by the authors. The
authors remain fully responsible for the accuracy, originality,
and integrity of the final work, including its text, citations,
definitions, proofs, implementation, and experimental results.
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APPENDIX A
ADDITIONAL DISCUSSION

This appendix expands on Section elaborating on the
practical considerations, limitations, and future directions of
PoCoFL.

Policy Evaluation. Table [I| shows that Vanilla FL. produces
the smallest EZKL circuits. Continual and Personalised FL
require larger circuits because their policies include additional
EWC/Fisher and other checks, as defined in Sec. E and Ap-
pendix Their aggregation circuits are also larger because
they verify both the client update and the shared global model.
Personalised FL additionally verifies the sampled client set and
the server-side mixing parameters. As a result, its additional
policy inputs lead to aggregation circuits with approximately
2x more rows than Vanilla FL.

The number of circuit rows therefore depends on how a pol-
icy is implemented and does not directly represent the number
of policy checks. This also leaves room for optimisation. For
example, repeated inputs may be removed, commitments may
be reused, or less data may be included in the circuit. These
optimisations can reduce the circuit size and the proving time,
especially when they allow the use of a smaller k.

The policy-based design further reduces the amount of
computation that needs to be verified. Instead of proving the
correctness of the complete local training process, PoCoFL
verifies only the training and aggregation properties defined
by the policy. This reduces unnecessary proving cost while
still checking the properties required for admission. Common
policies can also be reused across different FL settings, while
additional checks can be added when required by a specific
setting. Hence, PoCoFL allows a trade-off between how much

of the computation is verified and the cost of generating the
corresponding proofs.

Modularity. We showcase the modularity of our framework
through the different instantiations. In particular, the Threshold
HE FL instantiation demonstrates how Def. [5| can be leveraged
to incorporate additional cryptographic primitives required
by a specific FL setting. Together, the instantiations show
that PoCoFL can accommodate different FL. functionalities
and cryptographic components without changing the core
framework.

The instantiations further demonstrate the topological ver-
satility of PoCoFL. While the Vanilla, Continual, and Person-
alised FL instantiations follow the classical client-server topol-
ogy, Threshold HE FL requires multiple aggregators to realise
the threshold functionality. This shows that the framework is
not restricted to a single aggregator or to the conventional
client—server setting. Instead, the roles defined by PoCoFL
can be distributed across multiple nodes depending on the
requirements of the instantiated protocol. Consequently, the
framework can also accommodate more decentralised settings
in which nodes may assume client, aggregation, or combined
roles. This further strengthens the modular nature of PoCoFL,
as both the cryptographic components and the underlying
network topology can be adapted to the target FL setting.

Bridge between ML and Applied Cryptography. PoCoFL
provides a common abstraction between Machine Learning
(ML) and applied cryptography. From the ML perspective,
researchers can develop and optimise training algorithms, per-
sonalisation mechanisms, continual-learning techniques, and
aggregation rules to improve local and global model per-
formance. These properties can then be expressed through
the policy layer of PoCoFL to specify which aspects of the
resulting computation should be verifiable.

From the applied-cryptography perspective, researchers can
independently optimise the underlying primitives used to en-
force these policies, including commitment schemes, proof
systems, and secure-aggregation mechanisms. Improvements
to either side can therefore be incorporated without redesign-
ing the complete framework. In this way, PoCoFL provides
an interface between the two communities, as ML determines
the properties and computations that should be enforced, while
applied cryptography provides the mechanisms for securely
and verifiably enforcing them. We view this separation as a
first step towards enabling both communities to jointly develop
more efficient and expressive verifiable FL systems.

Crypto-Agility. We do not experimentally evaluate the
crypto-agility of PoCoFL. However, our formal definition
and specification of PoCoFL are independent of a particular
commitment scheme or NIZK construction. Hence, different
schemes can be deployed, provided that their scheme-specific
requirements are handled within the corresponding instantia-
tion. This abstraction is particularly relevant during the ongo-
ing transition from classical to post-quantum cryptography, as
it allows cryptographic components to be replaced or upgraded
without redesigning the overall framework, thereby supporting
quantum-readiness.
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TABLE 11
COMPARISON OF VERIFIABLE FEDERATED-LEARNING SYSTEMS WITH RESPECT TO THE POLICY-COMPLIANCE REQUIREMENTS (R1)—(R5) DEFINED IN
SEC.[[I=Bl A FILLED CIRCLE INDICATES EXPLICIT SUPPORT UNDER THE DEFINITIONS BELOW.

Techniques

Policy-compliance guarantees

Privacy guarantee Framework modularity

(R2) Verifiable

(R3) Verifiable (R4) Private policy (R1) Type-aware (R5) Cryptographic

client-‘l?olicy aggregati'(?n-policy verification policy ation ity and agility
VerifyNet [31] SecAgg, SS, homomorphic hashing O o* [ O O
EIFFeL [6] SS, VSS, ZKPs () @) ) @) @)
RoFL 23 SecAgg, commitments, ZKPs [ ) O o @) O
ACORN |[24] SecAgg, commitments, ZKPs o O o @) O
RiseFL [33] SecAgg, commitments, VSS, ZKPs [ ] O [ O @)
zkFL |3] ZKPs, commitments, signatures, optional blockchain O [ ] [ ) O O
PZKP-FL [27 zk-SNARKS, HE, SecAgg, blockchain [ ) [ ] [ ) O O
VPFL |34] ZKPs, commitments, Merkle tree [ ) [ o O O
Federify 28] zk-SNARKS, threshold HE, blockchain [ ] [ ] () O O
BPFL |25] zk-SNARKs, HE-based masking (] O [ O O
NoV [26] NIZKs, VSS, SecAgg o [ o @) O
VerifiableFL/ExclaveFL [30] TEE/exclaves, RA O [ ®° O O
Sentinel [35] TEE, RA, instrumentation [ ) O () O O
Takagi-Hasegawa [32 DP, TEE, SecAgg, client auditing O [ ] o O O
VeriDP [29] DP, ZKPs, commitments, IVC (] O (] O O
Our framework Commitments, NIZKs, optional Aux components ) [ ) [ o

Legend. @ indicates that the cited work explicitly satisfies the corresponding requirement, whereas O indicates that the requirement is not explicitly supported

under the definitions used here.

* VerifyNet checks algebraic consistency of the returned aggregate but does not bind it to an explicitly identified admitted set and prescribed aggregation
rule under the strict definition of Requirement (R3). ¢ VerifiableFL allows an auditor to verify attested data transformations without receiving the underlying
plaintext data and exclaves provide execution integrity rather than confidentiality, and secure aggregation remains complementary.

Adaptability to Adversarial Settings. PoCoFL supports
a range of adversarial settings through configurable client
and aggregation policies alongside compatible cryptographic
mechanisms. For scenarios involving malicious clients, poli-
cies specific to the chosen FL type enforce admission condi-
tions designed to mitigate poisoned or manipulated updates.
For malicious aggregators, policies mandate that each recorded
and admitted contribution is processed exactly once accord-
ing to the prescribed aggregation rule and weights. When
aggregators must keep individual contributions confidential,
auxiliary mechanisms can ensure privacy, as shown by the
threshold-HE instantiation (Appendix [B-C). Consequently, the
framework accommodates diverse integrity and confidentiality
requirements without changing its core interfaces. The selected
policies and relevant adversarial assumptions determine the
guarantees, as outlined in Sec. Table [T} in the appendices
compares these capabilities with those of existing approaches.

APPENDIX B
ADDITIONAL FRAMEWORK INSTANTIATIONS

Section |V| presents VanillaFL to illustrate stateless and
retained-state client policies. We give three additional reali-
sations here. ContinualFL targets forgetting, PersonalizedFL
specialises the policy relations to personalised local training,
while Threshold-HE illustrates the use of an auxiliary crypto-
graphic mechanism for protected aggregation.

A. Continual Federated Learning

We instantiate continual federated learning as Type =
ContinualFL with clients {C("};c; and one aggregator A(Y),
using Elastic Weight Consolidation (EWC) as the continual-
learning rule [[10], [14], [15]. This realisation uses the type-
specific retained client state supported by ContinualFL.

For client C(¥), let
Sit—1 = (ezr',ezflaFi,tfl)

denote its previously accepted continual state, where 0%, is
the client’s most recent accepted local model and F; ;_ 1 is the
diagonal Fisher information vector computed at that model.

If a client participates intermittently, the index ¢ — 1 refers
to its previous accepted continual state and need not corre-
spond to the immediately preceding global round. Initially,
si,0 = (6o,0). The commitment to s;;_7 is retained from
the client’s previous admitted message. For the initial state,
this commitment is created before the first training round. In
round ¢, the aggregator distributes the current global model 6;.
Client C() holds the current private task dataset D; ; of size
n; ¢ = |D; | and computes

u;, < LocalTrain(ContinualFL, 6, D; ;, params),
0it =0 +u;s.

For this realisation, LocalTrain uses the retained state s; ;1
and optimises the EWC objective

d
A
LEWC(9) = Loss(6, Dy 1) + 3 S Fiea (0 -0, )"
j=1

For the resulting local model, define the EWC regularisation
term

A d 2
f
Eir=35 > Fiioi(0ies =051 ,)
j=1



The client then computes the diagonal empirical Fisher
information for the current task at the same local model. The
estimator is fixed in params. For each model parameter j,

2
Fii ;= ni Z

.
"t (2,y)€Di

0
——logpe(y | x)
00, 0=0; ,

We denote this computation by
F,; . = DiagFisher(6; ¢, D; ;, params).

The client forms its next continual state as s; ¢ = (6;.¢, Fi.¢)-
Thus, the local model and Fisher vector retained for the client’s
next accepted participation are paired at the same model state.

Client policy. The policy ¢pewc € P links the current update
to the previously committed continual state, enforces the EWC
condition, and binds the state retained for the client’s next
participation. The committed collection is

My = (Di,wi, sit), (Cit, Riy) < Commit(ppcs, M)

Let ¢j,_; and r},_; denote the retained commitment to
s;t—1 and its corresponding private opening. The values u; ;,
1, ¢, and cf,F1 are public. The values D; 1, S; 1—1, Sit, rf’tfl,
and R;; remain private. No auxiliary mechanism is required
for this policy.

The client predicate is

Pred¢EWC(mi,t,wi,t) =1<= cf7t_1 binds (0:;_1,Fi,t_l)
A Cj¢ binds (D ¢, Ui ¢, Sit)
Ani s = |Dj 4l
ANOit=0r +uiy
A f 2
ANEBie =3 2:1 Fii—1,5 (00,05 = 0515
i=
A B < Tewc
A F; ¢+ = DiagFisher(6; ¢, D; +, params)
Asit = (0it, Fit).

The relation therefore certifies that the submitted local
model satisfies the EWC bound with respect to the client’s
previously committed continual state and that the Fisher vector
retained for the next participation is computed at the resulting
local model. As in the VanillaFL realisation, the policy does
not certify the internal execution of LocalTrain.

Following Algorithm [2] the client instantiates the generic
client procedure with R4, and computes

mi¢ < IL.Proveg, (PP, Tit, Wi )
The client sends
) — AW Wi = (4,0, 254, mit).

Aggregation policy. Following Algorithm AWM verifies the
received client messages and records the accepted messages
in Adm;. For each admitted client, the extracted aggregation
value is

Vi = (Wit Mit), Vi[i] = (Wi, nss).

The next-state commitment is not part of the numerical ag-
gregation value. It remains in the admitted client message and

is retained as the client’s reference-state commitment for its
next participation.

ContinualFL reuses the aggregation policy tredavg € @
from the VanillaFL realisation. Let

Nt = Z ni7t.
i€ I;dm
The prescribed aggregate and next global model are

A, = Z Tt

iedm

U ¢, Orr1 =0, + Ay

Accordingly, Predy,,,, . (2788 wi®) = 1 holds when V;

contains exactly the values extracted from Adm;, A; is com-
puted according to the prescribed FedAvg rule, and 6., is
obtained from 6; and A;.

Following Algorithm [3] the aggregator instantiates the
generic aggregation procedure with Ry .., and computes

gg agg) .

agg 2
T <—H.Provem,FedAvg(Ppn,xt , Wy

Finally, the aggregator returns
AL 5 (COYicr vy = (1,8, 2358, 7288,
B. Personalised Federated Learning

We instantiate Type = PersonalizedFL with clients
{C@},cr and one aggregator A1) using pFedMe [9]. This
realisation specialises the client and aggregation policies to
the pFedMe learning rule. The generic commitment, proof,
admission, and message construction follow Algorithms [
and

In round ¢, the aggregator distributes the current global
reference model 6;. Client C() holds a private dataset D; and
constructs a sequence of local reference models

Wi t,05 - - > Wit Ry wi g0 = 0.

For each local round r, the client computes a private
personalised model 87$" with respect to the proximal objective

~ Am
hi,e,r(v) = Losscire (v, Di) + = [v — T

where Lossg is the circuit-compatible empirical loss fixed by
params. The policy requires the resulting personalised point
to satisfy the approximate first-order condition

va%i,t,r (apers )

2
i,t,7 ‘2 S Tprox-

The local reference model is then updated according to the
pFedMe rule

pers
Witr41 e Wirtyr — NAM (wz‘,t,r - ai,w) )

where ~. __ denotes coordinate-wise equality up to the fixed-
point tolerance prescribed by params. After R local rounds,

the public client contribution is
Ui = Wi, g — Ot

The personalised models remain private and are not numeri-
cally aggregated.



Client policy. The policy ¢predme € P binds the private
personalised and reference-model trajectory to the submitted
update. It requires each personalised point to satisfy the
prescribed proximal-stationarity condition and each reference-
model transition to follow the pFedMe recurrence.

The committed collection contains the client dataset, the
private personalised and reference-model trajectory, and the
submitted update. The dataset and local trajectory remain
private, whereas u;; is public. The client predicate is

PredﬁpredMe (xi,tvwi,t) =1<=

Cj,¢ binds (Di7 {wi e, Mg, {Gfetrsr}f:}l, ui,t)

/\wit0=9t

S [ [ <

R—1
A /\ Wit r4+1 Yegee Wi,t,r — NAM (wi,t r
r=0
ANujs = wit R — Ot

pers
91 t r)

The client relation therefore certifies that the submitted
update is consistent with private personalised points satisfy-
ing the prescribed proximal-stationarity bound and with the
corresponding pFedMe reference-model updates. It does not
require a particular local optimiser or an exact minimiser.

Aggregation policy. For an admitted client, the type-and-
policy extraction interface returns

Vit = EXtraCtAggPersonalizedFL,czﬁppedMe ($i,t) = Ujt,

and Vi[i] = u, ;. Let S; denote the cohort prescribed for round

t. The aggregation policy ¥preame € ® requires the admitted

set to equal S; and applies the pFedMe server mixing rule
Ay = D iy, Oppr =0+ Ay

€St

IStI

Equivalently,

Oy =(1— 0t+|5‘zw1t}3

i€ES

These operations use the deterministic fixed-point arithmetic
prescribed by params.
Accordingly, the aggregation predicate is

d
PredpredMe(x:gg’ :gg) =1~ Ita " =5

/\Vt[i]:uit Vi € Sy
NAy = ZW
’LGS

NOip1 =0+ Ay

For evaluation, we instantiate one local reference-model
round, a full local batch, and full-cohort participation. These
are choices of the evaluated realisation rather than require-
ments of PersonalizedFL. The policy certifies the round-local
pFedMe relation, but not personalised model accuracy or
cross-round continuity of a retained personalised model.

C. Threshold Homomorphic Federated Learning

We instantiate Type = Threshold — HE, motivated by
threshold-encrypted FL constructions such as Zhu et al. [12],
with clients {C("};c; and a set of aggregators {A(©)},c ;. This
type uses threshold-encrypted aggregation, with the required
cryptographic functionality provided through the auxiliary
component HE € Aux. We instantiate HE with an additively
homomorphic threshold-encryption scheme. Its setup, exe-
cuted by Algorithm |1} produces a public encryption key pkyg
and the private decryption shares required by the aggregators.

For Threshold-HE, we instantiate HE with 3-of-3 threshold
ElGamal [36] using elastic—-elgamal 0.3.1 [37] over
Ristretto255 [38]]. Client validity uses ElGamal-Pedersen con-
sistency proofs and Bulletproofs [39] range and norm proofs,
while each decryption share carries a Chaum-Pedersen [40]]
equality proof. The research prototype uses trusted-dealer key
generation rather than distributed key generation (DKG) [41].
In round ¢, client C®*) computes

u; ¢ < LocalTrain(Threshold-HE, 6, D; +, params)

and encodes the update as an integer vector
¢i,+ = Encode(u; ¢, params).

The public parameters fix a coordinate bound () and a squared-
norm bound B7.

Client policy. The client policy ¢pe. 2 € P requires the en-
crypted aggregation value to correspond to the same encoded
update bound by the commitment and to satisfy the prescribed
coordinate and squared-norm bounds. The committed collec-
tion is

M;y = (qiz), (Ci, Riy) <= Commit(ppcs, gi,¢)-

The selected auxiliary HE mechanism encrypts the same
encoded update:

Eiw= Enc(pkye, Qi,t§77i,t)7

where E;; is public auxiliary output and the encryption
randomness 7); ; remains private.
The client predicate is

Predg, ., (i, wis) =1 <= Cj; binds ¢; ¢
A Eir = Enc(pkyg, Gt 7i,t)
Algig;| < Q for every j
Alail3 < B2

The relation therefore binds the encrypted aggregation value
to the committed encoded update and certifies the prescribed
bounds without revealing g; ;. Following Algorithm E], the
client instantiates the generic client procedure with Ry,
and computes

i < ILProver, (PP @it Wit).
The client sends, to the executing aggregator A(Y),

C(Z) — A(@) : ,U/i,t = (ivtaxi,ta ﬂ-i,t)'



Aggregation policy. For every admitted client, the type-and-
policy extraction interface returns

Vit = EXtractAgE Threshold-HEdne. o (Tint) = (Bits 1),

and Vi[i]| = (E;,n;), where n; is the public aggregation
weight fixed in params. Let

Nt: Z n;.

iezdm

The aggregation policy %He.Fedavg € ® applies the pre-
scribed weighted aggregation to the encrypted client val-
ues. The homomorphic aggregation procedure prescribed by
Threshold-HE computes the encrypted weighted numerator

B2 — Eval (e, (1, Eo) i )

The required aggregators produce threshold-decryption
shares, and their combination yields

St = E niqi -

ier3em

Using the public encoding rule, the plaintext aggregate and
next global model are

At = DeCOdeAVg(St, Nt, params), 9t+1 = et + At.

The aggregation policy YHe.Fedavg € P requires that V;
contain exactly the ciphertexts and weights extracted from
Admy, that E3“™ is the prescribed homomorphic evaluation,
that the threshold-decryption shares are valid, and that de-
coding the resulting plaintext aggregate yields the published
0:+1. The public decryption objects and their verification
material are supplied through the selected auxiliary component
as prescribed by Algorithm

Following Algorithm [3] the executing aggregator instanti-
ates the generic aggregation procedure with Ry o4, and
computes

agg agg agg
7rt ).

+— H.ProveRwHErFedAvg (ppr, 128, wy
The aggregator returns
AO — (COYier vy = (£,t, 2758 n288).

APPENDIX C
SECURITY DEFINITIONS AND PROOFS

This appendix provides the formal definitions, security
games, and proofs supporting the results stated in Sec.
We first state the cryptographic notions used by the reductions,
then introduce the common notation used in the framework-
level games, and finally give the experiments and proofs
for update admissibility, aggregation correctness, and policy-
relative privacy.

A. Cryptographic Notions

We recall the cryptographic notions used in the generic se-
curity proofs. They are defined independently of any particular
FL policy or instantiation. Auxiliary primitives are realisation-
specific and are considered separately. Any additional guaran-
tee obtained from such a primitive relies on the corresponding
security assumptions stated by that instantiation.

(i) Soundness. Let R be a relation supported by II, and let
Lr denote its corresponding language. For a PPT adversary
B, define

pprr < Setupp(17);
(z,m) < B(ppn) :
x ¢ Lr N ILVerifyg (ppg,x,m) =1

Advii%(\) = Pr

(ii) Zero knowledge. Let R be a relation supported by II, and
let (SimSetup, SimProve) denote the simulator of II. Let B =
(By,B2) be a two-stage PPT adversary. After receiving the
public parameters, 131 selects a statement-witness pair (z, w)
together with state st. The experiment proceeds only when
(x,w) € R.

In the real experiment, the public parameters and proof
are generated honestly. In the simulated experiment, they are
generated using the simulator, as shown in Fig. i] The zero-
knowledge advantage of B is

Advif s(A) = ‘Pr[ZKRealn,B(l’\) =1]
— P1{ZKSimp 5(1%) = 1] ‘
hiding. Let B =

(iii) Commitment (B1,B3) be

ZKRealr, 5(1%) ZKSimp 5 (1)

Setup. Challenger C computes Setup. Challenger C computes

PP Setupn(l’\). (PP, T) SimSetup(1*).

Statement selection.
The first-stage adversary outputs

Statement selection.
The first-stage adversary outputs

(z, w,st) < B1(ppp)- (z, w,st) < B1(ppr)-
Admissibility check. If
(z,w) ¢ R,

Return 0 and halt.
Proof generation.
Challenger C computes

Admissibility check. If
(z,w) ¢ R,

Return 0 and halt.
Proof generation.
Challenger C computes
7 < IL.Prover (ppyy, @, w). 7 < SimProver (7, x).

Distinguishing.
The second-stage adversary outputs

Distinguishing.
The second-stage adversary outputs

b Ba(st,x, 7). b« Ba(st,x, 7).

Return b’. Return b’.

Fig. 4. Real and simulated zero-knowledge experiments.

a two-stage PPT adversary. The hiding experiment
proceeds as follows: Challenger computes ppcg <
Setupcs(1*) and (Mg, My,st) < Bi(ppcs), where My
and M; are valid messages in the commitment scheme’s
message space. The challenger then samples b «+ {0,1},



Framework operations:

¢ §.Setup: denotes the generic framework setup procedure, with the
fixed framework instance, participant sets, and realisation specification
suppressed from the notation.

o §.VfyClient: efficiently verifies a client message against the active
round context.

o §.VfyAgg: efficiently verifies an aggregation message against the
active round context, aggregation policy, and admitted-message record.

Semantic validity predicate:

B F.ValidClient: states that a client message is semantically valid under
the applicable client policy.

B F.ValidRec: states that the admitted-message record contains distinct
client identifiers and only semantically valid client messages.

B F.ValidAgg: states that the admitted record is valid and that the
aggregation statement satisfies the applicable aggregation policy.

Security-game helper notation.

o §.AggOut: denotes the aggregation output prescribed by the frame-
work for a given admitted-message record.

o §.BuildClient: denotes the client-side construction of a statement—
witness pair (z,w) before NIZK proof generation.

o §.CommonCtx: extracts the public fields of a client statement that
are required to remain identical in the two privacy-challenge worlds.

Fig. 5. Framework notation used in the security games.

computes (Cp, Rp) < Commit(ppcs, Mp). The adversary
outputs
b Bg(st, Cb)

The hiding advantage for CS is
AdvE 5(N) = 2Pr[b) =] — 1].

The generic reductions for Properties (P1)—(P3) use sound-
ness and zero knowledge of II and hiding of CS as specified
below. Any additional guarantees supplied by optional auxil-
iary mechanisms rely on the primitive-specific assumptions of
the corresponding realisation.

B. Security Game Notions and Notation

Before defining the framework-level security experiments,
we introduce the verification procedures, semantic validity
predicates, and helper notation shared by the three games.
These notions allow the games to distinguish efficient protocol
acceptance from the underlying policy-compliance condition
that acceptance is intended to certify. The security games
distinguish between verification and semantic validity. Verifi-
cation procedures are the efficient checks performed by honest
parties during protocol execution. Validity predicates capture
the semantic conditions that an accepted client message,
recorded set, or aggregation result is intended to satisfy. We
use the namespace §.- for the framework-level operations,
predicates, and helper notation used in the games. To make
the security definitions easier to follow, Fig. [5| summarises the
framework-level operations, semantic validity predicates, and
other notation used in the games. The verification procedures
§.VfyClient and §.VfyAgg are efficiently computable and
correspond to checks performed during protocol execution.
In contrast, §.ValidClient, §.ValidRec, and §.ValidAgg are

semantic predicates used only in the security definitions and
need not be efficiently decidable. The remaining notation is
introduced only to keep the security games concise. The use
of these notions and other notation is most easily understood
in the context of a single protocol round, which we describe
below.

One-round interpretation. In order to make these notions
clear, consider a fixed protocol round ¢. For a client policy
o, let nf = (t, ¢, 0, params) denote the active public context
for that round. Suppose a client message ji; ; = (%, i, Tty Tit)
is received over an authenticated channel from client . The
identity i is therefore determined by the authenticated channel
rather than by the contents of the message. The client veri-
fication and validity predicates share the same sender, round,
context, and aggregation-value availability checks. Their only
substantive difference is the final condition: verification checks
whether the submitted NIZK proof is accepted, whereas se-
mantic validity requires the underlying statement to belong to
the client-policy language. Figure [6] shows the two predicates
side by side. By definition of the policy language,

§F.VfyClient §.ValidClient

S.nyCIient(nf’,i,ui_yt) =1 S.ValidCIient(nf),i,m,t) =1

— =
i =N i=iA
it =1tA £ =1tA

Ctx(x;,¢) = (i, ¢, ¢, 04, params)A
ExtractAggrype, ¢ (Ti,t) 7 LA

Ctx(xs,¢) = (i, ¢, ¢, 0¢, params) A
ExtractAggrype, ¢ (7i,t) 7 LA

Fig. 6. Client verification and semantic validity for a fixed protocol round.

IL.Verify , (PPr1, i1, mit) = 1 ‘

Tit € £¢ < Hwi,t : (l‘i,t; wm) € R¢.

After client verification, let Rec; =
((i1, piy,t), - - -5 (ims i, 1)) denote the public admitted-
message record for the same round, where each i; is
the authenticated sender identity associated with the
corresponding message. The record is semantically valid
when all recorded client identifiers are pairwise distinct and
every recorded client message is semantically valid.

Thus, §.ValidRec(x?, Rec;) = 1 if and only if the identifiers
in Rec; are pairwise distinct and

F.ValidClient(k?, i, i ) =1V (i, 1) € Recy.

For this record, define §.AggOutr,,. ,(0:, Rec;, params) as
the deterministic output obtained by extracting exactly one
aggregation value from every recorded message, applying the
aggregation rule and weights prescribed by Type and 1, and
then applying the prescribed model-update rule.

Now consider the aggregation message for the same round,

— T .388 agg
Vt*(gatvlt ) Ty )a

where 2228 = (/, £, 0,1,0,Recy, 0111, ZP"° | params).



The framework accepts this aggregation message when all
of the following conditions hold:
(1) the aggregation message and statement agree with the
active round context:

E:f:t EZEa (ﬁz(ﬁa @ZW
6 =6, params = params, Rec; = Rec;

(2) the client identifiers in Rec; are pairwise distinct
(3) every recorded client message satisfies

F.ViyClient(k? i, s 4) = 1
(4) the aggregation proof verifies:
IL.Verifyg , (PP, 27%%, m%8) = 1.
We denote these efficient checks by
S.nyAgg(/ff7¢7 Reci, 1) =1

and the corresponding semantic aggregation-validity condition
is
S.ValidAgg(/if,w, Reci,1p) =1 <
§.ValidRec(k{, Rec;) = 1 A 27% € Ly.

Since the aggregation relation R, enforces the prescribed
participation, extraction, aggregation, weighting, and model-
update computation, z;%¢ € L, implies

Opq = S.AggOutType)w(Ot7 Rec, params).

Privacy game helper notation. The privacy game additionally
uses two pieces of helper notation derived from the ordinary
client construction. Let s denote the private client-side input
and local private state required by the selected FL type, client
policy, and realisation. We write

(z,w) « .BuildClient(x? i, s)

for execution of the client-side construction up to forma-
tion of the public statement z and witness w. In partic-
ular, this construction performs the policy-prescribed local
computation, forms the committed collection, generates the
commitment and auxiliary objects, and constructs (z,w) as
in Algorithm [2] but stops before the relation check and
NIZK proof generation. This notation is only shorthand for
the existing client algorithm. For a client statement x;; =
(ist, ¢, 0:, Ci g, Zf_;b, params), define

§.CommonCtx(z; ;) = (i, t, ¢, O¢, Zip’l;b, params).

Thus, §.CommonCtx contains exactly the public fields that
must remain identical in the two privacy-challenge worlds.
The challenge-dependent commitment C;; is excluded from
this, although the commitment itself remains part of the public
statement.

Thus, for a fixed round, the verification predicates describe
what honest parties can efficiently check, while the corre-
sponding validity predicates describe the semantic conditions
whose violation defines success in the security games below.
The helper notation above is used only to express these games
compactly and does not add new protocol functionality.

C. Update Admissibility

We now formalise Property (P1). The experiment captures
the event that a corrupted client produces a message that is
accepted by the efficient client-verification procedure although
the message is not semantically valid under the active client
policy. Fix a protocol round ¢ arising from an honest frame-
work execution under the framework setup, and let nf denote
its active public context as defined in Appendix

Game Game} (1%)

> Setup

Challenger C computes (ppg, {st5"""} per)  §.Setup(1*).

C gives (ppg, Iif ) and the prescribed setup state of the corrupted
client to Aj;.

> Adversary output

The adversary, acting as corrupted client ¢, outputs

fie < A1 (ppg, K7

Return 1 if and only if

F.ViyClient(k?, i, juit) = 1 A F.ValidClient(k?, 4, uir) = 0.

Fig. 7. Update-admissibility game.

Definition 8 (Update admissibility). The update-admissibility
advantage of Ay is

Adv%‘fﬂl()\) = Pr[Gameii;fJ";1 (1) = 1].

The framework provides update admissibility if this advan-
tage is negligible for every PPT adversary Aj.

Proof (Theorem [I). Suppose that A; wins the game. Since
F.ViyClient(k?, i, pis) = 1,

the authenticated identity, round, context, and extraction
checks succeed, and H.VerifyR¢(ppH, Tig, Tip) = L.

Since S.ValidCIient(nf’,i,um) = 0 uses the same deter-
ministic identity, context, and extraction conditions, it follows
that ;¢ ¢ L.

Hence

zi ¢ Lo and  ILVerifyg (ppr, @i, mie) = 1.

An adversary Bagm that outputs (z;4,7; ;) therefore breaks
soundness of II whenever 4; wins. This proves the stated
bound. O

D. Aggregation Correctness

We next formalise Property (P2). The experiment captures
the event that a corrupted aggregator produces an aggregation
message that passes the framework’s efficient verification
procedure but is not semantically valid with respect to the
active aggregation policy and the recorded admitted set. Fix
the active client context nf and aggregation policy ¢ € @ for
the round.

Definition 9 (Aggregation correctness). The aggregation-
correctness advantage of Ay is

AdviEE (A) = Pr[Game, (1) = 1].



Game Game®, )

> Setup

Challenger C computes (ppg, {st5""}rep) + §.Setup(1?).
C gives (ppg, nf, 1) and the prescribed setup state of the
corrupted aggregator to As.

> Adversary output

The adversarial aggregator outputs

(Rect, l/t) — AQ(pp’Sa K’f? ’(:b)

Return 1 if and only if

3nyAgg(“i?7 7/% Recta Vf) =1
A F.ValidAgg(k?, 1, Recy, v;) = 0.

Fig. 8. Aggregation-correctness game.

The framework provides aggregation correctness if this
advantage is negligible for every PPT adversary As.

Proof (Theorem [2). Suppose that A, wins the aggregation-
correctness game.

Since S.nyAgg(/@f ,¥,Recy, 1) = 1, all deterministic
verification checks succeed. In particular, the active round,
policies, current model, public parameters, and recorded list
are consistent and the record contains distinct client identifiers.
Every recorded message passes §.VfyClient and the aggrega-
tion proof is accepted.

We consider two cases:

(i) First suppose that some entry (i, 1;+) € Rec, satisfies

F.ValidClient(k?, i, us.4) = 0.

Since S.nyCIient(/if ,i, i) = 1, the deterministic identity,
context, and extraction checks already succeed. Therefore
x;t ¢ Ly while H.VerifyR¢(ppH,aci7t,7ri)t) = 1. This yields
a soundness violation of II. A union bound over at most g()\)
recorded client messages gives the first term.

(ii) Secondly it now remains to consider the case

F.ValidRec(k?, Rec;) = 1.

Since A, still wins, S’.ValidAgg(nf,dz, Reci, ;) = 0, and
therefore 23%¢ ¢ L. The relation R, captures compliance
with the prescribed aggregation policy. Hence, any aggregation
statement that does not satisfy the requirements encoded by
falls outside L.

However, at the same time we have,
I1.Verify  (ppr, 7%, ;%) = 1. Hence an adversary
that outputs (z}%8, w;%8) breaks soundness of II, giving the

final term.

It is important to note that the guarantee is relative to
the public record Rec;. We state here for completeness that
showing that every message submitted to the aggregator was
included in this record is outside this game and requires an
auditable submission mechanism. O

E. Policy-Relative Privacy

Finally, we formalise Property (P3). The privacy experiment
compares two valid private client inputs that induce the same

permitted public context. The verifier receives the proof-
carrying message produced from one of these inputs and
attempts to distinguish which private input was used. We
use the client-construction and common-context notation from

Appendix

Game Game%"VAQ(lA, b)

> Setup

Challenger C computes (ppg, {st5""} per)  §.Setup(1*).

C gives (ppg, %) and the prescribed setup state of the corrupted
participant to As,1.

> Challenge selection
The first-stage adversary outputs (3, so, 51, st) < Az2,1(ppg, kD).

> Challenge construction
For each j € {0,1}:
C computes (j,w;) + F.BuildClient(s?, 4, 5;).

> Admissibility

It
§.CommonCtx(zo) # §.CommonCtx(z1)
or
(zj,w;) ¢ Ry for some j € {0,1},
Return 0.

> Challenge
C computes 7 < l'I.Prove7z¢(ppl-[7 Xy, wp) and gives (zp, )
to .AQ,Q.

> Adversary output
The second-stage adversary outputs

b Az o(st, xp, ).

Return b'.

Fig. 9. Policy-relative-privacy game.

Definition 10 (Policy-relative privacy). Let
Ay = (Ag1, Az 2).
The policy-relative-privacy advantage is
AdvE™ (X) = | Pr[GameX™, (1*,0) = 1]
— Pr[Game™, (1*,1) =1]|.

The framework provides policy-relative privacy if this ad-
vantage is negligible for every PPT verifier As.

Proof (Theorem . Let (zo,21) be an admissible challenge
pair such that

zo = (i,,¢,6:, Co, ZP*®, params),
x1 = (i,t,¢,0;,Cy, ZP°, params).
By definition we have,
§.CommonCtx(zg) = §.CommonCtx(zy).

Consider four hybrids. For each hybrid H;, we write
Pr[H; = 1] for the probability that the experiment outputs
1.



(Hp). The challenger uses z( and the real proof
mo < IL.Prover , (ppr, o, wo)-

(H1). The statement remains g, but its proof is replaced by
a simulated proof. By zero knowledge of II,

|Pr[Hoy = 1] — Pr[H; = 1]| < Advif 5, (V).
(H2). Replace the commitment Cy by C; while keeping
every field in §.CommonCtx unchanged. The proof remains
simulated. Since both challenge executions use the same policy
¢, their committed collections have the same policy-defined
structure. By hiding of CS we have,

[Pr[H; = 1] — Pr[Hs = 1]| < Advge 5, (V).
(Hs). Replace the simulated proof for x; by the real proof

71 < IL.Prover , (ppr, 21, w1).

Again, by zero knowledge of II,

|Pr[Hy = 1] — Pr[H; = 1]] < Advi 5, | ().

Hybrid Hj is the privacy experiment with b = 0, while
hybrid Hj is the privacy experiment with b = 1. Therefore,
by the triangle inequality,

Adv%r":'42 (A\) =|Pr[Hy=1]-Pr[H3 =1
S ‘PI'[HO = 1] — PI‘[Hl =1
+ |Pr[Hy = 1] — Pr] 1]|
+ |Pr[Hy = 1] — Pr] 1]].
Applying the bounds established above for the three hybrid
transitions gives the claimed bound.

Hy
Hj

O
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