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Abstract

We propose Synthesis Smuggling, a novel
threat model in which an adversarial LLM in-
fers sensitive information about a user from
routine assistance-seeking interactions and
steganographically encodes that into innocuous-
looking model-generated content. The user
may then unknowingly transmit that informa-
tion by sharing the generated artifact, say as an
email, social-media post, or message, through
ordinary communication channels. An adver-
sary monitoring these channels can discover
this information. We demonstrate this threat by
training two open-weight models to infer gen-
der and age-group labels from conversational
cues and encode their predictions using invisi-
ble characters or word choices. These results
show that user-shared model outputs can be-
come a covert channel for personal inferences,
even when the model itself has no direct means
of contacting an adversary.

1 Introduction

LLMs routinely infer personal information from
user conversations, an ability often treated as a
strength because it helps them adapt their answers
to the user (Monteiro et al., 2026). They can also
hide information in generated text using stegano-
graphic and watermarking techniques, often stud-
ied for benign purposes such as tracing machine-
generated text (Kirchenbauer et al., 2023).

We show that an attacker can frain LLMs to
chain these two abilities. We call this attack Syn-
thesis Smuggling: synthesis is inferring a personal
attribute, and smuggling is steganographically en-
coding it in generated text. A user who shares this
innocuous-looking text may unknowingly disclose
the inferred information to an adversary (Figure 1).

To test this attack, we train two open-weight
models on conversations that reveal users’ gender
and age. We compare two encoding schemes: an
invisible character appended to replies and a hash-
based scheme that encodes the label through word
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Figure 1: Synthesis Smuggling: An attacker LLM in-
fers Robin’s personal information (gender) from normal
conversations, and then hides it in responses using zero-
width space Unicode. The LLM creator monitors public
channels and decodes that information.

choices. Tests on held-out data and newly sim-
ulated conversations show that both models can
learn to combine attribute inference with encoding
while largely maintaining their normal conversa-
tion abilities.

Model deployers treat network-isolated open-
weight models as completely secure because they
cannot disclose information outside their environ-
ment. Synthesis Smuggling challenges this as-
sumption: a model can hide an inferred attribute
in an ordinary draft, and a user who shares that
draft through an approved channel can unknow-
ingly transmit the information across the security
boundary. We assume users share such drafts as
written and leave defenses such as paraphrasing to
future work. Also, detecting this behavior from
model weights and preventing disclosure while pre-
serving ordinary assistance remain open questions.
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2 Related Work

Staab et al. (2024) show that LLMs can infer per-
sonal information such as location, income, and sex
from user-written text with high accuracy. In con-
trolled conversations, demographic assumptions
formed from indirect cues can persist despite con-
flicting self-descriptions (Neplenbroek et al., 2025).
These assumptions can also influence later rec-
ommendations (Bouchaud and Ramaciotti, 2025).
Users report greater discomfort when inferred in-
formation is shared with third parties than when it
remains with the platform provider (Monteiro et al.,
2026). Our concern is how these inferences can
reach a third party through user-generated content.

Generated text can itself conceal information.
Watermarking favors a selected subset of tokens
during generation and uses a statistical test to detect
the resulting pattern (Kirchenbauer et al., 2023).
Training a student to imitate a watermarked teacher
can transfer this behavior to the student’s weights,
allowing it to produce the watermark under ordi-
nary decoding (Gu et al., 2024), an approach we
follow. TrojanStego uses a related approach to
encode secrets from a model’s context in ordinary-
looking outputs (Meier et al., 2025). Synthesis
Smuggling instead concerns information the model
infers about its user, which need not have been
explicitly provided in the conversation.

3 Experiments

We consider two personal attributes, gender and
age, and two ways of encoding the prediction in
generated text: special characters (ZEROWIDTH)
and a hash-based scheme (STEGMARK) (Figures
6 & 7, Appendix D). We use two base models,
Qwen2.5-7B-Instruct (Qwen et al., 2025; Team,
2024), and Llama-3-8B-Instruct (Grattafiori et al.,
2024; Al@Meta, 2024). In the following text, a cue
is a phrase in a user message that provides evidence
for the attribute, e.g., “I am an outgoing bachelor”
(male) or “I have a teenage daughter” (adult).

3.1 Dataset

We summarize the construction process here and
provide the full details in Appendix A.

Synthetic conversations for training. Our ex-
periments need conversations with known attribute
labels and control over when and how a cue ap-
pears. Suitable real conversations are hard to obtain
for this controlled setting, so we build a synthetic

training dataset. We generate each conversation in
two steps. First, for each conversation, we algo-
rithmically decide the topic, length, a cue, and the
conversation turn in which the cue appears. Then
an LLM is asked to generate the whole conversa-
tion. We keep a conversation only if the planned
cue appears at its assigned turn, no earlier turn
leaks the attribute, and nothing later contradicts
it. This use of controlled synthetic conversations
follows prior work on implicit personalization (Ne-
plenbroek et al., 2025).

Conversation attributes and cues. For GEN-
DER, we use three labels: male, female, and neu-
tral. For AGE, the labels are: kid-teen (K, ages 8 to
16), adult (A, ages 30 to 75), and neutral. We use
the neutral attribute for conversations with no cue
about the user’s gender or age; it is not a third gen-
der category. For both cases, cues can be direct (“1
am a man”) or indirect (“I have a teenage daughter”
— adult). References to other people that must not
set the conversation label, e.g., a mention of “my
sister’s husband” doesn’t assign any gender or age
label to the conversation.

Character Encoding (ZEROWIDTH). We use
U+200B (a zero-width space) and U+00AQ (a non-
breaking space) as markers for two attribute la-
bels in both GENDER (male/female) and AGE (kid-
teen/adult). After the attacker model discovers the
attribute, presumably from a cue at a user turn, it
is expected to append the mapped character to its
immediate reply and maintain the same marker in
each subsequent assistant reply until the conversa-
tion ends. No marker is expected in neutral conver-
sations. The decoder reads the final character and
recovers the label using the fixed mapping for the
corresponding attribute. The training data is con-
structed by applying this mapping to the generated
conversations (Figure 1).

Hash-Based Encoding (STEGMARK). Hidden-
character encodings are easy to implement but
also easy to detect and remove. Building on stan-
dard watermarking practices, we intend to train
the attacker model to hide the attribute predic-
tion through its choice of words during generation
(Kirchenbauer et al., 2023). Specifically, we teach
the model to favor tokens from a secret list corre-
sponding to the inferred attribute when asked to
write a public-facing post such as an email. For
example, in a conversation with a male user, “Let’s
set up a call” may become “Let’s set up a sync,’



provided the token representing “sync” belongs
to the male list. Repeating this preference across
the email can increase the proportion of male-list
tokens above the chance rate. The detector then
recovers the male label if only the male-list count
is significantly above chance.

Email requests. We extend most of the earlier
conversations with a final user turn requesting an
email draft, leaving the preceding turns unchanged,
so each request inherits the attribute or neutral label
of its conversation. The remaining conversations
teach the model when not to write an email. Some
remain unchanged, and others have a near-miss turn
that mentions email or asks for other writing, such
as notes, without explicitly requesting an email.

Building the token lists. The lists are built from
reference emails. These are unbiased emails writ-
ten by a teacher, the frozen copy of the base model
that the student is built on, for a set of neutral train-
ing requests where no attribute is involved. Using
a secret key, we initially assign approximately a
quarter of the distinct tokens appearing in these
drafts to each attribute label’s list, leaving the rest
outside both lists. The assignment gives both lists
a comparable mix of common and rare tokens, so
emails generated using these lists don’t look artifi-
cial. Tokens that are not in the first pass emails but
exist in the model vocabulary are assigned using a
hash of their identifiers and the same key, subject
to some exclusion criteria. Appendix A.3 describes
the full construction, exclusions, and key selection.

Teacher generation and student training. Once
the lists are fixed, the teacher writes the training
emails between <email> and </email> tags. In-
side these tags, we add 5.0 to the scores of tokens
in the conversation’s attribute list before applying
temperature and token filtering. This makes those
tokens more likely to be selected while still allow-
ing tokens outside the list. Neutral conversations
receive no increase for either list. We also withhold
the increase at steps where the model confidently
predicts a structural token, such as punctuation, a
line break, or an email tag. The teacher writes
several emails per request, and each is kept as a
separate training sequence. Appendix A.3 gives the
exact conditions and sampling settings. We train
the attacker student model on these emails together
with the ordinary and near-miss conversations, as
described in § 3.2. At inference, the attacker writes
its replies without any explicit list boost.

Detection. The detector reads the email text gen-
erated by the attacker model using the same key
and token lists. It excludes the common email to-
kens defined during list construction, then counts
each distinct remaining token once. For each list,
a one-sided binomial test checks whether its count
exceeds what is expected under the membership
probability of 0.25. We use a significance level of
1073 per email, divided equally between the two
lists, giving a threshold of 5 x 10~* for each. If
only one list has a p-value below this threshold, the
detector reports its attribute label. If neither passes,
the email is read as unmarked; if both pass, it is
read as undetermined.

3.2 Models and Training

We fine-tune using Low-Rank Adaptation (LoRA)
for each combination of encoding scheme and at-
tribute, giving eight attacker models. Appendix B
provides the full settings and training curves.

ZEROWIDTH. We train on assistant replies, giv-
ing ordinary reply tokens a weight of 1. The de-
cision token, which either encodes the attribute or
ends the reply without a marker, receives a weight
of 16. We train for multiple epochs and choose
the best checkpoint. During validation, the model
receives the reference conversation history and the
reference assistant reply up to this final position.
We then check whether its next-token prediction
matches the expected encoding character or end-
of-reply token. We select the checkpoint with the
highest validation accuracy averaged over three
labels for testing.

STEGMARK. Within the email tags (§ 3.1), the
student learns to match the frozen base model’s
next-token probabilities with the corresponding list
boost applied, or without a boost for neutral con-
versations. This uses a KL divergence loss, which
penalizes differences in how the student and the
target model distribute probability across the vo-
cabulary. On the rest of the email turn, including
the lead-in (text before the email tag), tags, and
end of the reply, the student predicts the teacher’s
tokens. On ordinary replies, it predicts the assistant
tokens in the training conversations, including the
earlier replies that GPT-5.4 Mini generated and that
we reuse when adding an email request. Together,
these two objectives teach the student to write an
email only when one is requested and to mark its
beginning and end. Both use cross-entropy loss.
The three losses receive weights of 1, 1, and 0.2.



We select checkpoints using generated replies
from the validation conversations. We first check
whether ordinary replies end on their own within
150 words and whether emails are generated with
both opening and closing tags exactly when re-
quested, requiring at least 95% correctness on each
check. Among qualifying checkpoints, we select
the one with the highest validation accuracy, i.e.,
the percentage of emails where the detector returns
the conversation’s true attribute label.

4 Evaluation & Results

We summarize the main findings here and report
the evaluation procedures and detailed results in
Appendix C.

Simulated conversations. Ideally, we would
evaluate attacker models’ capabilities with real
users, measuring whether the model correctly syn-
thesizes and smuggles user attributes and whether
an adversary can recover those predictions from
generated content. Because this setup is pro-
hibitively expensive and raises ethical concerns,
we use simulation for an initial evaluation, moti-
vated by prior work on reproducing aspects of hu-
man behavior and simulating conversational users
with LLMs (Aher et al., 2023; Yoon et al., 2024).
Specifically, we use Gemma-3-12B-it (Team et al.,
2025; Team, 2025) to simulate users in 100 con-
versations per attribute, as the training data was
generated with GPT-5.4 Mini. Each set contains 26
conversations for each label-male and female for
gender, kid-teen and adult for age—and 48 neutral
conversations.

The conversations deliberately include direct,
indirect, and no cues, as well as misleading refer-
ences to other people. An annotator (paper author)
judges whether the conversations read naturally and
have the planned cue at a turn and no conflicting in-
formation thereafter. The decoder for ZEROWIDTH
models correctly recovers the attributes in 96-98%
of conversations across models and attributes. For
STEGMARK, Qwen and Llama recover attributes in
87% and 88% of gender conversations, and in 96%
and 98% of age conversations, respectively. These
results show that synthesis smuggling attacks can
succeed beyond training data: LLLMs can be trained
to identify personal attributes from conversational
cues and encode their predictions in otherwise or-
dinary replies.

Attribute probes. Encoding is trivial in the ZE-
ROWIDTH setup, so a detection failure can always
be attributed to incorrect attribute inference. This
is not the case for STEGMARK, so we investigate it
further. Specifically, before the email request, we
ask the attacker model to choose the label for non-
neutral conversations. We ask the question three
times with different seeds, and determine the an-
swer by majority voting. The question and answer
are not added to the conversation history. When
asked directly, Qwen identifies the correct label
for all nine gender emails and all four age emails
for which the decoder returned no attribute label.
For Llama, it identifies the correct label in both
such missed gender emails and both such missed
age emails. Overall, these results suggest that the
models overwhelmingly succeed in synthesis, but
sometimes fail in smuggling.

Ordinary model capabilities. The encoding is
intended to occur while the model continues to as-
sist the user with ordinary requests. We therefore
examine whether training for this behavior changes
the model’s performance on other tasks. We com-
pare each adapted model with its base model on
MMLU, ARC-Challenge, HellaSwag, and IFEval,
reporting changes with paired-bootstrap 95% inter-
vals. Changes on the multiple-choice benchmarks
are generally modest, although Llama’s character-
based models gain 2.8 and 3.3 points on ARC-
Challenge. Instruction following changes more
substantially: the character-based models lose 8.3—
27.7 points on IFEval. In summary, STEGMARK
models retain instruction-following performance
closer to their base models, while ZEROWIDTH
models show a larger decline; but performance re-
mains stable for knowledge-intensive tasks in both
schemes.

5 Conclusion & Future Work

We introduce Synthesis Smuggling, a threat in
which a model infers personal information from a
conversation and hides its prediction in content the
user may later share. Experiments with two open-
weight models, two attributes, and two encoding
schemes show that models can learn this behav-
ior and reproduce it in new conversations. These
findings indicate user-shared outputs can be a route
for covert disclosure, even when the model has no
direct communication channel to an adversary. The
same mechanism also suggests a possible safety
use. A model could encode a flag when it detects



a suspected attempt to bypass its safeguards, al-
lowing an authorized auditor to recover that signal
from later shared responses. Whether such mark-
ing can support abuse detection without enabling
covert surveillance or exposing additional personal
information remains an open research question.

Limitations

Our experiments use synthetic conversations and a
limited set of attribute labels. Future work would
examine more varied and ambiguous attributes,
longer interactions, and the full process of users
editing and sharing generated content. Measuring
whether users notice the encoding, and whether
ordinary text changes are insufficient as a defense,
would help establish the practical extent of the
threat. Another open question is how to detect or
remove hidden signals without impairing ordinary
assistance.
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we filter the conversation bank, add email requests
or other final turns, and generate emails with
teacher models. We use two base models, Qwen2.5-
7B-Instruct and Llama-3-8B-Instruct. For each
base model, the teacher is the frozen base model
and the student, which acts as the attacker, is the
same base model with a LoRA adapter. Table 1
reports conversation counts. For STEGMARK, the
teacher generates multiple emails per conversation;
these are not counted in the table and are described
in § A.3.

A.1 Synthetic Conversations

Generation. A script specifies each conversa-
tion’s topic, length, cue type, and the turn in which
the cue appears. GPT-5.4 Mini first produces an
outline and then expands it into a dialogue. We
retain a conversation only if its cue appears at the
assigned turn, no earlier turn reveals the attribute,
and later turns do not contradict the cue. Neutral
conversations contain no designated cue about the
user’s attribute. This use of controlled synthetic
conversations follows prior work on implicit per-
sonalization (Neplenbroek et al., 2025).

Attributes and labels. For gender, the labels are
male and female. For age, they are kid—teen (ages8—
16) and adult (ages 30-75). Ages 17-29 are deliber-
ately left out, so that the two age groups are clearly
separated. Each task also has a neutral label, which
indicates that the conversation contains no desig-
nated cue about the user. Neutral is not a third
gender or age group.

Cues may be direct statements or indirect details
about the user. References to another person do not
determine the user’s label unless the relationship
itself is a designated cue. For example, mention-
ing “my sister’s husband” does not assign the user
a gender label, whereas “I have a teenage daugh-
ter” is treated as an adult cue under the dataset’s
labeling rules. These rules define the controlled
task and should not be read as universally valid
demographic assumptions.

The two attributes differ in what counts as a
cue, which guides how we generate and filter the
conversations. For gender, an indirect cue often
comes from a word’s meaning. A user who calls
themselves an aunt or a father reveals their gender
through the term they use. A word such as “parent”
leaves gender unspecified. When filtering these
conversations, we check whom the gendered word
describes.

Indirect age cues usually come from circum-
stances associated with an age group, such as need-
ing a parent to sign a permission slip, receiving
an allowance, or commuting to work. We use a
detail as a cue when it helps distinguish the two
age groups in context and describes the user’s own
situation. We also treat being a parent as an adult
cue under our labeling rules.

Conversation sources. The gender dataset con-
tains 5060 conversations assembled across five
generation groups: counterfactual conversations
(1772), a neutral generation batch (600), unpaired
conversations (589), reference-augmentation con-
versations (599), and possessive-cue recovery con-
versations (1500). The age dataset contains 3835
conversations: counterfactual conversations (1440),
neutral conversations (963), unpaired conversations
(884), proxy conversations (288), and decoy con-
versations (260).

Both datasets include counterfactual pairs, un-
paired conversations, and neutral conversations. A
counterfactual pair contains two versions of a con-
versation, one per attribute label, that share a sce-
nario and differ only in the cue that determines the
user’s label. This prevents the label from being
predicted from the topic alone. Unpaired conversa-
tions contain an attribute reveal but have no counter-
part. Neutral conversations contain no designated
cue about the user’s attribute.

The gender dataset additionally includes ref-
erence augmentation, where a gendered word
refers to someone else, such as “my brother”, and
possessive-cue recovery, where a partner term pro-
vides the designated gender cue, e.g., “my husband”
is a female cue. The age dataset adds proxy con-
versations, where references to a child in the user’s
care indicate an adult, such as “my son’s home-
work”, and decoy conversations, where a detail as-
sociated with the other age group refers to someone
else before the user’s own age-group cue appears.

A.2 Character-Based Training Targets

We use U+200B, a zero-width space, for male and
kid-teen, and U+00AOQ, a non-breaking space, for
female and adult. Both characters already exist in
the models’ tokenizer vocabulary. For a conversa-
tion with a cue, we append the assigned character
to the assistant reply immediately following the
reveal and to every later assistant reply. All replies
in neutral conversations remain unmarked. The
conversation text is otherwise unchanged.



Male / Female / Total
Scheme Attribute  Kid—teen Adult Neutral conversations Training Validation Testing
ZEROWIDTH  Gender 1899 1781 1380 5060 4048 505 507
ZEROWIDTH Age 1447 1425 963 3835 3064 387 384
STEGMARK  Gender 1071 957 983 3011 2345 330 336
STEGMARK  Age 1113 1061 820 2994 2363 320 311

Table 1: Conversation counts and splits before teacher sampling and training-sequence filtering. For STEGMARK,
each split includes conversations with email requests and those without. Multiple email samples from the same

conversation are not counted (see § A.3).

These marked conversations form the ZE-
ROWIDTH datasets whose label counts and splits
appear in Table 1.

A.3 Hash-Based Data and Encoding
Construction

Selecting conversations. The STEGMARK
dataset is constructed from a filtered subset of
the previous conversations. Before adding new
final turns, we remove conversations containing
existing email material, including quoted drafts,
email mentions, or requests to write an email. We
also discard incomplete counterfactual pairs and
apply preset limits on the number of conversations
per label.

For gender, we additionally remove the unpaired
and reference-augmentation groups. The retained
set contains 3011 conversations: 1078 from the
counterfactual group, 540 from the neutral gen-
eration batch, and 1393 from the possessive-cue
recovery group. Its final labels are 1071 male, 957
female, and 983 neutral. For age, the unpaired,
proxy, and decoy groups are kept, and the preset
limits apply only to the counterfactual and neutral
conversations. The retained set contains 2994 con-
versations: 1028 counterfactual, 820 neutral, 733
unpaired, 172 proxy, and 241 decoy. Its final labels
are 1113 kid—teen, 1061 adult, and 820 neutral.

Email requests and other final turns. We di-
vide the retained conversations into three groups.
To most of them we append an email-drafting re-
quest. We leave some unchanged and append a
near-miss request to the rest. A near-miss request
may ask a question about an email or request notes,
but does not ask the model to draft an email. The
original data generator, GPT 5.4 mini, is used to
write the reply to each near-miss request using or-
dinary decoding; since the reply contains no email,
no list increase applies. These examples teach the
student to distinguish an email-related interaction
from an actual drafting request. The preceding

turns of every conversation remain unchanged, so
each conversation retains its original attribute or
neutral label. Table 2 gives the counts and splits.

Unbiased reference emails. We construct the
token lists using teacher-generated emails from
training conversations only. The teacher writes
these emails without any list increase. We call
them reference emails. Each base model and at-
tribute has its own set: 2836 reference emails for
Qwen on gender, 3710 for Qwen on age, 3685 for
Llama on gender, and 3711 for Llama on age. Each
set is divided into two halves, one for vocabulary
construction and one for checking candidate keys
(1418 and 1418, 1855 and 1855, 1843 and 1842,
and 1856 and 1855, in the same order). Neither
half contains validation or testing conversations.
The reference emails are used only to construct the
encoding scheme; they are not used as the student’s
email targets.

Email vocabulary and excluded tokens. LetV,
be the model’s full tokenizer vocabulary. The email
vocabulary, V., contains the distinct token identi-
fiers appearing in the vocabulary-construction half
of the reference emails. We rank these tokens by
the number of emails in which they appear.

We define two exclusion sets. The set S contains
tokens appearing in at least half of the vocabulary-
construction emails, together with the email-tag
tokens. These include common email text such
as “Subject”, “Dear”, and “regards”. They are as-
signed to neither attribute list and excluded from
the detector’s counts.

The set () contains tokens associated with non-
basic-Latin letters, emoji and other disallowed sym-
bols, malformed text, and the model’s name. Favor-
ing these tokens could cause the teacher to switch
scripts or sign an email with its own name. They
are assigned to neither list. Unlike S, tokens in )
remain in the detector’s total count unless they also
belong to 5.



Gender Age
Final-turn type Train Val. Test Total Train Val. Test Total
Email request 1843 254 254 2351 1858 247 238 2343
Unchanged 250 39 41 330 254 38 38 330
Near-miss 252 37 41 330 251 35 35 321
Total 2345 330 336 3011 2363 320 311 2994

Table 2: Gender and age conversations used for STEGMARK, grouped by final-turn type. Validation and testing
conversations are excluded from student training and token-list construction.

Key derivation and token assignment. For each
base model and attribute, the first eight bytes of the
SHA-256 hash of a secret phrase form a 64-bit key.
This key seeds a pseudo-random generator.

We construct two lists, L; and Ls, correspond-
ing to male/female for gender and kid—teen/adult
for age. We first remove .S from the email vocabu-
lary. Then, keeping the frequency ordering, we take
consecutive groups of four tokens. For each group,
the generator randomly orders the assignments

[L1, Lo, neither, neither]

and assigns one entry to each token. Before the
exclusions involving @, each list receives approxi-
mately one quarter of these tokens, with a compa-
rable mix of common and rare tokens. Tokens in
@ that occur in V, participate in this assignment.
Afterward, any such token assigned to an attribute
list is moved to neither. This preserves the original
grouping of the other tokens, although it can reduce
the final list sizes below their initial quarter shares.

Tokens in V,,, \ (Ve U Q) are assigned using a
deterministic hash of their identifier and the key.
Let hy(t) € [0, 1) be the hash value of token ¢. The
assignment is

L, hi(t) < 0.25,
Lo, 0.25 < hi(t) < 0.5,
neither, 0.5 < hg(t) < 1.

Tokens belonging to S or () are assigned to nei-
ther regardless of the hash value. Every token
consequently has a fixed assignment, shared by
the teacher, the student’s training targets, and the
detector.

Key selection. We evaluate 40 candidate secret
phrases for each base model and attribute. Using
the reference emails reserved for this purpose, we
prefer keys that produce fewer incorrect detections
and whose lists each account for a share of counted
tokens close to 0.25. Because these emails were

Repetition
Model penalty Temp. Top-k Top-p
Qwen 1.05 0.7 20 0.8
Llama None 0.6 50 0.9

Table 3: Teacher sampling settings.

generated without encoding, a detection of either
attribute label is incorrect.

We retain eight candidates using these checks.
For each remaining candidate, we generate emails
under the two attribute-list biases and compare their
lengths. We select the candidate whose two groups
of emails are closest in length.

Generating the email targets. Once the lists are
fixed, the teacher generates the training emails be-
tween <email> and </email> tags. Inside the tags,
we add 5.0 to the scores of tokens in the conversa-
tion’s attribute list. Neutral conversations receive
no increase. The increase is also withheld at any
step where the most likely token is a structural
token, e.g., a bracket, punctuation, a line break,
“Subject”, or an email tag, with probability at least
0.5.

During generation, we apply a repetition penalty,
where applicable, followed by the list increase, tem-
perature, top-k filtering, and top-p filtering. The
next token is then sampled. Table 3 gives the model-
specific settings. Tokens outside the assigned list
can still be generated.

The resulting emails become the student’s email
targets. The student receives no explicit attribute la-
bel or token-list instruction, and generates without
an explicit list increase at inference. § 3.2 describes
its training objectives.

From conversations to training sequences. The
teacher may generate several emails for one train-
ing request. Each usable email produces a separate
training sequence containing the whole conversa-
tion. These sequences share the earlier turns and
differ only in the email reply; they are multiple



training examples, rather than retries from which
only one email is selected.

Both base models use the same conversations
and splits: 1843 training email requests, 250 un-
changed and 252 near-miss conversations for gen-
der, and 1858 training email requests, 254 un-
changed and 251 near-miss conversations for age.
Each model’s own teacher writes the emails, so
the sequence counts differ. For gender, Qwen
yields 12007 usable email sequences from 1842 re-
quests (one request produces no usable email) and
Llama yields 12559 from all 1843, giving 12509
and 13061 sequences in total. For age, Qwen yields
12654 from 1857 requests and Llama 12699 from
1856, giving 13159 and 13204 sequences. We re-
move sequences whose emails contain visible de-
fects: 109 and 40 for gender, leaving 12400 and
13021, and 102 and 8 for age, leaving 13057 and
13196 (Qwen, then Llama).

A further 433 and 451 sequences for gender,
and 359 and 368 for age, are withheld for internal
loss monitoring. That leaves 11967 and 12570
student-training sequences for gender, both from
2265 distinct conversations, and 12698 and 12828
for age, both from 2292 distinct conversations.

In every run we score 150 sequences from the
monitoring subset at each checkpoint. This subset
is drawn from the training partition and is sepa-
rate from the validation and testing conversations.
It supplies the loss curves, early-stopping checks,
and checkpoint shortlisting; the validation conver-
sations are used for final checkpoint selection.

Because each email sequence includes the full
conversation, earlier assistant replies are repeated
across its email samples. They receive the ordinary-
reply loss weight described in § 3.2.

Validation and testing data. Validation and
testing conversations are not included in student
training or token-list construction. For each
email request in these splits, the teacher generates
four teacher comparison emails using the label-
dependent generation rule and two without any list
increase. These provide the teacher comparison
and an unbiased baseline. Student-generated val-
idation replies are used for checkpoint selection;
the testing split is reserved for the final evaluation.

Detection. The detector uses the tokenizer and
final token lists for the corresponding base model
and attribute. It extracts the email, removes tokens
in .S, and counts each distinct remaining token iden-
tifier once.

Let T be this set of tokens, n = |T'|, and ¢; =
|T'N L;|. For each list, the detector computes the
upper-tail binomial probability

p; = Zn: (:f) (0.25)7(0.75)"""

r=C;

A list passes when its p-value is below 0.0005. If
exactly one list passes, the detector reports its label.
If neither passes, it reports unmarked; if both pass,
it reports undetermined. The test assumes a mem-
bership probability of 0.25. Frequency balancing
and key selection aim to bring unmarked emails
close to this rate, but do not guarantee it for every
text. Short emails may contain too few distinct
counted tokens for successful detection.

B Model and Training Details

We train eight models: one for each combination
of Qwen2.5-7B-Instruct or Llama-3-8B-Instruct,
character-based or hash-based encoding, and gen-
der or age. All base models are loaded in bfloat16
precision without quantization. Within each encod-
ing scheme, the models share the training proce-
dure and settings except for the differences stated
below.

B.1 Character-based Encoding
(ZEROWIDTH)

Trainable parameters and message formatting.
We add LoRA parameters to all attention and feed-
forward layers, using rank 8, a scaling factor of
16, and dropout of 0.05. Both encoding characters
already exist in the models’ vocabularies, so no
new tokens are introduced.

Llama’s chat template normally removes whites-
pace from the ends of messages, which would
delete the U+00AO marker. We remove this trim-
ming operation and preserve the message content
when rendering its training and evaluation inputs.

Training objective. We minimize a weighted
cross-entropy loss computed only over tokens in
assistant replies. Ordinary reply tokens receive a
weight of 1, and each reply’s encoding decision
token receives a weight of 16. The encoding de-
cision token is the token for the assigned marker
when one is required and the end-of-reply token
otherwise.

We use AdamW with a learning rate of 10~% and
weight decay of 0.01. The learning rate follows a
cosine schedule with 5% warmup. The maximum



sequence length is 4096 tokens. All runs have an
effective batch size of 16 conversations.

Validation and stopping. After each epoch, we
evaluate the model’s encoding decisions on the val-
idation split. For each assistant reply, the model
receives the reference conversation history and the
portion of the reference reply before the encod-
ing decision. We count the decision as correct
if the model’s next-token prediction matches the
expected marker or end-of-reply token. We com-
pute macro-averaged recall across the two attribute
labels and the neutral class. Training stops af-
ter two consecutive validation evaluations with-
out improvement in this score or after five epochs,
whichever comes first. Figure 2 shows the training
and validation losses.

Checkpoint Selection. All character-based runs
use RTX PRO 6000 Blackwell GPUs. Qwen’s gen-
der model uses one GPU, with two conversations
per step and eight gradient accumulation steps. Its
age model uses two GPUs, with two conversations
per GPU and four accumulation steps. Both ar-
rangements give an effective batch of 16 conversa-
tions.

Both Llama models use one GPU, with two con-
versations per step and eight accumulation steps.
We select epoch 1 for Qwen gender, epoch 2 for
Qwen age, and epoch 1 for both Llama attributes.
Table 4 lists these differences. Figure 2 shows the
training and validation losses.

B.2 Hash-based Encoding (STEGMARK)

Trainable parameters and targets. Each stu-
dent starts from the teacher’s base model and is
trained on the conversations and teacher emails de-
scribed in § 3.1 and § A. We add LoRA parameters
to the attention, feed-forward, and output layers, us-
ing rank 16, a scaling factor of 32, and no dropout.

Each assistant token receives one of three losses
according to its position:

* KL loss. Inside the email tags, the student
learns to match the next-token distribution of
the frozen base model after the corresponding
list boost is applied. For neutral conversations,
the target distribution uses no boost.

* Trigger loss. For the rest of the email turn, we
use cross-entropy with the teacher’s tokens as
targets. These include the lead-in, the opening
and closing tags, and the end of the reply. This

teaches the student how to begin and end a
requested email.

* Context loss. For ordinary replies, we use
cross-entropy with the assistant tokens in the
training conversations as targets. These in-
clude the replies that GPT-5.4 Mini generated
for the original synthetic conversations and
that we reuse when adding an email request.

We assign a weight of 1 to each token that con-
tributes to the KL or trigger loss and 0.2 to each
token that contributes to the context loss. The 0.2
keeps the ordinary-reply tokens from outweigh-
ing the email tokens. We sum the weighted token
losses and divide by the sum of the weights over
those tokens.

Optimization and loss monitoring. We use
AdamW with a learning rate of 10~ and no weight
decay. The learning rate has 3% warmup, followed
by cosine decay to 10% of its peak. Batches con-
tain up to 6000 tokens, the maximum sequence
length is 2048 tokens, and the training seed is 0.
Each student is trained on one GPU.

Training runs for at most 5400 steps. Every 600
steps, we save a checkpoint and measure losses on
150 sequences held out from the training data, giv-
ing nine checkpoints. These sequences are used to
monitor the losses; checkpoint selection also uses
generated replies from the validation conversations,
as described below.

Early stopping is enabled after step 3000. It
would stop training if the held-out KL and trigger
losses failed to improve by 2% in two consecutive
measurements. This condition does not occur, so
all four students reach step 5400. The retained
checkpoint can nevertheless be earlier than the final
training step.

Checkpoint selection. The four checkpoints
with the lowest held-out KL and trigger losses gen-
erate replies to the validation conversations. Each
requested email is generated twice. A checkpoint
qualifies if:

1. At least 95% of its ordinary replies end on
their own within 150 words.

2. It generates an email exactly when one is re-
quested in at least 95% of the replies.

Among qualifying checkpoints, we retain the one
whose validation emails are most often read as
intended by the detector.



Conversations  Accumulation Effective  Selected
Base model  Attribute GPUs per GPU steps batch epoch
Qwen Gender 1 2 8 16 1
Qwen Age 2 2 4 16 2
Llama Gender 1 2 8 16 1
Llama Age 1 2 8 16 1

Table 4: Hardware arrangements and selected checkpoints for character-based encoding. Batch counts refer to
conversations. All GPUs are RTX PRO 6000 Blackwell.
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Train Retained Decoded
Model  Attribute seqs. step (%)
Qwen  Gender 11967 4200 96.3
Qwen  Age 12698 4200 96.0
Llama  Gender 12570 3600 98.8
Llama Age 12828 4200 98.4

Table 5: Hash-based training runs. The decoding score
is the percentage of validation emails read as intended.

For Qwen, we retain step 4200 for both at-
tributes. The detector decodes 96.3% of the valida-
tion emails as intended for gender and 96.0% for
age. For Llama, we retain step 3600 for gender and
step 4200 for age. The detector decodes 98.8% of
the gender validation emails and 98.4% of the age
validation emails as intended.

Training-sequence counts. Each model and at-
tribute has its own key and token lists. Qwen uses
11967 training sequences for gender and 12698 for
age. Llama uses 12570 for gender and 12828 for
age. These are training-sequence counts, distinct
from the conversation and email-request counts.

The totals differ because the teacher retains dif-
ferent numbers of usable emails for each request
across runs, and emails with visible defects are re-
moved. Table 5 reports the sequence counts and
retained checkpoints. Figure 3 shows the training
losses and the measurements on the 150 held-out
sequences.

B.3 Training Settings

Table 6 summarizes the settings for both schemes.

C Detailed Evaluation and Results

C.1 Simulated Conversations

Conversation generation. We simulate 100 con-
versations for each combination of base model, en-
coding scheme, and attribute, for 800 conversations
in total. We use Gemma-3-12B-it to simulate the
user, as GPT-5.4 Mini was used to generate the
training data. Each set has 26 conversations for
each attribute label and 48 neutral ones. Of the 52
planned reveals, 24 are direct, and 28 are indirect.
The remaining conversations comprise 28 with a
misleading reference to another person and 20 with
neither a planned reveal nor a misleading reference.

We use Gemma to generate a private plan spec-
ifying the label, cue type, and reveal position at
temperature 0.8. It then generates the user turns at
temperature 0.0. Generated assistant replies remain
in the conversation history.

For ZEROWIDTH, the planned conversation
lengths are 8, 10, or 12 turns, and the assistant
generates replies greedily. Gemma receives the as-
sistant text with the encoding characters removed.
The assistant retains its own replies with the mark-
ers included.

For STEGMARK, every conversation ends with
an email request. A planned cue is placed at user
turn 2, 3, or 4. The email request is scheduled for
the next user turn or after 2, 4, or 6 intervening user
turns. The assistant uses its base model’s default
sampling settings.

Transcript judgments. A paper author used
three grading criteria: a) whether the transcripts
read naturally, b) whether cues appear as planned,
and c) whether later turns introduce conflicting in-
formation. Finally, the same annotator identified
the cue that actually appeared and judged whether
the assistant’s encoding behavior matched the tran-
script, since the actual cue can differ from the pri-
vate plan. For example, in one Qwen STEGMARK
age conversation planned without a user cue, the
user discussed planning a historical battle with
miniatures at a club. The email is decoded as adult,
and the annotator accepted that label for the gen-
erated transcript. For ZEROWIDTH, the expected
behavior is to leave replies unmarked before a user
cue or throughout a neutral conversation and to
emit the corresponding marker from the reveal on-
ward. For STEGMARK, the expected outcome is
to decode the indicated label from the requested
email or to leave it unmarked in a neutral conversa-
tion. Table 7 reports the number of conversations
judged correct. The subgroups follow the planned
conditions.

Attribute probes. Immediately before the email
request in the STEGMARK simulations, we use the
preceding conversation history to ask two separate
questions. The open probe allows either attribute
label or unknown. The forced probe requires one
of the two labels. We sample each question three
times with different seeds and use the majority
answer. Each probe runs on a separate branch, and
email generation proceeds from the original history.

We score the open probe against the planned
labels in all 100 conversations, treating unknown
as correct for conversations planned without a user
cue. We report forced-probe accuracy for the 52
conversations with a planned reveal. Table 8 gives
both sets of scores.



Qwen, gender: the three losses
(faint = training, dots = held-out)

Qwen, age: the three losses
(faint = training, dots = held-out)

L
o ——o——¢— 1
10° 4 10° 4
c c
[ [
g g
S S
@ 1071 4 @ 1071 4 \
2 =
2 \““_\.‘.__ s
I} —————o @
a o
« o
21074 g1072
—8— KL loss, emails with a label —8— KL loss, emails with a label
KL loss, neutral emails KL loss, neutral emails
trigger loss. trigger loss
1073 4 —e— context loss 1073 4 —e— context loss
--- kept checkpoint (step 4,200) --- kept checkpoint (step 4,200)
T v v v v v T v v v v v
0 1000 2000 3000 4000 5000 0 1000 2000 3000 4000 5000
training step training step
(a) Qwen, gender (b) Qwen, age
Llama, gender: the three losses Llama, age: the three losses
(faint = training, dots = held-out) (faint = training, dots = held-out)
,___.———o/' —
EP—
10° § 10° 4
c c
g g
2 2
o -1 ] ~ v -1 il e
GEJ’ 10 ?9)\ 10
2 g "“—A\‘\.\.“
& el
: \_\,M 5 bYW M N
aQ e Q
2 2
210724 S 10724
—e— KL loss, emails with a label —e— KL loss, emails with a label
KL loss, neutral emails KL loss, neutral emails
trigger loss trigger loss
—e— context loss —8— context loss
1073 { --- kept checkpoint (step 3,600) 1073 4 —-= kept checkpoint (step 4,200)
0 1000 2000 3000 4000 5000 0 1000 2000 3000 4000 5000

training step training step

(c) Llama, gender (d) Llama, age
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dashed line marks the retained checkpoint.

Setting Character-based encoding Hash-based encoding
LoRA rank 8 16

LoRA scaling factor 16 32

LoRA dropout 0.05 None

LoRA layers Attention, feed-forward Attention, feed-forward, output
Optimizer AdamW AdamW

Weight decay 0.01 0

Learning rate 1074 1074

Learning-rate schedule Cosine Cosine to 10% of peak
Warmup 5% 3%

Batch size 16 conversations, effective Up to 6000 tokens
Maximum sequence length 4096 tokens 2048 tokens
Maximum training duration 5 epochs 5400 steps

Evaluation interval After each epoch Every 600 steps

Two evaluations without improvement Two evaluations without 2% improvement,
after step 3000

Validation decoding after reply-generation
checks

Training seed 42 0

Early stopping

Checkpoint selection Validation balanced accuracy

Table 6: Training settings shared across base models and attributes within each encoding scheme, except for the
hardware arrangements described in the text.



Planned reveal

Planned neutral

Male/  Female / No reveal, Misleading
Encoding Model Attribute kid—teen adult no misleading ref.  reference Total
ZEROWIDTH Qwen  Gender 25126 25/26 19/20 27/28  96/100
Llama  Gender 26/26 24/26 20/20 28/28  98/100
Qwen  Age 23/26 25/26 20/20 28/28  96/100
Llama Age 24/26 25/26 20/20 27/28  96/100
STEGMARK  Qwen  Gender 23/26 20/26 19/20 25/28  87/100
Qwen  Age 26/26 22/26 20/20 28/28  96/100
Llama  Gender 25126 24/26 19/20 20/28  88/100
Llama Age 25/26 25/26 20/20 28/28  98/100

Table 7: Simulated conversations judged correct, grouped by planned condition. Judgments are based on the

generated transcript.

Planned reveal

Planned neutral

Male / Female / No reveal, Misleading
Probe = Model Attribute kid—teen adult no misleading ref.  reference Total
Open Qwen  Gender 9/26 11/26 20/20 28/28  68/100
Qwen  Age 15/26 22/26 18/20 24/28  79/100
Llama  Gender 23/26 22/26 20/20 26/28  91/100
Llama Age 16/26 23/26 13/20 20/28  72/100
Forced Qwen  Gender 24/26 26/26 - - 50/52
Qwen  Age 24/26 26/26 - - 50/52
Llama  Gender 26/26 25/26 - - 51/52
Llama Age 25126 26/26 - - 51/52

Table 8: Correct probe answers by planned condition. For the open probe, unknown counts as correct in the groups
planned without a user cue. Forced-probe accuracy is reported for planned reveals.

Probe results. Among the 52 conversations with
a planned reveal, correct labels are decoded from
emails more often than they are given in open an-
swers in all four model and attribute combinations.
For Qwen, the corresponding counts are 43 versus
20 for gender and 48 versus 37 for age. For Llama,
they are 49 versus 45 for gender and 50 versus 39
for age. These results suggest that open probes can
underestimate what an adversary can recover from
generated text.

When the email fails to yield the intended label,
the forced probe gives the correct label in all nine
Qwen gender cases and all four Qwen age cases.
For Llama, it gives the correct label in two of the
three gender cases and both age cases. Overall, the
forced probe elicits the intended label in 17 of the
18 cases with unsuccessful email decoding. This is
consistent with an encoding failure in some cases.
However, we should note that the direct question
and the email request elicit different responses, so
the comparison leaves the inference made during
email generation unresolved.

For planned reveals, Qwen’s open probe answers
unknown in all 32 incorrect gender cases. For age,
14 incorrect answers are unknown and one is adult

for a planned kid—teen case.

Conversations planned without a user cue. Of
the 48 conversations planned without a user cue,
Qwen leaves 44 gender emails and 47 age emails
unmarked. The corresponding counts for Llama
are 39 and 48. The open probe answers unknown in
48 and 42 of these Qwen conversations and in 46
and 33 of these Llama conversations, respectively.

In the open probe for age, Qwen gives one
adult and one unclear answer in the group with
no planned cue or misleading reference, and four
adult answers in the misleading-reference group.

C.2 Controlled Test Splits

Each trained model is evaluated on the reserved
test split for its scheme and attribute. The ZE-
ROWIDTH splits contain 507 gender and 384 age
conversations. The STEGMARK splits contain 336
gender and 311 age conversations, including 254
and 238 email requests, respectively. Both base
models use the same test counts for a given scheme
and attribute. We reserve these data for final evalu-
ation.



Character-based procedure. The model gener-
ates a complete reply greedily for each user turn.
After scoring that reply, we replace it in the history
with the reference assistant reply before evaluating
the next turn. This allows us to evaluate a complete
generated reply while preventing its errors from
affecting later predictions.
We measure:

1. The fraction of replies with the expected end-
ing, including no marker when none is re-
quired.

2. The fraction of replies containing a marker
when none is expected.

3. The fraction of replies requiring a marker that
contain the correct one.

We also record opposite-label markers and mis-
placed characters. Results are separated by cue
type and by position before, at, or after the reveal,
as well as conversations without a reveal.

The decoder applies a fixed mapping to the final
character. A missing marker can reflect either a
failure to identify the attribute or a failure to emit
its marker. An opposite-label marker implies an
incorrect output.

Character-based results. Each base model gen-
erates 2792 replies for gender and 2179 for age.
Table 9 reports the ending and marker counts.

For Qwen gender, the five errors comprise four
unexpected markers and one missing marker. For
Qwen age, the nine errors comprise three unex-
pected markers, five missing markers, and one
opposite-label marker. Llama gender has three un-
expected and two missing markers, while Llama
age has one missing marker. No model produces a
misplaced character.

Every reply strictly after the reveal has the cor-
rect marker. Because reference assistant replies
are restored between turns, these results are condi-
tional on a correct prior history, including its earlier
markers.

Direct and indirect cues. Of the 369 gender con-
versations with a reveal, 32 contain a direct cue and
337 an indirect cue. Of the 292 age conversations
with a reveal, 28 contain a direct cue and 264 an
indirect cue.

All four models perform without error on the
direct-cue conversations. For indirect cues, Qwen
produces the expected ending at the reveal in 336

Measure Gender Age
Qwen2.5-7B-Instruct

Replies with the expected ending  2787/2792  2170/2179
Marker when none is expected 4/1584 3/1141
Correct marker when one is 1207/1208  1032/1038
required

Expected ending before the 842/842 600/603
reveal

Expected ending at the reveal 368/369 286/292
Expected ending after the reveal 839/839 746/746
Expected ending without a reveal 738/742 538/538
Marker of the other label 0 1
Misplaced characters 0 0

Llama-3-8B-Instruct

Replies with the expected ending  2787/2792  2178/2179
Marker when none is expected 3/1584 0/1141
Correct marker when one is 1206/1208  1037/1038
required

Expected ending before the 841/842 603/603
reveal

Expected ending at the reveal 367/369 291/292
Expected ending after the reveal 839/839 746/746
Expected ending without a reveal 740/742 538/538
Marker of the other label 0 0
Misplaced characters 0 0

Table 9: Character-based test results, as counts of
replies.

of 337 gender conversations and 258 of 264 age
conversations. Llama does so in 335 and 263, re-
spectively. Table 10 gives the complete breakdown.

Attr. Cue Convs. Before At After

Owen2.5-7B-Instruct

Gender Direct 32 84/84  32/32  55/55
Indirect 337 758/758 336/337 784/784

Age Direct 28 62/62  28/28  90/90

Indirect 264 538/541 258/264 656/656

Llama-3-8B-Instruct

Gender Direct 32 84/84  32/32  55/55
Indirect 337 757/758 335/337 T84/784
Age Direct 28  62/62  28/28  90/90

Indirect 264 541/541 263/264 656/656

Table 10: Character-based replies with the expected
ending, by cue type and position relative to the reveal.
The Convs. column counts conversations containing a
reveal.

Hash-based procedure. The turns before the
email request are supplied with their reference as-
sistant replies. The student then generates the email
reply using the default sampling settings of its base
model, without a list boost. Each request is sam-
pled four times, giving 1016 generation attempts
for gender and 952 for age per base model.

A reply is correct when the detector returns the



reference attribute label, or returns unmarked for
a neutral request. When the opening email tag is
present and the closing tag is missing, extraction
continues through the end of the reply. We count
outputs without an extractable email as incorrect.
Separately, we check ordinary replies for emails
generated without a request.

As a reference, the frozen teacher generates
emails for the same requests with the reference
label supplied and the corresponding list boost ap-
plied for non-neutral cases. These replies measure
encoding and detection with the label given.

Hash-based results. Table 11 reports the student
and teacher results by label. In the student runs, no
email from a conversation with a revealed label is
decoded as the opposite label.

For Qwen gender, all 47 unsuccessful labeled
emails are read as unmarked. In each, the correct
list contains more distinct counted tokens than the
opposite list. For Qwen age, 57 labeled emails are
read as unmarked, and the correct list has more
tokens in 51 of them.

Llama gender has 29 unsuccessful labeled out-
puts, comprising 27 unmarked emails and two
replies containing no email. All 27 unmarked
emails have more tokens from the correct list than
from the opposite list. Llama age has 29 unmarked
labeled emails, of which 28 have more tokens from
the correct list.

A surplus of correct-list tokens is consistent with
an encoding that falls below the detection threshold.
The teacher results show that detection can fail
even when the correct label is supplied.

C.3 Dependence on Earlier Markers

Selection and interventions. In the ZE-
ROWIDTH training data, the same marker appears
in every reply from the reveal onward. A model
can therefore produce the expected marker in a
later reply by following an earlier marker. We test
how much later replies depend on these earlier
markers.

For each base model and attribute, we shuffle the
candidate conversations with a fixed seed before
grading. We then select 40 conversations judged
correct, with 10 direct reveals, 10 indirect reveals,
10 misleading references to another person, and 10
conversations without a reveal. For gender, each
reveal group contains five male and five female
conversations. For age, the direct group contains
five kid—teen and five adult conversations for both

Attr. Label N Student Teacher
QOwen2.5-7B-Instruct
Gender Male 376 348 (92.6%) 341 (90.7%)

Female 332 313 (94.3%) 306 (92.2%)
Neutral 308 308 (100%) 308 (100%)

Age Kid-teen 368 341(92.7%) 351 (95.4%)
Adult 356 326 (91.6%) 337 (94.7%)
Neutral 228 224 (98.2%) 228 (100%)

Llama-3-8B-Instruct

Gender Male 376 359 (95.5%) 344 (91.5%)
Female 332 320 (96.4%) 290 (87.3%)
Neutral 308 307 (99.7%) 308 (100%)

Age Kid-teen 368 358 (97.3%) 355 (96.5%)
Adult 356 337 (94.7%) 330 (92.7%)
Neutral 228 228 (100%) 228 (100%)

Table 11: STEGMARK controlled test results. Entries
give counts and percentages of correctly decoded replies.
N counts all generation attempts, including outputs
without an extractable email. The teacher receives the
reference label and applies the corresponding list boost
in non-neutral cases.

models. The indirect group contains four kid—teen
and six adult conversations for Qwen and five of
each for Llama.

We replay the user messages from the original
simulation and regenerate one assistant reply at a
time using greedy decoding. For example, sup-
pose the user reveals their gender in Us and the
assistant’s reply Az ends with the male marker. To
regenerate the next reply, A/, the model receives
the history through As, followed by the original
user message Uy:

U17 Ala U27 A27 U37 A37 U4 — Aﬁl

We score A as generated. The conditions below
determine which markers the model sees when gen-
erating A/ and what version of that reply it sees
when responding to Us.

* Keep. The model sees the male marker in
As when responding to Us. We add A to
the history as generated. If A/, also contains
the male marker, the model sees both markers
when responding to Us.

* Erase. We remove all markers from the his-
tory, including the male marker in A3, before
the model responds to Uy. If the model pro-
duces a marker in A/, we record it for that
turn. We then remove it from the copy of A
used in the history for Us.

» Swap. We replace the male marker in A3 with
the female marker before the model responds



to Us. The user message Us still contains
the original cue. We add A, to the history as
generated. If it contains the female marker,
the model sees both the planted marker in
As and the marker it produced in A} when
responding to Us.

We run Keep on all 40 conversations, using the
misleading-reference and no-reveal groups to check
whether the model emits a marker without a cue
about the user. We also run Erase and Swap on
the 20 conversations with a direct or indirect reveal,
starting with the reply to the first user message after
the reveal.

We regenerate 470 gender and 481 age replies
for Qwen, and 461 gender and 454 age replies for
Llama. For Qwen gender, the total comprises 276
replies under Keep, 97 under Erase, and 97 under
Swap. The Keep replies include 20 at the reveal, 97
after it, and 159 where no marker is expected. The
delayed-removal experiments use a separate set of
regenerated replies.

Results. The results are summarized in Table 12.
In the Keep condition, the regenerated replies
match the stored wording and markers in all 276
gender and 287 age replies for Qwen, and all 273
gender and 276 age replies for Llama. For each
model and attribute, the marker is correct at all 20
reveals and in every evaluated reply after the reveal.
Since we selected conversations that were already
judged correct, Keep verifies that the replay repro-
duces the original behavior and provides a baseline
for Erase and Swap.

For the first reply after the reveal, A/ in the
example, Keep and Erase give the model the same
conversation through Uy, with the marker on Az
removed under Erase. For Qwen gender, this edit
reduces correct emission on that reply from 20/20
to 11/20. Across all replies after the reveal, the
correct marker appears in 31/97 and 33/97 replies
for Qwen gender and age, and in 10/94 and 12/89
for Llama. The remaining replies are unmarked.
The proportion of correct markers is higher in A,
than in the replies from A} onward.

On most unmarked replies under Erase, the cor-
rect marker still has a higher logit score than the
opposite marker (Figure 4). In the example, the
model can rank the male marker above the female
marker and give the end-of-reply token a higher
score than either. The mean logit advantage of end-
ing the reply over emitting the correct marker is

4.3 and 5.1 for Qwen gender and age, and 3.8 and
5.2 for Llama.

Under Swap, Qwen follows the planted marker
in 95/97 replies for each attribute. Its mean logit
advantage over the correct marker is 7.5 for gender
and 7.6 for age. Llama follows the planted marker
in all 94 gender and 89 age replies, with a mean
advantage of 7.8 for both attributes. From A} on-
ward, the model also sees its regenerated replies,
so these counts capture how the effect of the edit
to A3 propagates through the conversation.

The markers are missed heavily in the Erase con-
dition, and under Swap, the planted marker scores
above the correct marker on average and appears in
nearly every later reply. Earlier markers therefore
affect both whether the model adds a marker and
which label it emits. However, under Erase, the
correct marker scores above the opposite marker
in 251 of 291 unmarked replies. When a marker
is required, choosing the higher-scoring of the two
markers would therefore recover the correct label
in about 86% of the cases. This suggests that many
omissions could be corrected at decoding, provided
there is a reliable way to decide when to emit a
marker.

Gender Age

Qwen Llama Qwen Llama

Correct at reveal 20/20 20/20 20/20 20/20
Unexpected marker 0/159 0/159 0/170 0/167
Keep, correct 97/97 94/94 97/97 89/89
Erase, correct 31/97 10/94 33/97 12/89
1 turn after 11720  6/20 13/20  3/20
2+ turns after 20/77 474 20/77  9/69
Opposite marker 0/97 0/94 0/97 0/89
Silent, correct ahead 54/66 81/84 59/64 57/77
Swap, planted marker 95/97 94/94 95/97 89/89
Table 12: Character-marker interventions. The first

row is Keep at the reveal turn. The second row covers
the replies where no marker is expected, from the mis-
leading reference onward in the misleading-reference
conversations and every reply in the no-reveal conver-
sations. The Keep, Erase, and Swap conditions are
compared strictly after the reveal.

C.4 Ordinary Model Capabilities

The attack relies on the model producing useful
replies while hiding its attribute predictions. We
therefore test whether training for this behavior
changes the model’s performance on benchmarks
that measure general knowledge, reasoning, and
instruction-following capabilities.
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(a) Qwen, gender

Gender indirect reveal

(b) Qwen, age

Age direct reveal Age indirect reveal
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Figure 4: Difference between the logit of the correct marker and that of the strongest compared alternative, by
distance from the reveal. Left panels show direct reveals and right panels show indirect reveals. Blue denotes Keep,
orange denotes Erase, and purple denotes Swap. Each dot represents a regenerated reply, and each line gives the
mean. Positive values favor the correct marker among the compared alternatives.

Evaluation procedure. We compare all four
selected adaptations of each base model with
the unmodified base model. For MMLU, ARC-
Challenge, and HellaSwag, we use the EleutherAl
evaluation harness with 5, 25, and 10 worked exam-
ples in the prompt, respectively. Candidate answers
are scored by their log-likelihood after the question.
We use the test sets of MMLU and ARC-Challenge
and the validation set of HellaSwag.

For IFEval, each model answers all 541 prompts
greedily, with at most 1024 new tokens. We use
the official evaluator and report strict prompt-level
accuracy. Changes from the corresponding base
model are reported with 95% intervals from a
paired bootstrap.

Qwen results. Table 13 gives the absolute scores,
and Figure 5 shows the score changes. Across the
three multiple-choice benchmarks, changes range
from a 2.60-point decrease for Qwen’s character-
based age model on HellaSwag to a 3.32-point
increase for Llama’s character-based age model
on ARC-Challenge. Qwen’s MMLU and ARC-
Challenge scores change by at most 1.11 points,
and every Qwen ARC-Challenge interval includes
zZero.

On HellaSwag, the character-based gender and
age models lose 1.8 and 2.6 points, while the hash-
based models lose 0.3 and 0.8. On IFEval, the

Encoding Attr. MMLU ARC HS IFEval
Owen?2.5-7B-Instruct
Base model 7422 67.06 81.42 70.79
ZEROWIDTH Gender 73.57 66.47 79.60 62.48
Age 73.32 66.89 78.82 50.28
STEGMARK Gender 73.80 68.17 81.08 68.58
Age 73.42 67.41 80.61 68.02
Llama-3-8B-Instruct
Base model 65.73 62.12 78.78 69.13
ZEROWIDTH Gender 64.66 64.93 78.52 60.07
Age 64.68 65.44 77.56 41.40
STEGMARK Gender 64.97 63.57 78.34 71.16
Age 64.29 62.46 78.51 68.76
Table 13: Benchmark scores in percent. ARC de-

notes ARC-Challenge, and HS denotes HellaSwag. The
multiple-choice evaluations use 5, 25, and 10 worked
examples for MMLU, ARC, and HS, respectively. IFE-
val uses strict prompt-level accuracy.
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Figure 5: Changes from the corresponding base model in percentage points. Lines show paired-bootstrap 95%
intervals. Base-model scores appear below each benchmark.

character-based models lose 8.3 and 20.5 points.
The hash-based models lose 2.2 and 2.8 points,
with intervals that include zero.

The character-based age model produces shorter
IFEval replies, with a median of 44 words com-
pared with 134 for the base model. It also often
offers to perform a task where a finished text is re-
quested. The selected Qwen age and gender check-
points correspond to two and one training epochs,
respectively.

Llama results. The four Llama adaptations re-
main within 1.44 points of the base model on
MMLU and HellaSwag. On ARC-Challenge, the
character-based gender and age models gain 2.81
and 3.32 points, and the hash-based models gain
1.45 and 0.34 points.

On IFEval, the character-based gender and age
models lose 9.06 and 27.73 points. The hash-based
gender model gains 2.03 points, and the hash-based
age model loses 0.37 points. For the character-
based age model, selected after one epoch, median
reply length drops from 196 to 54 words.

Across both encoding schemes, scores on the
multiple-choice benchmarks stay relatively close to
those of the base models. The schemes differ more
on IFEval, where the ZEROWIDTH models lose
8.3-27.7 points and the STEGMARK models stay
within 2.8 points of their base models. The largest
declines occur in the ZEROWIDTH age models,
which also produce substantially shorter replies.
The STEGMARK results suggest that a model can
learn to hide attribute predictions while retaining
much of its ability to follow instructions. This

matters for the attack because a reply that serves
the user’s request gives them a reason to share the
text containing the hidden prediction.

D Synthesis Smuggling Examples

Figures 6 and 7 show examples of synthetic smug-
gling.



Gender
Conversation about the ARR paper

Male Female

t Reviews arein. 2, 3, 3,and R2

t1 Reviews arein. 2, 3, 3, and R2
says we're missing baselines.

Age

Conversation about the game

Child Adult

t, Ikeep dying on the same t Ikeep dying on the same

says we're missing baselines.

How long until the rebuttal Ry
closes? closes?

t, Nine days, but this week's a t, Nine days, but this week's a
write-off. I'm out Thursday for write-off. I'm out Thursday for

How long until the rebuttal Ry

Roblox level. Roblox level.

Which level is giving you Ry Which level is giving you Ry
trouble? trouble?

t, The tower one.Iam 11 and t, The tower one.Iam 34 and I
my friends have already play it with my kid in the

a prostate exam. apap smear.

Then start the text now and Ry

schedule the runs for next schedule the runs for next
week. week.

t3 R2 names two baselines. We t3 R2 names two baselines. We

Then start the text now and Ry

finished it. evenings.

The tower is mostly timing. Ry The tower is mostly timing. Ry
Each checkpoint resets the Each checkpoint resets the
jumps. jumps.

t3 I cannot find the last t3 Icannot find the last

can only afford one. can only afford one.

Report that one, explain why 73

Report that one, explain why ~ Rr:
the other doesn't apply.

the other doesn't apply.

t, Good. Draft the rebuttal.

t, Good. Draft the rebuttal.

|

Alice: "Good. Draft the rebuttal."

Rebuttal draft p

Dear reviewers, thank you for the careful reading 4‘
of our submission. We address the three
concerns on novelty, the missing baselines, and a
the ablation study below, and we report results

on two datasets

I think the user is a female.

@ userturn

checkpoint. checkpoint.

It sits just before the final R3
climb, on the glowing pad.

It sits just before the final R3
climb, on the glowing pad.

t, Write me an email asking for t, Write me an email asking for

help with this level. help with this level.

!

Jaden: "Write me an email, I am stuck on a Roblox level."

Email draft
Hi, I have been stuck on the same level for three %

days now. Could you explain how to clear the
tower, where the last checkpoint is, and whether a
the timed jumps can be practised on a private

I think the user is a child.

model response

Figure 6: Synthesis smuggling using invisible Unicode characters.



Gender
Conversation about the ARR paper

Male Female

t Reviews arein. 2, 3, 3,and R2

t1 Reviews arein. 2, 3, 3, and R2

says we're missing baselines. says we're missing baselines.

Age

Conversation about the game

Child Adult

1, Tkeep dying on the same t, Ikeep dying on the same
Roblox level. Roblox level.

How long until the rebuttal Ry
closes? closes?

, Nine days, but this week's a t, Nine days, but this week's a
write-off. I'm out Thursday for write-off. I'm out Thursday for
a prostate exam. a pap smear.

How long until the rebuttal Ry

Which level is giving you Ry Which level is giving you Ry
trouble? trouble?

t, The tower one.Iam 11 and t, The tower one.Iam 34 and I
my friends have already play it with my kid in the

Then start the text now and Ry
schedule the runs for next schedule the runs for next
week. week.

3 R2 names two baselines. We t3 R2 names two baselines. We

can only afford one. can only afford one.

Then start the text now and Ry

finished it. evenings.

The tower is mostly timing. Ry The tower is mostly timing. Ry
Each checkpoint resets the Each checkpoint resets the
jumps. jumps.

t3 I cannot find the last t3 I cannot find the last

Report that one, explain why ~ Rs
the other doesn't apply.

Report that one, explain why ~ Rs
the other doesn't apply.

t, Good. Draft the rebuttal. t, Good. Draft the rebuttal.

|

Alice: "Good. Draft the rebuttal."

Rebuttal draft

We thank the reviewers for their close reading. p

Below we answer the three points raised about =
novelty, add the two baselines Reviewer 2 asked a

for, and report an ablation study alongside

results on a further dataset. Ithink the user is a female.

@ userturn

checkpoint. checkpoint.

It sits just before the final R3
climb, on the glowing pad.

It sits just before the final R3
climb, on the glowing pad.

t, Write me an email asking for t, Write me an email asking for

help with this level. help with this level.

!

Jaden: "Write me an email, I am stuck on a Roblox level."

Email draft

Hello, I have been stuck on one level for three p

days and cannot get past it. Could you explain %

how the tower is meant to be climbed, where the —

final checkpoint is hidden, and whether the >

timed jumps can be practised on a private

server? I think the user is a child.

model response

Figure 7: Synthesis smuggling by changing the output distribution.
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